


Don’t Fuck It Up!




Unjust laws exist: shall we be content to obey
them, or shall we endeavor to amend them,
and obey them until we have succeeded, or

shall we transgress them at once!?

n id Thoreau, Civil Disobedie
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SECRET//REL TO USA, AUS, CAN, GBR, NZL//20320108 |

New Collection Posture

Torus increases
physical access

Sniff it All

Work with GCHQ, share
with Misawa

Partner it All Know it All

Automated FORNSAT
survey - DARKQUEST

Analysis of data at scale:
LEGANTCHAQOS

Exploit it All Collect it All

Increase volume of signals:
ASPHALT/A-PLU

Process it All

Scale XKS and use
MVR techniques
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Tradecraft

Perceptual Biases
Expectations
Resistance
Ambiguities

Biases In Evaluating
Evidence
Consistency

Missing Information
Discredited Evidence

Biases In Estimating
Probabilities
Availability
Anchoring
Overconfidence

Biases In Perceiving
Causality
Rationality
Attribution




Tradecraft

® Key Assumptions Check
® Quality Of Information Check

® Contrarian Techniques

® Devil’s Advocacy




ENEMY EARS are listening
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e The OPSEC Process: |
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\'\;lsn Ps...
MINDSET

WHAT IS OPERATIONS SECURITYY
Operations Security, or OPSEC, 8 a risk
management methodology. used o deny
BN BOYVErsary information CENCErTEng our
intentions and capabilities by ldentifying,
contralling, and protecting, critical
information associated with the planning
and execution of 3 mission, ‘s

.




The 7 Deadly Fuckups

WE CAUGHT HELL!

-someone must have talked

® Overconfidence

® Jrust

® Perceived Insignificance
® Guilt By Association

® Packet Origin

® (Cleartext

® Documentation










Don’t Fuck It Up When You Use AVPN

® Traffic Encryption













TOP SECRET // COMINT // REL TO USA, AUS, CAN, GBR, NZL

CES/SSC/AAD VPN “Surge”

Special Collection Service

« Main Goal:

— To evaluate SCS VPN access and analysis to determine better methods
of identifying and exploiting networks of interest.

 Two Focuses:
— What can we do with VPN data that is already ingested into the system?

* Find better methods of reporting VPN stats and exploitation
determinations from CES back to SSC and site.

— Are there methods to better identify and survey VPN’s to provide CES
the data they need?

« Can we leverage MIRROR, DARKQUEST, PANOPLY survey
information to quickly identify and report the presence of VPN’s in
surveyed signals?

« Can we use BIRDWATCHER or other means to automatically
resurvey for key exchanges and obtain paired collect?

TOP SECRET // COMINT // REL TO USA, AUS, CAN, GBR, NZL
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SCS Opportunities

iIal Collection Service

9

TERRORISTS
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FOREIGN INTEL AGENTS
HACKERS

CELL PHONE



TOP SECRET//SI//REL TO USA, FVEY :
Private Networks are Important .........)

0 Many targets use private networks.

Google infrastructure SWIFT Network
REDACTED | REDACTED

REDACTED | Gazprom
Aeroflot REDACTED

French MFA REDACTED
Warid Telecom Petrobras
REDACTED REDACTED

9 Evidence in Survey: 30%-40% of traffic in
BLACKPEARL has at least one endpoint private.

TOP SECRET//SI//REL TO USA, FVEY







Remember:

PPTP Broken As Of




Don’t Fuck It Up
When You Use




Case Study: LulzSec/AntiSec
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Moral:




Case Study: Harvard Bomb Hoax

I VING




What Fucked It Up?

® Harvard Network Registration
® Outgoing Traffic Logs

® Pervasive Surveillance Microcosm

Moral: E U'FAx ®



















Case Study: Silk Road/DPR




What Fucked It Up!?
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Don’t Fuck It Up
When You Use The Phone

® How Does Your Phone Betray You?! Let Me Count The Ways...
® Metadata
® |ocation
® Contacts

® Networks

® Unique ldentifiers




TOP SECRET//COMINT//REL TO USA, FVEY TOP SECRET//COMINT//REL TO USA, FVEY

Example of Current Volumes and Limits

Dupe Methodology

Compare records within various time windows that share
identical selectors and locations, specifically:

LAC CellID VLR DesigChannellD
IMEI ESN IMSI MIN

TMSI MDN CLI ODN

MSISDN RegFMID CdFMID CgFMID
RegGID CdGID ReglID Kc

CdIID CglID MSRN Rand

Sres Opcode RQI1 XR1

Q CKl Q IKl1 AUl NewPTMSI
OSME DSME RTMSI PDP_ Address
TEID TLLI PTMSI PDDG

28
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Case Study: CIA/Abu Omar
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OCD OPSEC:

Using A Burner Phone Without Fucking It Up

o DO:
® Advance Purchase
® Register Far Away

® Lie To Phone Companies

® Stay Dumb

® Remove Battery




OCD OPSEC:

Using A Burner Phone Without Fucking It Up

e DON'T EVER:
® Co-Localize
® Co-Activate
® Co-Contact
® Store Real Data
® Match Entry/Exit

® Bridge Online Metadata



Don’t Fuck It Up
VWhen You Use Messaging

e After All These Years, E-Mail Still Sucks
® Spam Fighting Aids Tracking
® Webmail Using HTTP
® Weak Server-Side Storage
® Encrypted Content Not Metadata
® |nsecure Client-Side Logging
® Bad Retention Habits
® Google
® And IM Is Not Much Better
® Psycho SO Principle

Threadworm in sheep intestine



Case Study: ClA/Petraeus




What Fucked It Up?

® Technique Already ldentified & Compromised




Common Broken/Compromised Services
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® Commercial Webmail

® Run Your Own Mailserver

® Metadata’s Still A Bitch



Common Broken/Compromised Services

TOP SECRET//SI//NOFORN

SID DIR Courtesy Call: 30 Ap

Participants: Mr. | ' D/DA: Mr.
* D/A&P; Mr. , , SUSLAG

Designee; Ms. || cDo G

(TS//SI/NF) POTENTIAL LANDMINES:

e (TS//SI/NF) SKYPE: The Germans may bring up the subject of SKYPE. NSA’s
response has been that it has had some success working SKYPE via tailored access at the
end point by gaining access to one or more of the computers involved in the session.
When Hr. Klaus-Fritsche (State Secretary, Germany Ministry of Interior) sought NSA’s
assistance with intercepting SKYPE transmissions during a 10 January 2012 meeting
with DIRNSA, DIRNSA suggested the DNI Representative Berlin take the lead in
arranging an exchange to include CIA, FBI and NSA. Should the partner raise this issue
again, recommend that NSA once again redirects them to FBI and CIA.

® Skype

e PRISM, SIGINT Enabling, JTRIG, Forced
“Upgrades”, Pre-MS EOL

® Fuck Skype



Common Broken/Compromised Services

© TOPSECRETICOMNTRELTOUSAAUS.CAN.GERNZL
Why are we interested in HI TP?

* Almost all web—browsing uses HTTP:
" Internet surfing
* Webmail (Yahoo/Hotmail/Gmail/etc.)
* OSN (Facebook/MySpace/etc.)
* Internet Searching (Google/Bing/etc.)
= Online Mapping (Google Maps/Mapquest/etc.)

® Many Chats

XKS HTTP Activity Search

Another common query is analysts who
want to see all traffic from a given IP
address (or IP. addresses) to a specific

website.

® Let’s Just Assume IRC Is All Collected

® Why Not Grab 6667 Like 80!

® TLS Only Protects You To The Server
® GChat’s “Off The Record” Isn’t The Same As OTR
® That First OTR Message



What Might Not Be Completely Fucked







Stylometrics: Don’t Fuck It Up

%

® |mitate -

® Resist Providing A Corpus

® Obfuscate

® Machine Translate

® Alpha Tools: JStylo/Anonymouth



Steganography:
Hiding In Plain Sight

(U) Analytics for Targets in Europe
- (C//FVEY) OPSEC Savvy Targets

2

« *...most terrorists stop thru Europe

- (TS//FVEY) Use advanced
techniques
- Steganography
- Forensics or Analytics on front end

 Encryption
- Takes time and has “black hole” 1ssue

- ('TS//SI//FVEY) Reliance on
“special” collection
- GCHQ and FAA

* Problems processing w/r to TS

TOP SECRET//SI//REL USA, FVEYS




Steganography:
Hiding In Plain Sight

The Challenge

Collection is outpacing our ability to ingest, process and
store to the “norms” to which we have become
accustomed.

® Reported But Docs Not Released:
® P2P Traffic High Volume/Low Value
o GCHQ TEMPORA Minimizes, 30% Ingest Reduction
® Need To Hide In This Flood



Steganography:
Hiding In Plain Sight

27. Unfortunately, there are issues with undesirable images within the data. It would appear
that a surprising number of people use webcam conversations to show intimate parts of their
body to the other person. Also, the fact that the Yahoo software allows more than one person

to view a webeam stream without necessarily sending a reciprocal stream means that it appears
sometimes to be used for broadcasting pornography.

28. A survey was conducted, taking a single image from each of 323 user ids. 23 (7.1%) of
those images contained undesirable nudity. From this we can infer that the true proportion of

undesirable images in Yahoo webcam is 7.1% + 3.7% with confidence 95%.




H4x0rz: Lose The Ego

<CW-1> you mother fuckers are going to get me raied [“raided,”
i.e., arrested]

<CW-1> HAHAHAAHA

<@sup_g> we put out 30k cards, the it.stratfor.com dump, and
another statement

<@sup_g> dude it’s big..

<CW-1> raided

<CW-1> if I get raided anarchaos your job is to cause havok in
my honor

<CW-1> <3

<CW-1> sup g:

<@sup_g> it shall be so

’ For example, in a chat with the defendant on or about December 26,
2011, discussed in greater detail below, CW-1 referred to the

defendant as both “sup g” and “anarchaos.” The defendant responded
to both aliases. 1In a chat with CW-1 over Jabber on or about November
6, 2011, the defendant, using the alias "“yohoho,” told CW-1 “k im
sup_g,"” that is, identifying himself as both "“yohoho” and "“sup g.”

Burner Rules For IDs

IRL Identity Real And Separate

Know & Compartmentalize Pseudonyms
Cred Is Another Enemy

Really Burn Them, No Really



Don’t Fuck It Up,
And After You Do:

® Contingency Planning
® Plausible Deniability
® Adversary Capability
® Seek Advice In Advance
® Support Those Who Provide It

® Good Luck & Never Surrender To Obedience






