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Who am I and what is this talk about?

About Me: Penetration Tester, Computer Science/Geophysics, Tons of Certs, Custom exploits
wric’ictenljor PMS Hotel Software, Two-way reservation fuzzing, and RFID Scanner that mounts
under chair.

About 9 years of pen-testing, disaster recovery, security research

NERG, FFIEC, ISO, GLBA and FDIC, Compliance audits HIPPA, Omnibus

Wrote custom exploits and scripts for obscure Internet Service Provider gear
Tools of the trade “Fleet of Fake iPhones”

The creation of a Phone Call Bomber from your Grama’s prepaid phone to a solar powered
hacker tool hidden in light fixture at a public library

Screen shot demonstration of 15 phones taking down a 200 person call center

Distributed Denial of service Phone Systems “What it is how its used” “How it Effects
Businesses”

Alternate uses once phone has been flashed into attack platform.




Fleet of Fake iPhones With Teensy 3.0




RFID Badge Reader.

RFID Badge Scanner Ilooked to Arduino
‘Board When Moved Scans Badge in Wallet

Arduino Triple-Axis Digital Output Gyro®
Sensor




What is DDOS and TDoS? How do they differ?

* (DDoS) attack is an attempt to make a machine or
network resource unavailable to its intended users.
Although the means to carry out, motives for, and
targets of a DoS attack may vary, it generally consists
of efforts to temporarily or indef'initely interrupt or
suspend services of a host connected to the Internet.

* Telephony Denial of Service or TDoS is a flood of
unwanted, malicious inbound calls. The calls are
usually into a contact center or other part of an
enterprise, which depends heavily on voice service.

* Definition pulled from Wikipedia.com




Instances of TDOS

* Bank fraud “CNP” Theft

* Bank transfer mule scams

* Unintentional from spoofed scammer CID
* Call center attacks

* Politically motivated activism



Current Methods of TDOS

Caller ID Spoof Reflection Attack  Malware on phones and call management software
"I Picture Caller ID mEE)

File Call Tools Help

Ready
o
Mr. J I@%’boe
14P94) 555-2438
e
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Caller ID reflection attack

Legitimate phone service with Thousands of calls returned to the
spoofed Caller ID information number that they believe called them

3 ol

ID Picture Caller ID E]

File Cal Tools Help

=, Modem status: Ready 005831

Mr. John Doe
1(234) 555-2438




Using salesmen to TDOS for you.

Page with generic templates. Input for script, list of URLS and
Input fields automatically filled in. information off of input field.

Lagtast mananar

urllist2. txt
field info
! john doe #name

7 ! 70l-xxx-xxxx #phone

I rtybby788@emaildomintest367.com #email

I just sold my house in nevada looking at homes in the area please call#comment box




List of 4500+ pages that are auto populated
from a text dump from realtor key work

crawl.

1 urllist2. txt
2
3 fHield info

6 ! john doe #name

Sl

P 701l-xxx-xxxx #phone

' rtybby788@emai ldomintest567. com #email

[t B o x|

' just sold my house in nevada Tooking at homes in the area please call#comment box



Web Crawling Bots

76% of Realtor Webpages use the Script posts to 4600+ realtor pages
same scripts don’t use captchas in 2hrs.

Laptact manacar

Bl -
Bird's Eye Street View




Botnets of infected smart phones

Just like computers smart phones Increase in “rooted” phones opens
have become a platform for botnets. doors to security risks.




How I developed a Weaponized OEM
cellphone platform




Prepaid Cell Phones Running Brew 3.1
Operating Systems CDMA 1X 800/1900 MHz
Digital Only Samsung U365 aka Gusto-2




QSC6055 192MHz processor, Weaponized platform
Works on all value tier Qualcomm QSC60XX.
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Pre Payed Phone Use Personal Study 2014

B Grand parents

I Drugdealers

I Lite use consumers

B Paranoid network
security professionals
at defcon




QSC6055 192MHz processor. Comes with Secure
Boot, SEE, SFS T —

The developer editions of these models support boot
loader unlocking, allowing the user to voluntarily
void the manufacturer warranty to allow installation
of custom kernels and system images not signed by
authorized parties. However, the consumer editions
ship with a locked boot loader, preventing these
types of modifications. Until now..




No application processor very €asy qumumsmecomm::

security to bypass. (Explained)
Great Easy Development Software.

Written in C/C++

BREW provides the ability to control voice mail and
the activation or deactivation of devices by BREW
applications. This capability will be provided by
default if the UI is runs on top of BREW. The
developer will provide the capability to program
values for the set of BREW configuration parameters
using the Product Support Tool (PST).




Exploit In IRingerMgr allows for
interaction with clam and speaker
manipulation such as picking up
call instead of playing a ringtone.

BREW provides the IRingerMgr R
interface that allows a developer to

integrate their native ringer

application with BREW. This enables BREW
application developers to download ringers and
manage ringers on the device. IRingerMgr allows
assigning of ringers from a BREW application to be
active and utilized for incoming calls (particular
categories).




Clam-type phones refer Flip phones. On these
devices, some Applications, multimedia
applications for example, may need to alter their
functional use of hardware or services.

So the ringtone payloads are able to bypass
triggers and events caused by phone hardware
provided by the device depending upon events
generated by the action of the user.

Secondary display For devices supporting a
secondary display, the display will be made
avallable to applications requiring display
services when the clam is closed. So the phone is
still able to be fully interacted with at no
additional battery cost.



Modified executable allows for the software to be
pushed to the device bypassing security feature
easily using a loop hole within the certificate

expiration process.

s

Samsung PC Studic 3 US

@ Welcome to the InstallShield Wizard for
- Samsung PC Studio 3 USB Driver Installer

The InstallShield® wWizard will inztall Samsaung PC Studio 3
I15E Driver Installer on pour computer. To continue, click
Mext.

i I ) Maote: Do not connect your phone to the PC
-

befare the inztallation iz finished.

4 Windows Secunty

Windows can't verify the publisher of this driver software

< Don't install this driver software

You should check your manufacturer's website for updated driver software
for your device.

< Install this driver software anyway

Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
informaticn.

w | See details

Cancel




This error is exploited by running the
modified executable while the other device
is installed with a valid signed driver.

) Drver Stoae o x
4 "% Ports (COM 8L LPT)

Your device is ready to use - T Communications Port (COMI)

7 ECP Printer Port (LPT1)

Microsoft Mouse and Keyboard Detection Driver (U5B)
ot uee SAMSUNG USE Composite Device
/" Ready to use
USE Composite Device



Once the driver 1s updated on the PC this
allows full attack surface support.

SAMSUNG Mobile Modem Diagnostic Serial Port (WDM) (COM4) ...

Py

General | Port Settings | Driver | Details

SAMSUMNG Mobile Modem Diagnostic Seral Port

(WDM) {COM4)

Driver Provider:
Driver Date:
Driver Version:

Digital Signer:
| Diriver Detailz |

| Update Driver... |

Disable

Uninstall

SAMSUNG Blectronics Co., Lid.
11112010
5.16.0.2

Microgoft Windows Hardware Compatibility
Publisher

To view details about the driver files.

To update the driver software for this device.

if the device fails after updating the driver, roll
back to the previously installed driver.

Disables the selected device.

To uninstall the driver (Advanced).

| | Cancel

How do you want to search for driver software?

= Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

Browse my computer for driver software
Locate and install driver software manually.

Cancel




Drivers and device information are
supported by a now expired certificate.

Certificate

i Certification Path
&3 L Update Driver Software - SAMSUNG Mobile Modem Diagnostic Serial Port (WDM) (COM4) Geporal [ Deiats| ertcation Pa

Certification path

‘ . . : (53] Verisign Class 3 Public Primary CA
Select the device driver you want to install for this hardware.

gl MCCI Corporation
Select the manufacturer and model of your hardware device and then click Mext, If you have a
sy, disk that contains the driver you want to install, click Have Disk.

| Show compatible hardware

Model

_‘,J SAMSEUNG Mobile Modem Diagnostic Serial Port (WDM)

Certificate status:

e — e — is certificate has expired or is not yet valid.
] This driver is digitally signed. | Have Disk...
T

ell me why drrver signing is important

Learn more about certification paths

Mext || Cancel




Certificate expired in 2012 which allowed
me to bypass security feature sets.

Certificate

General | Detaills | Certification Path

LEu-, AAH<|®* HE JAATITITITY AATITTITHA SCHATS4WHTT H<OH.Eu,k Ag, 30zZ-5Eyié:z  ,AtgH

Show: | <all= MCCI(r) USB communications Enumeration -- v5.16 build 2702 (NOv 10 2010 15:09: 56}

Field

] Signature algarithm

] Signature hash algorithm
| Issuer

| valid from

| valid to

| subject

| Public key

el Rrseic Canctrsints

Value

shalRsA

shal

VeriSign Class 3 Code Signing ...

Friday, January 22, 2010 7:00...
Friday, February 03, 2012 6:5...
MCCI Corporation, Digital ID C...

RSA (1024 Bits)
Siihiert Tunes =Frd Frtity Pat

Learn more about certificate details

Copy to File...

; 91 13 .
4z zba—BAp TP b e 1R8I acEkAp_

InitActivityBugCheck

MCCIUSE_CalluseD

GET_STATUS_FROM_DEVICE
tdo 12gpiAdp 2 te d T

P . 20 — R0 2 ts de T 4z riaiptA " Mt

ERROR

+CME ERROR.:

+CMS ERROR.:

CONMNECT
CONNECT

BUSY

NO ANSWER

NO DIALTOMNE

NO CARRIER

e

MCCIUSE_GetPortstatus

CLEAR_FEATURE_TO_ENDPOINT
4g 21aiA Lot o Te -

Ut Ty T4p TEA

InitActivityBugcheck

MCCIUSB_Callu
CLEAR_FEATURE

[lr 2. . R-|
=t ods Tr 4 RRBLA




Modified driver files allow modifications
of all device information.

MName

General | Details | Certification Path

L | hosts

=
o

%) sscdom.sys

Show: | <All= %] ssedemint.sys

m m m m

|%)| sscdserd.sys
Field Value
| signature algorithm shalRSA e
Software: SKACLZ43
Compiled:  Jul 15 2013 10:51:06
|Issuer Class 3 Public Primary Certifica... Released: |Aug 13 2011 365.04
Valid from Wednesday, May 20, 2009 7:... pESN: 0x80FEB2A42
Valid to Monday, May 20, 2019 6:59:5... MEID: 0xAD000045C38009
IMET:
SCM: Ox2A
Bluetooth: |30:19:66:88:E8:08
WiFi MAC:
Mumber:
User lock:
PRL ver.: |53361
Protocol:  IS-2000 Rev 0 - (&)
Chipset:  Unknown (0% 120FFOE 1)
Build: Qo055B5KACLI435419
Model:

' Signature hash algarithm shal

' Subject VeriSign Class 3 Code Signing ...
Public key RSA (2048 Bits)
.1.. Certifirate Prlicies Ml ertificate PalicuPalicy Tds




PRL (Preferred Roaming List) are pulled from the
device activity. You can set jump time of the PRL
list and turn off or lock the GPS position of the
device making it practically untraceable.

File Edit
1x scan:
EV S5can:
EV Scan:
EV Scan:
1X scan:
EV-5can:
EV-5can:
EV-5can:
EV-5can:

Format View Help

0084 :3940
0085:5480
0084 : D440
EV-5cCan: 0084 :EBCO
Ev-5can: 0086:4640
Pref Geo:Same Prio:Same RoamI
%Avail-network 12

%Net Priority 5

%Priority Hop :5:00 yes
%geography 1 : 8

%ASSign prefex 1 @ 8

#Nid/sid Pair :yes :no
%setRoamIND :all

%priwritelock :yes

- PCS/975 PC5/775% PCS/B50 PCS/B75 PCS/950
- PCS/975 PC5/775% PCS/B50 PCS/875 PC5/950
- PC5/975 PCS/775 PC5/850 PCS/875 PC5/950
- PCS/975 PCS/775 PCS/850 PCS/875 PCS/950
- PC5/975 PCS/775 PCS/850 PCS/875 PCS/950
nd:Domestic EVDO-Enabled:yes

%#%228 jump // timer :5:00 random avail tab: =.*

%emergency mode lock GPS :yes

PCS/1025
PCS/1025
PCS5/1025
PCs/1025
PCs/1025

PCS/1075 PCS/1100
PCS/1075 PCS/1100
PC5/1075 PC5/1100
PCS/1075 PCS/1100
PCs5/1075 PC5,/1100

» PC5/725 PC5/B25 PCS/830 PC5/950 PC5/1025 PC5/1050 PCS/1075 PCs/1100 PCs5/1125 PCS/1175
- D084 :0AC0 - PCS/25 PCS5/50 PCS/150 PCS5/475 PCS5/550 PC5/625 PCS/650 PCS/375
- 0012:7900 - PC5/975 PCS/775 PCS/B50 PCS/875 PC5/950 PC5/1025 PC5/1075 PC5/1100 PCS5/1125
- 0084 :CECO - PC5/975 PCS/775 PCS/B50 PCS/875 PC5/950 PC5/1025 PC5/1075 PC5/1100 PCS5/1125
PC5/725 PC5/825 PC5/850 PCs5/950 PCS/1025 PCS/1050 PC5/1075 PCs/1100 PC5/1125 PC5/1175
- D0B4:0aC0 - PC5/75 PC5/150 PCs/550 PC5/600 PCS5/625 PCS/650 PCS/25 PCS/475

PC5/1125
PC5/1125
PC5/1125
PC5,/1125
PCs,/1125

[(=Te =7

PC5/1175
PC5/1175

PCS/1175
PC5/1175
PCS/1175
PCsS/1175
PCs/1175




You can develop applications for the attack platform
by emulating the software on custom written platform
emulators provided for OEM developers

) . Testing your applications without having to load
Full platform for emulation of U365 device them on the device. This effectively makes it a

development handset attack platform

nulator




Now that you have your own fully
unlocked platform, what now..

OEM Development Platform

Ready Mem free/totak 352612 / 1048556

Weaponized Development Platform




With attack platform loaded on the phone
you have full control of all devices on
the phone including TDOS, Brickmode etc.

Setting up ring tones as your
specific payloads.

Setting ringtones will trigger the malformed
ringtone processes on the events that trigger them.




CheeseBox?




Call one phone number. The call is passed off via
Bluetooth to a second phone. The second phone calls
your intended number creating a nearly untraceable

phone proxy.

Yt ® 3 Cm
~ BLUETDOTH

1. RAa hew L
s> SCH-154%

s> SCH-U365



Weaponized Phone calls target number(s)
3 times in a row and records an MP3 to a
Bluetooth connected PC the 3rd call that

should go straight to voicemail.

Files created with Bluetooth connection Output of S2Text files

library = Share with - Play all Burn Mew folder

Marne # Title Contributing artists
speech to text dump

|| Vioicemail (2).mp3

|| Voicemail(3) .mp3

|| Voicemail..mp3

Run MP3 through speech to text open source software
™ Voicemail. txt - Notepad

File Edit Format View Help

1 7FOL-XMx—Mxxx

2 voice mail box of john doe Teave a message
5 filter ::: voice mail box of :.*%.: Teave a message
6 john doe




Phone script will call in and use the
input information from the list to
activate line of service.

F‘r-:-gram bot.txt - NMotepac
File Edit Format View Help
bt/0 #mac any 1-254

ki #english ﬁ
k3 #option k1 pre payed option # option k2 2 dollars a day you use it : .

if option kil 4342-xxxx—xxxx-xxxx 07/07 cwvil2
ki

#  # 00210 areacode for number

call number range 701-xxx-x00¢/701-xxx-xxx call --3-- wvoicemail.mp3 (1-900)




This Prepaid Cell Phone Can Deny
Legitimate Phone Calls for 5 Days
Straight

i

Anonymous Purchase

'

: ) ,

2 Dollars Days That it is Used

* Untraceable Can be Charged With
Solar USB Charger PRL List Hopping.

* Easily hidden inside light fixture at

publicly accessible facility \—Veriz

 Total investment for a 5 day TDOS
attack platform is $20 USD with
Solar USB charger

NG

B |||
| (




Phone Being turned into CALLBOMBER

Firmware and PRL Being Updated Plugged into Laptop and Re-flashed
in under 8 min.




Crashing of call software by TDOS

Launching of 10 phones with
weaponized platform

Crash of 210

Second
2 TDos

i

il

CPU and ram utilization crashes call
center VM

L=\ RS

ne system in 8 min at 12 calls a

10 TDoS




Scenarios of TDOS

Block 911 system

Alarm companies for break ins

Federal agencies during terrorist attack

* Any person or organization that is disliked

Stores during holiday seasons




Thanks For

Westonhec
Westonhec
Phone Num

Inviting Me and For Your Time
Any Questions Feel Free to Contact Me.

Sﬁecial thanks to My Wife and family
The bi% guy in the sky for a cool name for computer
y

securi

Tim Help with schpelling on final eddit

Best Friend Scott
H1 Mom

kerdefcon@gmail.com
Ker@twitter

per 701.. Never Mind



