One-Man Shop

How to build a functional security
program with limited resources

DEF CON 22


Presenter
You’re more than likely the only security staff in your organization, if they even have one, and are probably spending 
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Presenter
This is multiple tiers for a reason.  5 are important.
�It’s a multi-year approach to a security program.  It took ~5 years for me.

You may bounce between levels at various times.

You may spend more time on one than the other. 

Just because Compliance is at the top doesn't make it the most important.  It’s not the goal.  It just means it's the last thing you focus your efforts on. It's a byproduct of a good security program. 




Caveats and Considerations

This is going to take Organizational Support
Security still answers to “The Business”
Security cannot mature past the Organization

Be realistic. The sky isn’t falling.
Schedule time to stop firefighting
Just do the “right” thing


Presenter
It's going to take organizational backing and assistance 
	But you can sometimes use security through subversion 
It’s also going to take lots of legwork. 

Security still answers to the business.  
It's yours unless someone contests it, so be assertive but not argumentative.   

Just do the "right" thing.  Sometimes it's better to ask for forgiveness than permission.  
A security function cannot mature past farther than it's host organization 
"An ounce of prevention"   
 The sky isn't falling. 
Are you _really_ at risk from a nation state? Be realistic about your goals. 
Stop firefighting. Set aside some time each week for planning and big picture thinking 
Security is Quality Control and Quality Assurance for IT (Quality Assurance is process oriented and focuses on defect prevention, while quality control is product oriented and focuses on defect identification.) 
KISS principle. Simple security is the best security. The more complex an environment, the more fragile it is. 
If you solve a problem more than once, look into identifying a better fix 
Most people will spend more time going around a problem that trying to fix it. 



Security Program Hierarchy of Needs

VN
e
o e
p L N
A
e



Presenter
Security Organizations usually have an “us vs them” mentality when it comes to system administrators and programmers.  These groups can be utilized as the eyes and ears of security, and can be urged to take ownership of their technologies, including system security patches, host based firewalls, and secure software development.   
�
You can get a whole lot of security by integrating with other parts of the organization.  Systems Operations and Administration, Help Desk, Software Developers, etc.  
�
You may have to spend time helping other departments do their job better.  The Weakest Link and all that..
�
�
�


People and Processes

* People — within the organization

— ldentify who they are and what roles they play
* Negotiate sole ownership of systems and processes
e even better - RACI Matrix

— Most people take accountability seriously
— Set and communicate expectations

* “The Business”
— owns the data

— owns compliance
— will get the fines and have charges pressed


Presenter
Identify who people are and what roles they play 
  Some roles are shared, but at least they're documented 
  Ask them for help. Social engineering tactics work here, too. 
�
Make allies. 
�
Identify sole ownership for processes, systems, and data 
  Most people take it serious once they're told they're in charge 
  RACI model? Someone is ultimately accountable 
�
The Business owns the data 
The Business owns compliance 
IT assists the Business in their needs 
�
Set Expectations. Don't spread FUD, but use current events to educate.
�


People and Processes

* People —within IT
— Recruit help. Make them aware of your plans

— A good sysadmin or network person will make a
good security liason. That may be you. ©


Presenter
For staff, you’ll need technical 
A good sysadmin or good network person will make a good security person or "liason" within other groups.  

At least make them aware of your plan



People and Processes

"Security needs to be embedded."
"Security is (part of) a process"

Consistency through Automation...
and Security through Consistency

Here's where your help comes in...


Presenter
It's hard to inject security into a non-existent process. You may have to help other departments document their processes to inject security.
�
Processes should be defined, even roughly, because once it’s defined, it can be automated, and automation is a key factor to saving everyone’s time and producing repeatable outcomes.  This is the first step to getting away from day-to-day firefighting and moving towards a functional program.  


People and Processes

* |dentify and document processes
— As simple as a check list
— "Swim lanes" flow chart to show handoffs

— ldentify where security can fit in best
* Doesn't necessarily require security staff review
e Can be a checklist or guideline for department

 Examples:
— Purchasing Standardized Equipment
— Server and Workstation Management
— Inventory


Presenter
You've got to start somewhere, so identify where you spend most of your time.   You’ll gain benefits by attrition. 
�
System purchasing and Inventory �	Standardized equipment �	Workstations, Printers, USB Drives, etc �
System Design and installation �	Add system hardening steps �	Tons of pre-generated checklists (NIST, CIS, etc) �	Add vulnerability scan and remediation �
Identify mitigation strategies (cryptolocker is no different than a RAID failure) �A default closed policy firewall forces checks and balances 


People and Processes

e Speaking of Inventory: KNOW YOUR ENVIRONMENT

— ldentify devices on your network and what roles they play

— Make network maps
* This means physical and logical network

— Endpoints and their uses.
* Servers, Workstations, Phones, Printers, etc

— Users and their business functions
— Sensitive data and where business processes occur

* Automate inventory and alert on differences


Presenter
Physical Inventory Information. Capture machine and users info
Used IPs, TCP/UDP Ports
Vulnerability Scans
DHCP leases
Switchports in use

Inventory! 
Identify whats on your network and what role it plays 
Make Network maps 
KNOW YOUR ENVIRONMENT 

This means physical and logical network 
Endpoints and their uses. Servers, Workstations, Phones, TCP Ports 
Users and their roles 
Business data and where business processes occur 
Automate that inventory and notify on differences
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Presenter
That's a years worth of work by itself. 
�
The DMZ may be dead, but network segmentation isn't. 

Starting from the outside-in, the network architecture is a great place to gain visibility, add appropriate security controls and build proper network segmentation.
�
�
�
�


A

Secure Network Architecture

Divide network endpoints into groups based
on roles, risks, exposures, trust level, etc.

Create network zones based on roles
Identify risks each zone faces
Deny all traffic by default

Place security controls at zone boundaries for
traffic that can’t be denied


Presenter
Include the Internet and Business Partner connections as a security zone.  It should be closed policy as well, depending on business requirements. 

Take a network inventory and cluster devices into groups based on function, risk level, exposure requirements, trust level, or other criteria 
divide network into segments based on those groups (including Internet, Wireless, BYOD, etc) 
Identify risks associated with each segment 
Deny all traffic by default


*
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Secure Network Architecture

Deny all traffic by default
| traffic should pass through a control

low only what’s necessary for proper function
eep Packet Inspect everything you can't deny

Log everything you can't inspect

exceptions should be approved and documented


Presenter
deny all traffic by default 
all traffic should pass through a control 
allow only whats necessary for proper function 
Deep Packet Inspect everything you can't deny 
Log everything you can't inspect 
exceptions should be approved and documented



Secure Network Architecture

* Possible Security Controls depending on risks
— Firewalls
— Protocol Enforcement
— IDS/IPS
— Netflow Information
— Deep Packet Inspection
— File Extraction and Analysis

* Log all alerts centrally for easy correlation


Presenter
Migrate your existing systems to this new infrastructure.   It may look nasty, but that’s OK. You’ll get to redesign them by attrition as well.  

TONS of free/open source for this, or go cheap.  Snort is free, Emerging Threats is cheap, urlsnarf is free.
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Presenter
A secure network is useless if there are no servers connected to it.  Designing the server architecture securely can come down to a few questions such as “Does it need to be exposed to China at 3AM?” and “Should these functions cross multiple security boundaries?”


»
Secure System Design for Servers

e Systems should cross as few security zones as
necessary

* Traffic within a security zone should be as
segmented as possible (Host Based Firewalls)

* Centralized Logging
* Backups! Virtualized? Take Snapshots
* Automate Account Provisioning
* Aim for Single Sign On
— Disable Once, Disable Everywhere
— Allows for centralized Auth and Access Control


Presenter
Know your Environment
	Where is sensitive data stored and processed? Protect those the most. 

Systems should cross as few security zones as necessary 
Traffic within a security zone should be as segmented as possible 
Automated updates or centralized updates. WSUS is free, so is Spacewalk. Puppet for Linux. GPO/WMI, Domain for Windows.  
Build from template or script  
Virtualized? Snapshot before patches and upgrade anyway 
OS killing patches are quite rare 
Backups!  
Automated account provisioning and deprovisioning, even if it's a spreadsheet feeding a script.  Separate users by role and assign permissions based on those roles. 
Centralize authentication and aim for Single Sign On.  
Two Factor Authentication is Cheap/Free now. RFC 6238
Disable once, Disable everywhere 
Centralized Auth leads to Centralized Authorization and Access Control 

CIS Benchmarks: http://benchmarks.cisecurity.org/
NIST Security Configuration Checklist: http://csrc.nist.gov/groups/SNS/checklists/


Secure System Design for Workstations

* Design a standardized desktop image
e Least Privilege. No local admins
* Centralize workstation administration

* Enable Automatic Updates
— OS Killing patches are rare

* AV is dead, but its still a layer of protection
* EMET for additional defense

* MAC filtering at switchports


Presenter
Workstations 
Enable auto updates 
Standardize on an image 
Centralize administration or at least credentials to provide for automation 
AV is dying, so why pay for it? Use free. 
Deploy EMET for additional layer of defense 
It’s supported now.. 
El Jefe for process activity monitoring 
Cuckoo Sandbox, Virustotal 
OpenDNS Professional packages 
Content Filtering 
Common malware 
Mobile Users as well 
Logging and Reporting 
MAC Filter workstation switchports.

92% of critical vulns were mitigated by removing local admin:�http://www.avecto.com/documents/reports/ms/WP_MS%20Vulnerabilities%20Report_FINAL.pdf
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Presenter
It’s still a years worth of work, but it’s ongoing. You’ll bounce around between layers.

Continuous Monitoring of the entire environment, including automated port scans, vulnerability scans, patch level monitoring, and intrusion detection. 


Continuous Monitoring

* Host Monitoring
— Periodic IP/Port Scans
— Periodic Vulnerability Scans

— Automated Log Review
* VPN Access by IP/Region
* Dropped Packets sourced from DMZ
* Event logs of privileged accounts
* New users and group memberships

— Netflow anomalies


Presenter
Grep | sed | awk through centralized log files and email reports

There’s no reason these can’t be done nightly. 
Nmap-diff -> nessus -> email reports

MBSA
Nessus $1200
Skipfish
Nikto
Burp Suite $300
Netdisco for network management

Nmap-diff
Nessus is $1200


Continuous Monitoring

* Forensics and Incident Response
— Snort with ETPro ruleset for IDS
— urlsnarf from the dsniff suite
— tcpdump internal span ports for DNS traffic
— execap for capturing windows binaries off the wire
— Cuckoo Sandbox for analysis

— Immunity’s El Jefe for process monitoring



Continuous Monitoring

* Forensics and Incident Response
— If a user isn’t admin, process hiding is hard

— Most malware contained to user’s profile
— Use WMI for Remote Windows IR

* wmic /node: x.x.x.x process get commandline
e wmic /node: x.x.x.x process where name = “winlogon.exe” delete
e wmic /node: x.x.x.x process call create “process.exe”

— Free / Open Source DFIR Tools
 Mandiant Redline, FTK Imager, Autopsy


Presenter
WMI for Incident Response: http://digital-forensics.sans.org/blog/2010/06/04/wmic-draft/


SANS Intrusion Discovery CheatSheet: http://www.sans.org/score/checklists/ID_Windows.pdf

If you can script it, you can automate it and compare.



Continuous Monitoring

* Just when you think you’re bored...

— Introduce a new monitoring tool. You'll find new
problems that need to be fixed.

. Introduce New
Fix Problems o
Monitoring

Identify New
Problems
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Presenter
It’s still a years worth of work, but it’s ongoing. You’ll bounce around between layers.

As secure as you think you are, it’s always good to double check from an outside entity.  This can be a full blown paid penetration test, an audit, or peer-review by a trusted partner.  


External Validation

* Consider an external auditor to review your
environment

* At least verify against others in your industry
* Consider external penetration testing
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Presenter
Putting compliance first, or attempting security through checkboxes, will lead to conflicting requirements and a false sense of security.  Compliance should be achieved through building a secure organization.  A secure organization cannot be achieved through compliance efforts alone.  



Compliance

 To be honest, It’s...
— not worth talking about
— shouldn’t be a driver
— a byproduct of a good security program

* Most auditors will accept a remediation plan,
even if it takes multiple years

* Slow progress is still progress



Let’s compare to SANS Top 20

Device Inventory

Software Inventory

Secure Hardware and Software Configs
Secure Network Device Config
Boundary Defense

Security Audit Log Analysis

Application Software Security

Controlled use of Admin Privs

S ° B 2 B - S

“Need to Know” Data Access

10. Continuous Vulnerability Assessment

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

Account Monitoring and Control
Malware Defenses

Limitation of Network Ports, Protocols
Wireless Device Control

Data Loss Prevention

Secure Network Engineering
Penetration Test and Red Team
Incident Response Capability

Data Recovery Capability

Security Skills Assessment and Training



Questions?

-—

Automate Centralize
Simplify Standardize

s



Contact Information

* Tim McGuffin
e tim@mcguffin.org

* Updated slides available at
http://tinyurl.com/one-man-shop
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