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Disclaimer

This talk 1s neither sponsored, endorsed,
or affiliated with any of our respective
professional institutions or companies.

No unethical or 1llegal practices were
used 1n researching, acquiring, or
presenting the information contained 1in
this talk.

Do not attempt the theoretical or

practical attack concepts outlined 1n this
talk.

This talk includes disturbing audio clips.
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Research A1ms

« Investigate potential vulnerabilities
across the entire 911 system

« Detall current attacks being carried out on
the 911 system

 Propose solutions for existing
vulnerabilities and anticipate potential
vectors for future infrastructure
modifications



Methodology

Interviews

Regional surveys

Process observations
Practical experimentation

Solution development
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Wireless Phase 2 Data
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The Three Goals of
Hacking 911

« Initiate 1nappropriate 911
response

« Interfere with an
appropriate 911 response

« 911 system surveillance



System Weaknesses
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Wireless Location Modification
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System Attacks
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Dual-Tone Multi-Frequency
(DTMF) Frequency Standards

Freguencies shown are in Hertz

1209 1336 1477 1633 |

NOTE: The last column (A-B-CD)
is not normally found on telephones
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Service disruption attacks

* L1ne-cutting
e Cell phone jamming
« ALI database editing

* TDOS
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. . . . — 249,430
TDoS extortionists jam phone lines of L3
public services, including hospitals
Popula Related
Join thousands of others, and sign up for Naked Security's newsletter m
2 , S
. Do it! ) TOoS attacks target
US emergency call
centers

Don't show me this again

by Lisa Vass on January 22, 2014 | 13 Comments
FILED UNDER: Deng of Service, Featured Monday review - the
hot 19 stories of the

week

TDoS (telephony denial of service) attacks
are targeting essential public services such

as hospitals, swamping their switchboards
so legitimate calls can't get through. 3 Ic j i

Hackers launch DOoS
attack on security
blogger's site, send
SWAT team to his
home

In the spring of 2013, the US Department of
Homeland Security (DHS) and the Federal
Bureau of Investigation (FBI) issued a




:“ Resource exhaustion
(virtual/personnel)

| Outdated system
architectures

:V Lack of air-gapping

I Privacy
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CenturyLink says 4,500 calls failed during
=~ Washington's 911 outage

AP By The Associated Press &h Print
Follow on Twitter
on April 15, 2014 at 12:36 PM, updated April 15, 2014 at 12:37 PM

OLYMPIA, Wash. - The Washington Emergency

5“1 YJ:-: Management Division believes the 911 system is stable
va‘ g now, but it still wants assurances from CenturyLink there
CenturyLink

won't be a repeat of last week's statewide outage, Division
Director Robert Ezelle said.

The phone company shared some information Monday as it
investigates what went wrong, he said.

"We're encouraged by the information they provided," Ezell said Tuesday. "We're trying
to pin down what the root causes were and why backups didn't pick up when a
component failed."

CenturyLink says about 4,500 calls failed to get through during a six-hour outage on
Thursday that was caused by a technical error in a third-party vendor's call router.
About 770 calls were completed in that period. CenturyLink says it has addressed the
issue.

The outage involved 127 dispatch points in Washington.

The company says a similar two-hour 911 outage in parts of northwest Oregon was
caused by a separate problem.

The vendor involved 1z Lonemont. Colo.. based Intrado Ine.. which manaees the o011
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Bystander CCO CPR Improves Chance of
Survival from Cardiac Arrest
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Strategic Threat Agents

« 6000 PSAPs taking a combined
660,000 calls per day

 Fundamental building block of
our collective security

 Potential damage extends beyond
1ndividual people not being able
to talk to 911



Solutions

« Call-routing red flags

« Call "“captchas”

« PSAP security
standardizations

« Increased budgets for
security services

« Open the Black Box
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Call “cCaptchas”

Para Espanol,
Oprima Numero Dos
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Security Standardization




Budget Hard Looks
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