Cyber-hijacking Airplanes:
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Why This Talk?



Who is Dr. Phil



Who is Captain Polly



What you will learn



Some commonly discussed
attacks



Let's get this out of the way to
start

can



Attacking avionics networks

modified



ARINC 664 and AFDX



Meet ARINC 664 aka AFDX

not



ARINC 664 Virtual Links



AFDX Connections



ARINC 664 in real life



Tight Integration with ARINC
664



Entertainment Systems



Boeing 777 Confusion



777 Confusion (contd)

Isolation from, or airplane electronic
system security protection against



Meet NED the Network
Extension Device



Example NED implementation



MH3707?



Airliner Entertainment System
Connection

Redacted from online slides



Hacking In-flight Wireless



Attacking ADS-B/ADS-A



ADS-B (broadcast)



ADS-A (addressable)



Collision Avoidance

not



Collision Avoidance (contd)



TCAS



Transponders



Attacking ADS-B



If you could attack ADS-B



Attacking engine systems



ACARS



Attacking ACARS



ACARS Attack



Closing Thoughts



Questions?

Come see us after or hit us on Twitter at
@ppolstra or @CaptPolly
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