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If you can’t beat them, join them!
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Ideas worth spreading
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Bounty Hunters in Real Life
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Start Your Own Online Program

Technology Operations Legal
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Real-World Hacking Scenario



Security Leader Positioning
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Name: Oren Hafif

Source: www.orenh.comCase Study

Actual Risk
Exposing all hosted email 

addresses in Google

1st Response DENIED!

2nd Response $500 Reward





Next Generation Bug Bounty Programs
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Minimize Production Risks



How to identify black hat hackers?



Legitimate SQL Injection

Malicious SQL Injection

DROP myTable;#

DR/**/OP/*bypassing filter*/myTable;#

‘ or ‘a’<‘b’;#

SELECT 0x457578

SELECT LOAD_FILE(0x633A5C626F6F742E696E69)



How To Ban Them?
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A Long Journey In Front OF US
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