Bug Bounty Programs Evolution

Nir Valtman, CISSP

Blog: www.valtman.org
Twitter: @ValtmaNir
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The Evolution



Bounty Hunters in Real Life




Terms & Conditions

irst to say that this is serious, it is not a joke. If you ask yourself why someone would need to hire hitman online, | will tell yc
simply: because it is anonymous.
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Firefox developer builds (“Nightly”) are now using a new certificate verification
library we've been working on for some time, and this code is on track to be
released as part of Firefox 31 in July. As we've all been painfully reminded
recently (Heartbleed, #gotofail) correct code in TLS libraries is crucial in today's
Internet and we want to make sure this code is rock solid before it ships to
Mmillions of Firefox users. To that end we're excited to launch a special Security

Bug Bounty program that will pay $10,000 for critical security flaws found and
reported in this new code before the end of June.
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Incident Response Bugs Management
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Real-World Hacking Scenario
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Facebook - Delete The Admin Of Any Page Exploit

133 7day-2013-21699

‘ 5000 Gold How to open Exploit?

How to buy Exploit?

*+ How to get Gold?

How to get more purchasers?

B L), T — IE':ilI

How to know that it is works?

Facebook - Delete The Admin Of Any Page Exploit
2013-12-23
web apphcations

tncles

It s possible to delete the admin of any page just with a chck.This can also be
converted into a bot or a worm leading to deletion ﬂ-f admin of thousands of pag-EE
It s also possible to fully automate thws worm.It s very effective when we aim wide
attack.Targeted attacks are also possible. This bug 1s not availlable pubhc.Ths hu-g s tes
agamst hundred's for pages and s found worlkaong 100%G.

I have automated all the process.Buy 1t and 1 will send 1t.very simple to use.

Mam Website Of Facebook

Mot Yet Fxed By The Facebook Secunty Team

Faceboolk =zero Dec 2013 Deletion of admmn of any page UNPATCHED.
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Side
Effects

o bugcrowd

Hello Hero

We have noticed the Beta027 target, [N is cxperiencing severely degraded
performance.

Please limit automated scanning to a bare minimum or not at all.
Thank you

The Bugcrowd Team
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Denial of service [

MNir Valtman

Publications x Sent Messages

Hello, WWe would like to report about a demial of serice exploit on mobile ap....

product-security @R com

Flease include the line below in follow-up emails for this request. Follow-up. ..

Nir Valtman
Fnllnw-up:- Hello, Have you managed to fix this explot? Thanks, MNir

product-security@|-com <product-security @R com:

to me |-

Flease include the line below in follow-up emails for this request.

Fn:nllu:nw-up:_

Hella Mir,

Best regards,
Brandon

B Froduct Security

X

0 =

924113

92613

10/7/13

10/9/13

[

In order to heli us reircu:luce and irwestii:ate this issue, we will need some additional details. Can you please send us a the |NNESSEEEEEG



Changes to Program Terms

he Bug Bounty Program is subject to change or cancellation by PayPal at any time, without notice.
posting a revised version on our website. By continuing to participate in the Bug Bounty Program af
as modified.
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addresses in Google /" Response $500 Rewara

varioo!  FASHIONTIMES

WEIRIH D
I POQGW&Snght org

acy News from Around the World

Qreddl

INTERNATIONAL BUSINESS TIMES






11000 11104

a3 a(.t.

. ; > ”‘ 8 : ;
.'\" \.,\‘{\r‘l : [‘ : \'I, !._‘ : _‘ . ‘. .

Next Generation Bug Bounty Programs
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Minimize Production Risks

A~ A AATe
cronaome
Congratulations!

You found sensitive data on the tested application.

FPlease copy the following token to the new bug page and fill the required fields.

Your token is [Token]

If you have any guestions or comments, please let us know using the contact us form.

Have a nice bug bounty hunting,
Crowdome team
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HOW TO IDENTIFY BLACK HAT HACKERS?



LEGITIMATE SQL INJECTION
‘or‘a<b:#
SELECT 0x457578

MALICIOUS SQL INJECTION

DROP myTable;#
DR/**/OP/*bypassing filter*/myTable;#
SELECT LOAD FILE(Ox633A5C626F6F742E696E69)




HOW TO BAN THEM?
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A LONG

JOURNEY IN FRONT OF US
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Thank You

Nir Valtman, CISSP

Blog: www.valtman.org
Twitter: @ValtmaNir



