. Ladar Levison

! Stephen Watt



What i1s Dark Mail?



What 1s DarkMatl?



What is DIME?



Did you write down the formula?



————— BEGIN RSA PRIVATE KEY-—-—---
MIIEowIBAAKCAQEAtLO/hOrG2cL+JgA7rThugFWz3foroWUnKbmi3NS5js8Yo3Ceh
JHPamUwOrhJdNkCV5s9J8IRaPiNb5578/doo0f8dQokt9ZhxaXKabS3dYCwImrHepP
fij68ienzmgrBTz/E2tMUNe6sX14wBhmCJ/gIDOrForCi7+kKxPsVcQwtNS1PWrvI
+g7TIPWAOh8fXQnjtWG7bXUABhDcVWNiYYW8WhhdydBkh/ODcww+KZGC+amsuHK7B
zTomail3372b44]5XyMJIJvVpbUOi1icSKwdZU4eBRKuvOycPBZYzu0OlzawsMrWVgCRZo
LsoVagquzFbPeoFZo4ud4LnMnqu3aBGmSKUKQS50IQIDAQABAOIBAQCYFLHi /Ivijuceg
J1L+sielEISHkXI2ksaN6+9nEpDIN/YEJFh85EKKAlbfEqQFSLYOPE/hvWJEY fhyU /51 GONgkS8
LDCFvef2gMI7glufUHcAhjGO+081F125Vaxfl/smvZGEFw267IEkKkXx1IVrWHXNS8 1nuo
oEMD+DES8ARAdA1Vapbw3C+r21 X/ mMQzp/WL4eAt8uaxEmRR41Ta09yV1IBJgTNy8mdR
gn3x//RIGATPemVVIVWMYZkCgYBGVvAf3Lagl ZRhdpKAb82n1xMnwlNU4Fg3heILz
+t0Qpe+nHXxzQi7Bv16dBTTThDN1yGEV3ZmwUyWpQBcm/caPKb84HL1xRnpv4BQT
1tQ2PoCEPpTeP/bb3Q06eR7By 7TEmubVyCWIPVSCENXx9TONnIz+L5eTRw/Giizu7ERycC
x0402Q0KBgC7S1DNmmt5LtUS8Q2JXy1SQzjohs6L+Ir1YT8AVENDkb4AY9+1 cMMpch
LzojFI6gDeMnThLVPPtviReQml0Q6edcWmEEx4b4rO0DiMpr+mfvJIXtH10DaQgG/D
OkOk/HPMWEJXViMASYCEv3qLInjDrW/7++YGYoqEl1S5saZqoiA930V

————— END RSA PRIVATE KEY-—-—--—-
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Why Do We Need It?

e Guilt by Association
» Mass Survelillance (Gotta Love Backbone Slurping)
» Service Provider (PRTT Orders, Search Warrants, NSLs, FISC Warrants)
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within the mainstream, but this is a provider that specifically
was started in order to have to protect privacy interests more
than the average Internet service provider.

THE COURT: I can understand why the system was set up,
pbut I think the government is -- government's clearly entitled
to the information that they're seeking, and just because
you-all have set up a system that makes that difficult, that
doesn't in any way lessen the government's right to receive that
information just as they would from any telephone company or any
other e-mail source that could provide it easily. Whether
it's -- in other words, the difficulty or the ease in obtaining
the information doesn't have anything to do with whether or not

the government's lawfully entitled to the information.




Goals

« Message Confidentiality

» Author Validation

* Minimize Metadata Exposure

» Automagical Key Management

» Efficient Access from Multiple Clients
« Deployment Flexibility

Get everyone using it! The more people using it, the more valuable it becomes.
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THE COURT: All right. Mr. Levison.

MR. LEVISON: Good morning, Your Honor. I'm not sure
what order I should make these in, but I would like to request a
couple of things by motion.

I'd like to move that all of the nonsensitive portions
of the documents'that were provided, i.e., everything except the
account in guestion, be unsealed. I believe it's important for
the industry and the people to understand what the government is
requesting by demanding that I turn over these encryption keys

for the entire service.

I ocii-usDC/RDVA




UNDER SEATL 4

THE COURT: All right. What do you say to that,
H‘_r._ Deall with the motions before 1 -~

MR.J  #hat Mr. Levison is Lrying to do, Your
Hopor, 1s invite industry to come in and litigate as a surxogate
for him the issue of whsether the encryption keys are part and
parcel of the pen register oxdér. And that's one of the reasons
we gought the search warrant, to make it clear, whether through
the search warrant or pen register order, he is required to
provide these kéys,

We knew hé¢'s besen in contast with attorneys who also
represent industry groups and others who have litigated issues
like this in the Wikileaks context and others. But we would

object to unsealing this matter becauss it's just Mr. --




How far will they go?



Particular Things to be Seized
L Information to be disclosed by Lavabit, LLC
To the extent that the information described in Attachment A is within the possession,
custody, or control of Lavabit, LLC (Lavabit), including any c-mails, records, files, logs, or
information that have been deleted but are still available to Lavabit, or have been preserved
pursuant lo a request made under 18 U.S.C. § 2703(f), Lavabit is required to disclose the
following information to the government for each account or identifier listed in Attachment A;

a. The contents of all e-mails associated with the account, including stored or

preserved copies of e-mails sent to and from the account, draft e-mails, the source and

destination addresses associated with each e-mail, the date and time at which each e-mail was

sent, and the size and length of each e-mail;

b. All records or other information regarding the identification of the account, to
include full name, physical address, telephone numbers and other identifiers, records of session
times and durations, the date on which the account was created, the length of service, the types of
service utilized, the IP address used 1o register the account, log-in IP addresses associated with
session times and dates, account status, alternative e-mail addresses provided during registration,

methods of connecting, log files, and means and source of payment (including any credit or bank

account number);
c. All records or other information stored at any time by an individual using the

account, including address books, contact and buddy lists, calendar data, pictures, and files;
d. All records pertaining to communications between Google and any person

regarding the account, including contacts with support services and records of actions taken.



For each of the categories above, if Lavabit is able to provide decrypted content, it

must do so. If Lavabit is unable to provide decrypted content, Lavabit must provide any

and all information necessary to decrypt the content, including, but not limited to public

and private keys and algorithms.
IL

Information to be seized by the government

b. Evidence of the identities of the users of the account and co

-conspirators and

others associated with the account and the criminal activities facilitated by the use of the

account;

c. Evidence of the location of the users of the account and co-conspirators and

others associated with the account, and;

d. Records relating to who created, used, or communicated with the account or

identifier, including records about their identities and whereabouts.



How will they attack?



Weak Points

* DNS

 Password Strength

 Endpoint Security

o Cryptographic Algorithms
 Implementation Vulnerabilities

« JavaScript Clients
» For those addicted to Webmail

* Warning: if the world adopts end-to-end cryptography for communications, then
it’s only a matter of time — hardware will start shipping from the factory with a
backdoor.



Let’s Get Back to DIME




Lead by Example
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DIME Management Record

[ladar@defcon ~]# host -t txt dx.lavabit.com
_dx.lavabit.com descriptive text "sig=VGhpcyBpcyBub3QgYSByZWFsIHNp
Z25pbmcga2V5LiBUaGlzIGlzIG5vdCBhIHJ1YWwgc21lnbmluZyBrZXku"



DIME Management Record

[ladar@defcon ~]# host -t txt _dx.lavabit.com

_dx.lavabit.com descriptive text "sig=VGhpcyBpcyBub3QgYSByZWFsIHNp
Z25pbmcga2V5LiBUaGlzIGlzIG5vdCBhIHI1YWwgc21lnbmluZyBrZXku"

[ladar@defcon ~]# host -t txt dx.complicated.lavabit.com
_dx.complicated.lavabit.com descriptive text "ver=1 dx=dx.l
avabit.com sig=SSBoYXZ1lIGJ1lZW4gZm9yY2VkIHRvIGlha2UgYSBkaWZm
aWN1bHQgZGVjaXNpb24 6IHRvIGJI1Y29tZSBjb21lw tl1s=MmQ1NTAXYmQzM2

Y3YjZ1MDYXMTd1NTN§Y2YyMTcwMzU2NWYyOWFiNzg2NDJhNzcxZWZmY TQzN
§1mMzI5Mzhi"



DIME Management Record

[ladar@defcon ~]# host -t txt dx.lavabit.com

_dx.lavabit.com descriptive text "sig=VGhpcyBpcyBub3QgYSByZWFsIHNp
Z25pbmcga2V5LiBUaGlzIGlzIG5vdCBhIHJ1YWwgc21lnbmluZyBrZXku"

[ladar@defcon ~]# host -t txt dx.complicated.lavabit.com

_dx.complicated.lavabit.com descriptive text "ver=1 dx=dx.1l
avabit.com sig=SSBoYXZ1IGJ1lZW4gZmO9yY2VkIHRvIGlha2UgYSBkaWZm
aWN1bHQgQZGVjaXNpb246IHRvIGJI1Y29tZSBjb21lw t1s=MmQINTAxXYmQzM2

Y3YjZIMDYXMTAINTNjY2YyMTcwMzU2NWYyOWFiNzg2NDJhNzcxZWZmYTQzN
J1lmMzI5Mzhi"



What Is a Signet?



Signet

Header
Byte 1: Signet Format Version Number
Bytes 2-4: Length of the Signet (minus the 4 byte header)

Defined Attributes

Byte 1: Attribute Type (Signing key, Encryption Key, Org Signature, Etc.)
Bytes 2-3: Value Length

Bytes 4-X: Value

Undefined Attributes

Byte 1: Indicates Undefined Attribute Type (Value == 255)
Byte 2: Name Length

Bytes 3-N: Name

Bytes (N+1)-(N+3): Value Length

Bytes (N+4)-(N+4+X): Value

* Because the overall length is 3 bytes, the maximum size of a Signet is 16 megabytes.



16777216 bytes in megabytes

16 777 216 bytes =

16.777216 megabytes




(‘ @ https://www.google.com/search?q=gravitational+constant&ie=utf-8&oe=utf-8&aq=t&rls=org.moz & ﬁ B 3 # E‘gravitationalconstant
A

GO 816 gravity on earth “

Web Images Videos Shopping News More ~ Search tools

About 42,500,000 results (0.21 seconds)

gravity on earth =

9.80665 m / s°

More info

Gravity of Earth - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Gravity_of Earth ¥ Wikipedia
The gravity of Earth, denoted g, refers to the acceleration that the Earth imparts to

objects on or near its surface. In S| units this acceleration is measured in ... G ravrty Of Ea rth

Variation in gravity and ... - Estimating g from the law of ...

The gravity of Earth, denoted g, refers to

. - . . the acceleration that the Earth imparts to
Standard gravity - Wikipedia, the free encyclopedia objects on o near its surface. In S| units

en.wikipedia.org/wiki/Standard_gravity ¥ Wikipedia this acceleration is measured in meters per
Standard gravity. From Wikipedia, the free encyclopedia. Jump to: navigation, search. second squared or equivalently in newtons

Further information: Gravity of Earth. The standard acceleration due to ... per kilogram. Wikipedia




N

Google

gravity on earth

Web Images Videos Shopping News More ~ Search tools

About 42,500,000 results (0.21 seconds)

gravity on earth =

10 m/ s>

More info

Gravity of Earth - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Gravity_of_Earth ¥ Wikipedia

The gravity of Earth, denoted g, refers to the acceleration that the Earth imparts to
objects on or near its surface. In Sl units this acceleration is measured in ...
Variation in gravity and ... - Estimating g from the law of ...

Standard gravity - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Standard_gravity ¥ Wikipedia

Standard gravity. From Wikipedia, the free encyclopedia. Jump to: navigation, search.
Further information: Gravity of Earth. The standard acceleration due to ...

(' @ htips://www.google.com/search?q=gravitational+constant&ie=utf-88&oe=utf-8&aq=t&rls=org.moz c ﬁ B 3+ # E‘gravitational constant

More images

Gravity of Earth

The gravity of Earth, denoted g, refers to
the acceleration that the Earth imparts to
objects on or near its surface. In S| units
this acceleration is measured in meters per
second squared or equivalently in newtons
per kilogram. Wikipedia




Signet Construction



Signet Construction

sign=TGoyzZW0gaXBzdW0gZG9sb3TIgc210IGFtZXQsIGNvbnN1Y3R1dHVYIGFkaXBpc2NpbmcgZWxpdCBwb3N1ZXJ1LiA
encrypt=vVEc5eVpXMGAhWEJ6ZFcwZ lpHOXNiMO01nYzJsMEL1HRNRaWEFFzSUdOdmJuTmxZM1JIsZEhWeULHRMthWEJwYzJOYS4

user=VkVjNWVWcFhNR2RoVOVKN1pGY3daMXBIT1hOaUO0wbG5Z2ekpzTUVs SEFJUUMFXRkZ6ULVKkT2Rt SnVUbXhaTTFKcwa
organization=VmtWak5XV1djRmhOU]jJSblYwVktObHBHWTNkKYUlYQk1UMWhPYVUwd2JHNVpla3B6VEVWcINGSnVVbUZYUmtaYQa



Signet Construction

sign=TG9yZW0gaXBzdW0gZG9sb3Igc210IGFtZXQsIGNVvbnN1Y3R1dHVYyIGFkaXBpc2NpbmcgZWxpdCBwWb3N1ZXJ1LiA
encrypt=VEc5eVpXMGAhWEJ6ZFcwZ1lpHOXNiM01lnYzJsME1HRNRaWFFzSUdOdmJuTmxZM1Js ZEhWeUlHRmthWEJwYzJOYS4
custody=dXVIdGUxN3MxdlJIsdUx1NEg2Q2h0SnVUMX1PLOFxVDhIQWYO0eGhMckRNWjNpLzhBSOV3TGhkM2htQXNTc3QwQwM

user=VkVjNWVWcFhNR2RoVOVEN1pGY3daMXBIT1h0aUOwbG5ZekpzTUVsSFJUUMFXRkZ6ULVKT2Rt SnVUbXhaTTFKcwa
organization=VmtWak5XV1djRmhOU]JSblYwVktObHBHWTNkYUlYQk1UMWhPYVUWd2JHNVpla3B6VEVIWCINGSnVVbUZYUmtaYQa



Signet Construction

sign=TG9yZl0gaXBzdW0gZG9sb3Igc2l0IGFtZX0sIGNvbnN1Y3R1dHVyIGFkaXBpc2NpbmcgZWxpdCBwb3N1ZXJ1L1iA
encrypt=VEc5eVpXMGAhWEJ6ZFcwZ1pHOXNiMO01nYzJIsME1HRnRaWFFz3SUdOdmJuTmxzZM1JIsZEhWeUlHRmthWEJwYZzJOYS4
custody=dXVIdGUxN3MxdlJIsdUx1NEg202h0SnVUMX1PLOFxVDhIQWY0eGhMckRNWjNpLzhBSOV3TGhkM2htQXNTc3QwQwM

user=VkVjNWVWcFhNR2RoVOVKN1pGY3daMXBIT1hOaUO0wbG5Z2ekpzTUVsSFJuUMFXRkZ 6ULIVkT2RtSnVUbXhaTTFKcwa
organization=VmtWak5XV1djRmhOU]JSblYwVktObHBHWTNkKYUlYQkI1UMWhPYVUWd2JHNVPpla3BeVEVWcINGSnVVbUZYUmtaYQa

name=Glenn Greenwald

Fﬂlotk)=/9j/4AAQSkZJRgABAQAAAQABAAD/ZWCEAAkGngHngIngKCgkLDRYPDQwMDRsUFRAWIBOiIiAdeBkKDQsJCYxeBfLTOtMTUSOjoGIys/RDS4QzQ50jcBCgoKDQwNGgSPjSlHyUB
Nzc3Nzc3Nzc3Nzc3Nzc3Nzc3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3N/ /AABEIAHOAbgMBIgACEQEDEQH / xAACAAABBAMBAAAAAAAAAAAAAAAARAUGBWECAW] / XAASEAABAWIEAWYC
AAWDAQACEQMRAD8SAVFCEIAEISHGsVo8Fw6WvxGblU8Q1IaXEnoABgT6IAXFRHHOOJhbBXSRz41HPOXpPIpfrTEWuNAfUhUdxz21YzxINLTO tRIS4bmLWxxXZzRfQulv7XsobFBI++gllspbGlpfM
/bngzXM5GE4g9pPeLjG2w8u8blOWGdsvCIZLFHUNralyG2eaIFjT51pNvWy8+spHIAfVbijIJdYC71PkX/NnrfDcXw/FII5sPq4J2SXymN402+nkly8£42ZVVeD4jDWOcroaiFwex43uP7Ej3XofgL
tDouJwykgROFXM3PKt3JANe 6 EyNjugVaS5wnKEIVEgGhCEACEIQAKL /8A6IxJ2TCsIbnIlzzvGezdCALt6nU6+ul9RACOTt/ueMcGallv2Qkutv3zp7W+9J/BytZA8IJWBOWWS+6PvUppeDi7Ly5A0
DgRr7JTg0TWZS4bgWUneAAsFkro2z1o04QkMdPwhShn10j5n2 tc6fgudZwrEyNxjJzEWAOymNmhouUngWh4sPmubbOiifmFVY5gz6eLnaG56DzW3Bz5YOI8NAT1ApSeezJIQSM17AHyd8JI8nFTPH6
Zs1DIy2wUBEcoJbTB3POkQbvméW872XTnWox 9+amvR6tGoWVhuoWVsMAIQhAAhCEACP/ t6wOug8AxXIXytfIJTUFvEZhr/ACuVwKqu2vE3CngwcUmbvx1HOgn4DdzbAWSLg69VNEC+abr0Q/C3AtYS
eildIzQEOFVNVIRx0sVO59a2gmexoc5sTrWT7Qz/AEeJk INzmwyNuGSyBxtelws jnD1p6EzzNZe 7gAN7pvnxega8x/SYi4bgOW9SwSObHBxJcNUWVLOTy 3w4RBUEuLTe+YHo£fK/ioXstvBzllgg4
yI3g30UUw2hfHxdhlNYkmvgGgécxtzb0upJFS82V5bByS07s1a70SeGgkPEfP+HIFMD7ddvmlLxnHpPmXkF1M/C1TLVY JA6dxdKy 7HOJve39rJ4XoJ6tPLgfFtMEIQMSCEIQAKSOImHIsik fbI6ém
ToPUt££8wrPUVTQsF£i2CmSCMvgKY1zWtFy5p0cB9x91HRbJ24UptaVdhlIx45thejXoumLOLYMMNrXGy54NI4R8t2hGhB6 JXiMbbMvgM4zeQWNET1Vg8QXNNFSpY2CNwznf0SZ8kDaWJrJATOy+
KXQsPJAdfbgl 8Kr2J5QBoEkygl 9gc9hl8tUsnFuqVcP4VJIicr7ECFrgJXX1t4AeKUzr9HKrUe2S7heD6PgsAIsX3efc6£dZ0yl jY2NJWNADWiwA6BbLOEsWHk 3X1TYIQhMKkEIQgAWLXWUIApvi2i
dhXGNYMtoqgo/SI7DfN8X/ILMm6pqG52tncG5h1VmdoOEQ1+BS1hIZUUDHTRv8gLuafIgfMBVbTyisyk2uBp5LLOnxrTOvzdPKcf8BAgO9UNRRO4s2e I6C2U3KXsrWSGObiR9qxsm+k ZObWbAvkEL£IQ
Ax21ui5s01iRvO/TdSHgGVPpfWxEjMcjgPEa3/JRN71i4kBP£DbZasQlrdh3Wj7Q6rpyh+Rj70nDbLCQuUcEOczA+N4cCONRAFGMAIQhAAhCSTzxUSTPpZ5WRxt3c42AQB1XKogIlaalyzysijbu97rAK
LYrx1G28WGRc123NkFmj0G5+5ReslgqxxqKk6d8h6F50HoOnsrUNiO£f8AiXi+1loamko6clDZIyx0kndbYi2g3PvZVbyZcPna8X5Tvgd+R81IK63Kys8L1KKCnjgKexysDmO3aeqv+SpYVHZ830ig
x0ta0ONve3glMb3yagWvuSuFZhc2HgSxuD4L7uIDh5FSLAsIdURsng25WEXbEeo8/6LMvz152huf 6I18PJsMHwl9VaWS7Y£XV368VIzZEL jAxgAAFgBOXdjQx1gNlg/RuY/JalzUrEYL6Vb1liRrMj8z
CWu+002IS+DFKgGw1lAnZ470SQMaDcDzK3LQBcbHok4R0Oj58V1PVaRvs/ 7DtHIUogWNcbjQj Y 7TWSUHEQQAZXW1bOLt/mocYPRZjuNU+DUol1l78r9IogdXn8h41V/X19djNQHVTrj+CIg7rPb81lyqd
JeVxiWepcXF8jgBf4WNAYAeATzhtK20BsrhqRp6K5jCaYjhpI 6aPmzDUC6RVAkmelz /45 3WpxgS+qnyxi7Grk2AugqtTowbroI4NoQ4PB3LUkoQY31v2dE6ve98hgpm5nu0J8Fo+hNIJKOFxcLXLjr
r+vxQgIV2gz1EmKQQSNDaZsV423+J970NvEaD/1S7szxSS£fDpaCocXCncBC925aR8PtZRTtDmidUOMMZ+ujaXZ+0aTY£9S13AAe6Wrjhdlnfy3i/S19£vCYFp26LiNOtsFmGXNES7TR40cPArGrrIl
AOHkt26tstG9195sVObuQpATUFnWO1l1lkkgé6E2stqlvliebwK3YwFoJvqEYBCqS4kgeN5Yj830cf6KSPYXRtgiObaxKj9F/oP9jPwKkOWya+gxLPyqaPI3Sw3TdFzal/KptLlm7nla4s45wLm107YMO
CLQBAHampIMPguR3urjuSmége+r1PLb3WjQdPAILMUJI5zRc2 tsuNNph9Q4b5Tr7J/BFScSViKzHE6mMRpZRXEQtGY65Ra /zunzgCoMXE1MwuuHtel7s1wR1uLe4H6ChtJuT1yO/AqT8HAf4xhLrDMZ3
i/8AKEwWLhd3hmAsSst0CydggKRmHt7gPVZvaz/mtpPhCwP3£sgDNQAad9vBY jeAxo8kO/wAqfRaP/ct9vwVCP//2Z

organization=WijNpLzhBS0V3TGhkM2htQXNTc3QwQ31kZ2dLUm1IdDdAnUFZadmF6L210cFBoQ3dQM27ZzZ0ROUUFhZD12Q11gZQ6



Signet Construction

sign=TG9yZW0gaXBzdW0gZG9sb3Igc2l0IGFtZXQsIGNVbnN1Y3R1dHVYyIGFkaXBpc2NpbmcgZWxpdCBwb3N1ZXJ1L1iA
encrypt=VEc5eVpXMGAhWEJ6ZFcwZ1pHOXNiMO1InYzJsME1HRNnRaWFFzSUdOdmJuTmxZM1 IsZEhWeUlHRmthWEJwYzJOYS4
custody=dXVIdGUxN3Mxd1lJIsdUx1INEg2Q2h0SnVUMX1PLOFXVDhIQWY0eGhMckRNWjNpLzhBSO0V3TGhkM2htQXNTc3QwQwM

user=VKkVJNWVWCcFhNR2RoOVOVKN1pGY3daMXBIT1h0aUOwbG5ZekpzTUVSSFIJUUMFXRkZ6UIVKT2RtSNnVUbXhaTTFKcwa
organization=VmtWak5XV1djRmhOU]JSblYwVktObHBHWTNkKYULlYQk1UMWhPYVUWd2JHNVpla3B6oVEVWCINGSnVVbUZYUmtaYQa

name=Glenn Greenwald

Fﬂlotx)=/9j/4AAQSkZJRgABAQAAAQABAAD/ZWCEAAKGngHquIngKCgkLDRYPDQwMDRSUFRAWIBOiIiAdeBkKDQsJCYxe8fLTOtMTUBOjo6Iys/RD84QzQ50jcBquKDQwNGgBPjSlHyU3
Nzc3Nzc3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3Nze3N/ /AARBEIAHOALgMBI gACEQEDEQH / x AACAAABBAMBAAAAAAAAAAALAAAABAUGBWECAW] / XAASEAABAWIEAWYC
BwYHAQAAAAABAAIDBBEFEi1EXBhNBRYJRYXGBMpEUT 1KhscHWIDNCgtHhFTRECAKY8Q7 /XxAAZAQADAQEBAAAARAARAAARAAARAAQIEAWX / XAAEEQADAQEAAWEBAQAAAAAAAAAAAQIRAX THMOQTQE/a
AAWDAQACEQMRADSAVFCETAETSHGsVo8FwoWvxGb1U8Q1TaXFEnoABgT6 TAXFRHHOO JhbBXSRZz4 1 HPOXpPJpfrTfwuNAfUhUdxz21 Y zxINLTOtRIS4bmLWxxXZzRfQulv7XsobFBI++gl1spbGlpfM
/bngzXM5GE4g9pPelLjG2w8usbl0WGdsvCIZLFHUNralyG2eal Fj TS 1pNvily8+spHIAf VD1 jIdYCTIPKX/NnrfDcXw/FIT5sPq4J2SXymN402+nkly8f42Z2VVeD4iDW0Ocroal Fwex43uP7E]3XofgL
tDoudwykgRIFXM3PKt3JANe 6 fyNjugqVaS5SwnKEIVEGhCEACEIQAKL/8A6IxJ2TCsIbnllzzvGezdCALtonU6+ul 9RACoTE/ueMcGallv2Qkutv3zp7W+9J/BytZA8JIJWBOWWS+6PvUppeDi7Ly5A0
DgRr7JTg0TWZS4bqWUneARAsFkro2z104QkMdPwhShnl0j5n2tc6fgudZwrEyNxjJzEWAOymNmhouUngWh4 sPmubb0iifmFVY5gz6elnaG56DzW3Bz5YOTI8NdT1Ap5eezITQSM1 7AHYd8I8nFTPHE
7Zs51DIy2wUBEcoJbTB3POKQbvmEWs72XTniWox 9+amvR6tGoWVhuoWVsMATQhAAhCEACP/ t 6wOug8AxIXyt fJTUFVEZhr/ACuVwKqu2vF3CngwcUmbvx1HOgn4DAzbAWSLg69VNTC+abr0Q/C3AtYS
e11dIzQEOFVNVIRx0sV05%a2qmexocS5sTrWT7Qz/AEeJkINzmwyNuGSyBxtelwsjnD1p6EzzNZe TgANTpvnxegadx/SY1i4bgOW9SwSO0bHBxJcNUWVLOTy3w4RBUEuLTe+YHofK/i0XstvBz11gg4d
yI3g30UUw2hfHxdhINYkmvgGg6cxtzb0upJFS82V5bByS07s1a70SeGgkPEfP+HIFMD7ddviml LxnHpPMXKEF1M/C1TLVYJAG6dxdKyTHOJve39rJ4XoJ6t PLgfFtMETIQMSCEIQAKSOImH9sikfbIem
ToPULff8wrPUV/QsFfi2CmSCMvgKY 1 zWEtFy5p0cB9x91HRbJ24UptaVdhl Ix45thciXoumLOLYmMMNTXGy54ANT4R8t2hGhB6JXiMbbMvqM4 zeQWNET1Vg8QXNNEFSpY2CNwznf0SZ28kDaWJrJATOy+
KXQsPJAdfbql 8Kr2J50BoEkygl 9gc9hl8tUsnFugVeP4VJicr7ECFrgdXX1t4AeKUzr9HKrUe2S7heD6PgsATsX3efc6fdzOy1 JY2NIJWNADWIwAGBbLOESWHK3X1TYTIQhMKETIQgAWLXWUTApVi2i
dhXGNYMtogo/SI7DENSX/LMm6pgG52tncG5hlVmdoOEQ1+BS1hIZUUDHTRvB8gLuafIgfMBVbTY1syk2uBpSLLO0nxrTOvzdPKcE8AgIUNRRO4s2eI6C2U3KXSIWSGObiRIgxsm+kZObWhbdvKELEIQ
Ax21ui5s011Rv0O/TdSHgGVPpfWXEjMcjgPEa3/JRN714kBPfDbzasSQlrdh3Wj7Q6érpyh+Rj70nDbLCQucE0czA+N4cCONRAFgMATQhAARCETzxUSTpZ5WRxt3c42AQB1XKogTaalyzysijbu97raK
LYrx1G28WGRc123NkFmj0G5+5Res1qgxxgqKe6d8he6F50H00nsrUNI0f8AIXi+11oamko6c1DZIyx0kndbYi2g3PvZVbyZcPna8X5Tvgd+R81TK63Kys8L1IKKCnjqKexysDmO3aeqv+SpYVHZB830ig

CWu+002TS+DFKqGw1ANnZ470SQMaDcDzK3LOBcbHOK4R0O)55V1 PVaRvs/ TDEHIUoqWNchj Q)Y TWSUHEqQAZXW1bO0Lt /mocYPRZjuNU+DU01178r9TogdXn8h41V/X19diNQHVTrj+CJIg7rPb81yqd
JcVxiWepcXF8jgBfAWNdYAeATzhtK20BsrhgRp6K5jCaYjhpl 6aPmzDUC6RVAkmc1z /47 3WpxgS+gnyxi 7Grk2Augt TowbroIl4NoQ4PB3LUkoQY31v2dE6vc98hgpm5nu0J8Fo+hNIJKOFxcLXLjr
r+vxQgIV2gz1EmMKQQSNDazsV423+J970NvEaD/157szxSSfDpaCocXCncBC925aR8PLZRTtDmidUOMMZ+ujaXZ+0aTYf9S13ARe6Wrjhdlnfy31/S19fvCYFp26LjNOtSFmMGXNESTRA40CcPATGrrT
AOHKt26tstG919]sVObuQpATUFNWO1l1kkgbE2stqlvlebwK3YWwFoJdvgEYBCS4kgecNSYj830cf6KSPYXRtgiObaxK]j9F/oP9)PwKkOWya+gxLPygqaPI3Sw3TdFzal /KptLm7nlads45wLml07YMO
CLOBAHampIMPguR3urjuSmége+r1PLb3WjQdPALMUJ5zRc2tsuNNph9Q4b5Tr7J/BFScSViKzH6mRpzZRxEQtGY65Ra/ zunzgCoMXE1IMwuuHtel7s1wR1luLe4H6ChtJuT1yO/AqT8HAf4xhTLrDMZ 3
i/8AKEWLhd3hmAsSst0CydggKRmHt 7TgPVZvaz/mtpPhCwP3fsgDNQAad9VBYjeAxo8k0/wAgfRaP/ct9vwVCP//Z

organization=WjNpLzhBSOV3TGhkM2htQXNTc3QwQ31kZ2dLUml1IdDdnUFZadmF6L210cFBoQ3dQM2ZzZ0ROUUFhZD12Q11g9ZQ6



Signet Construction

sign=TG9yZW0gaXBzdW0gZG9sb3TIgc210IGFtZXQsIGNvbnN1Y3R1dHVyIGFkaXBpc2NpbmcgZWxpdCBwb3N1ZXJ1LiA
encrypt=VEc5eVpXMGAhWEJ6ZFcwZ1pHOXNiM01nYzJIsMEIHRNRaWFFzSUdOdmIuTmxZM1JIsZEhWeULHRmthWEJwYzJOY S 4
custody=dXVIdGUxN3Mxd1lJIsdUxINEg2Q2h0SnVUMX1PLOFXVDhIQWY0eGhMckRNWjNpLzhBSOV3TGhkM2htQXNTc3QwQwM

user=VkVJNWVWcFhNRZRoVOVKN1pGY3daMXBIT1h0aU0wkbG5ZekpzTUVsSFJuUMFXRkZ 6UIVKT2RESnVUbXhaTTFKcwa
organization=vmtWak5XvV1djRmhOUjJSblYwVktObHBHWINkYUlYQk1UMWhPYVUwWd2 JHNVPpla3B6VEVWCc1INGSnVVbUZYUmtaYQa

name=Glenn Greenwald

Fﬂlotx)=/9j/4AAQSkZJRgABAQAAAQABAAD/2wCEAAkGngHngIngKCgkLDRYPDQwMDRSUFRAWIBOiIiAde8kKDQSJCYxe8fLT0tMTU30jo6Iys/RD84QzQ50jcBCgoKDQwNGgBPjSlHyUS
Nzc3Nzc3Nzc3Nzc3Nzc3Nzec3Nze3Nze3Nze3Nzec3Nzec3Nze3Nze3Nze3Nze3Nze3N/ /AABET AHOADgMBI gACEQEDEQH/ xAACAAABBAMBAAAAAAAAAAAAAARABAUGBWE CAW] / XxAAIEARBAWIEAWYC
BwYHAQAAARAABAAIDBBEFEi1EXBhNBBYJRYXGBMpEUI 1KhscHwJIDNCgtHhFTRECgKy8Q7 /xAAZAQADAQERAARAAARAAAAAARAAAQIEAWX / XAReEQADAQEAAWEBAQAAAAAAAAAAAQIRAX ThMOQTQL/a
AAWDAQACEQMRADSAVFCEIARTISHGSVOo8FWweWvxGb1U8Q1TaXEnoARQT6 TAXFRHHOO JhbBXSRz4 1 HPOXpPJIpfrTfwuNAfUhUdxz21YZxINLTOtRISAbmLWxxXZZRfQulv7XsobFBI++gl1spbGlpfM
/bngzXM5GE4g9pPeljG2w8u8blOWGdsvCIZLFHUNralyG2ealFjT51pNvily8+spHIATVb1JJdYCT71PkX/NnrfDcXw/FITI5sPq4J2SXymN402+nk1y8f472VveD4jDW0OcroaiFwex43uP7E]3Xofgl
tDoudwykgRIFxM3PKt3JANe 6fyNjugVasSSwnKEIVEgGhCEACETIQAKL /8A6IxJ2TCsIbnllzzvGezdCALt6nU6+ul 9RACoTt /ueMcGallv2Qkutv3zp/W+9J/BytZA8IJwBOWWS+6PvUppeDi 7Ly 5A0
DgRr7JdTg0TWZS4bgWUneAAsFkro2z104QkMdPwhShnl10j5n2tc6fqudzwrEyNxjJzEWAOymNmhouUngWh4 sPmubbOiifmFVY5gz6elnaG56DzW3Bz5Y0TI8NAT1Ap5eezd IQSM1 7TAHYd8I8nFTPHE
Zs1DIy2wUBEcoJbTB3POKQbvmeWs 72XTnWox 9+amvRetGoWVhuoWVsMAIQhAAhCEACP/ towOug8AxIXyt £JTUFVEZhr /ACuVwKqu2vE3CngwcUmbvx1H0gn4DdzbAWS Lg69VNEC+abr0Q/C3ALYS
e11dIzQEOFVNVIRx0sV059a2qmexoc5sTrilT7Qz/AEeJkINzmwyNuGSyBxtelwsjnD1péEzzNZe7gANTpvnxegaldx/SY14bgOWoSwSObHRXxJcNUWVLOTY3w4RBUEULTe+YHOfK/ ioXstvBz1l1gg4
yvI3g30UUw2hfHxdhINYkmvgGg6cxt zbOupJFS82V5bByS07s1a70SeGgkPEfP+HIFMD7ddvm]l LxnHp PmXkF1M/C1TLVYJA6dxdKy7HOJve39rJ4XoJ6t PLfFEMEIQMSCETIQAKSO1mH9s1ikfbI6m
ToPULff8wrPUVIQsEFfi2CmSCMvgKY 1 zWEFy5p0cB9x91HRbJZ24UptaVdhl Ix45thejXounLOLYmMMNTXGyS54ANTAR8t2hGhB6JX1iMbbMvgM4 zeQWNET1Vg8QXNNESpY2CNwznf0SZ8kDaWJIrJATOy+
KXQsPJAdfbql8Kr2J50BoEkygl9gcShl8tUsnFugqVeP4VJIicrTECErgJXX1tdAeKUzr9HKrUe257heD6PgsAIsX3efc6fdZ0Oy1jY2NIJWNADWiIwAGBLLOESWHK3X1TYIQhMKEIQUAWLXWUIAPViZ2i
dhXGNYMtogo/SI7DEN8X/LMm6pgG52tncG5h1VmdoOEQ1+BS1hIZUUDHTRv8gLuaf IgfMBVbTyisyk2uBp5LLONnxrTOvzdPKcE8Ag9UNRRO4s2eI6C2U3KXsrWSGObiRIgxsm+kZObWbdvkELfIQ
Ax21ui53011Rv0O/TdSHgGVpfWxEjJMcjgPEa3/JRN714kBPfDbZasSQlrdh3Wi7Q6rpyh+Rj70nDbLCQuUCEOCczA+N4cCONRAFQMATQhAANCSTZzxUSTpZ5WRxt3c42AQR1XKoqTlaalyzysijbu97rAK
LYrx1G28WGRc123NkFm]j0G5+5Res 1 gqgxxgKed8heF50Ho0nsrUNi0f8AiXi+1loamko6c1DZTIyx0kndbYi2g3PvZVbyZcPnadX5Tvgd+R81TK63Kys8L1KKCnjgKexysDmO3aeqv+SpYVHZ830ig

CWut+002IS+DFKgGw1ANZ470SQMaDcDzK3LOBcbHok4R0O]55VIPVaRvs/ 71DEHIUoGWNCb Q)Y TWSUHEQQAZXW1b0Lt /mocYPRZJuNU+DU01178r9TogdXn8h41V/X19diNQHVTrj+CJg7rPb81yqd
JcVxiWepcXF8jgBf4WNdYAeATzhtK20BsrhgRp6K5jCaY jhpI6aPmzDUC6RVAkmclz/ 47 3WpxgS+anyxi7Grk2Augt TowbroI4NoQ4PB3LUkoQY31v2dE6vcI8hgpm5nu0J8Fo+hNJKOFxcLXL) T
r+vxQgIV2gzl1EmKQQSNDazZsV423+J970NvEaD/1S75zxSSfDpaCocXCncBC925aR8PLZRTEDMidUOMMZ+ujaXZ+0aTYE9S13AAe6Wrjhdlnfy3i/S19fvCYEFp26L)NOtsFmGXNESTR40cPArGrrl
AOHkt26tstG9197sVObuQpATUFnWOl1kkg6E2stqlvlebwK3YwFoJvgEYBCqS4kgeN5Yj830cf6KSPYXRtgiObaxKj9F/0P9jPwKkOWya+gxLPyqaPI3Sw3TdFzal/Kptlm7nlads45wLm107YMO
CLQBAHampIMPguR3urjuSméqe+rl1PLb3WjQdPdLMUJ5zRc2tsuNNph9Q4b5Tr7J/BFScSViKzH6MRpZRXEQtGY65Ra/zunzgCoMXE1MwuuHtel7s1wR1luLe4dH6Cht JuT1yO/AQT8HAf4xXxhLrDMZ3
i/8AKEWLhd3hmAsSst0CydggKRmHt 7gPVZvaz/mtpPhCwP3fsgDNQAad9vBYjeAxo8k0/wAgfRaP/ct9vwVCP/ /2

bitcoin=19gy9ifMJuHoRbVpXBgtf6NTAT6PiDb8SQ
motto=It is the duty of every patriot to protect his country from its government.

organization=aGtNMmhOUVhOVGMzUXJRM2xrWjIJKTEVtMULkKRGRUVUZaYWRtR]ZMM]EWY0ZCblEzZFFNM1p6W]BST1VVRmhaRAF



Trust Model

Signet resolver obtains a signet from an authoritative primary source and then validates it
using a pre-authenticated secondary source.

Management
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Trust Model

Signet resolver obtains a signet from an authoritative primary source and then validates it
using a pre-authenticated secondary source.
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Registrar TLD
* Trust no one. You'll live longer.
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Message

Access |dentifiers
A = Author

D = Destination
O = Origin

R = Recipient

A 4

Tracing crypted

Return-Path: <lavabit.com>
Destination: <domain.tld>
e Destination-Key: [CD1ZS2B6ZpyfRiUeo63tIFc2Ca]
Received: from lavabit.com (153.31.119.142)
by mail.domain.tld with DMTP id NSHHRIGSDW5T
for <domain.tld>; Wed, 4 Jun 2014 13:37:02 -0500

Author: <ladar@lavabit.com>
e o Author-Key: [WREBqUxPadqBzSCodroFYScLOI]

Destination: <domain.tld>

Destination-Key: [CD1ZS2B6ZpyfRiUe063tIFc2Ca]

Destination / ARD
Recipient: <president@domain.tld>
e g RECipient-Key: [58+FsG1Y3n4SveTFX9PN68KoWS]
Origin: <lavabit.com>
Origin-Key: [VLbfEsXhxtSzHpu61bRW+iyXLR]

Common Fields / AR
Date: Sat, 13 Jul 2013 03:15:42 -0500
From: Ladar Levison <ladar@lavabit.com>
e 2 Organization: Lavabit LLC
To: "President, Mister" <president@domain.tld>
© nowden, Edward" <edward@example.com>,

Subject: Hey, who turned out the lights?

Other Fields / AR
Message-ID: <51E1D787.2010201@lavabit.com>
References: <6069AA0946F2602B@domain.tld>
In-Reply-To: <6069AA0946F2602B@domain.tld>
User-Agent: Volcano/1.2.8

Thread-Topic: Hey, who turned out the lights?
Thread-Index: AbVQ9wJIcOKwLwQcsVwIIIHWFOzw9D==
Accept-Language: en-US

Content-Language: en-US

X-MS-Has-Attach:

X-MS-TNEF-Correlator:

X-Nonspam: None

Display / AR
Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: 8bit

mmmmmmm— o Mr. President, I'm afraid the ubiquitous adoption of dmail has made mass surveillance
technologically impossible.

Sincerely,
Ladar Levison

Attachment / AR
Content-Type: application/octet-stream;
name="TOP-SECRET-SLURPEE-net-data-collection-sources.pdf"
Content-Transfer-Encoding: base64
Content-Disposition: attachment;

filename="TOP-SECRET-SLURPEE-net-data-collection-sources.pdf"

JVBERiOXLjcNJeLjz9MNCjQ1MCAwIG9iag08PCIMaW5IYXIpemVkIDEVTCAyMDKOM
JUVTYAONTIVRSAXNzAONiI9OIDQXL1QgMjAwMzc3L0ggWyA2MzYgNzQ3XT4+DWVu
ZG9iag0gICAgICAgICAgICAgDQp4cmVmDQoONTAgMTcNCjAWMDAWMDAWMTYgM
DAwMDAghgOKMDAwWMDAWMTM4MyAwMDAWM CBuDQowMDAWMDAXNDQ5ID
AWMDAWIG4NCjAWMDAWMDE3MJSVFTOYN

Signatures
User = Tree Signature (Combined Chunk Hashes) / Complete Content Signature
Domain = Return Subset Signature (If Applicable) / Complete Content Signature



Pseudo Onion

What the Origin Sees

Origin Destination

lavabit.com silentcircle.com

Author Recipient

1 |
What the Destination Sees
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