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HACKING PEQPLE'S MINDS






Keren Elazari:

Hackers: the
Internet's immune
system
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JTrect group info 1l groups v | Jusage = ATONIC INITI2) i3
stouct group_info *groups_mlloc|int gidsecsige) |

atrust group info Ygroup info:

int whlocks;

int A:

nblocks = (gidoet=ize + NGROUPS_PER_BLOCK - 1) / NGROUPS_PER_BLOCH:
/* Aake sure o aleays allocate at least one i1andirect Rlock pointer */

nblocks = nblocks ¥ 1 1r

group_infs & kmalloc(pizeof |*group_info) + nblocks*aizeofigid = *|, GFF_D03ER):

1f |'group_info)

ratucn NULL:
group_iafo->agroups = gidsecaice;
group_into-sablocks = nblocks:
ArOmic_ser (KQroup_info-rusage, 1):

\f {gidsetaize <= NGROUPE_3IMALL)
group_info->blockalG] = group info->amall biock:

else
far |4 = 0: 1 « nblocks: Led) |
gid_z *b;
b+ |vaid *)_ get_Tree_page (CFP_USER):
iz ('D)

Qota out_undo_pertisl_slloc:
group_info->blocks(:] = by

)
retucn group_infos

out_undo_parcial alloct
while (—1 »= Q) |
free_page ( (unsigned lang)group info->blocks[ill:
)
Kfrew gzoup info):
resurn NULL:

EXPORT_STYHDOU (groupe_ailoc):

void groups_free |strupt group_info *‘group_info)
{
1f {group info->blocks[0] !~ group_info->amall blook) |
int 3
far (L =~ 0y 1 < qroup_mxoonblock:: 1e4)
free page | {unsigned long)group _info->blocks([z] )i
'
kfres (Qroup_1nfo);

EXPORT_STHDOL (groups _fre=|;
/T export the group_infc to a user-spoce array v/

PLALLS BT QESUPE LO_user (gid T user Tgrouplist,
qonst struct QUoup

ACCESS GRANTED
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NOW IS THE TIME







#1:1t's CYBER Space,
Not Information Space






CYBERNETICS

or Control and Communication
in the Animal and the Machine

SECOND EDITION

Norbert Wiener










£} Home @ Connect J# Discover

Curiosity Rover

MarsCunosnty
809,730

Tweets 4ll/ No replies

Curiosity Rover
“Scene of the Crime” lmage of my landing site + scattered
hardware. Sharing science? Guilty as charged. 1.u

Curiosity Rover
Live Now: A closer look at my latest images from Mars
news briefing, Aug. 7 10am PT (1700 UTC) ustream.tv

Curiosity Rover
Good golly miss MAHLI! New color pic from Mars Hand Lens Imager
shows tan sands, no @instagram req #MSL
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Source: “25 Years 0f Vulnerahilities: 1988-2012 Sourcefire Research Report”




| Java Setup - Progresg = | CH——

= ]ava" ORACLE

Status:  Installing Java

r 0000000000001

ORACLE




STEM FOR
MOBILE COMMUNICATIONS

Parrot

FIR.Dromne




SUPERYACHTS.COM

ALPTNG Manuel Hermandez Lafuent=









SECURE ALL THE’
‘T’HIN(J\SF




3 .

has.come to light, man..

ICANHASCHEEZEURGER. CIOM 3 2 8




Barnaby Jack, ]977-20]2% Photo: I0ACTIVE






RESEARCH What Matters!



The Cavalry Isn't Coming

Starting the Revolution to FSCK it all!

Nicholas J. Percoco & Joshua Corman
@cifive @joshcorman




I am The Cavalry

B o DN

https://www.iamthecavalry.org/
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#2: Huge Resources
At Work, KeepingThe
World Vulnerable



NSA spent $25 million
on ‘'software
vulnerabilities' in @13



RSA BSAFE

CRYPTOGRAPHIC, CERTIFICATE, AND TRANSPORT
LAYER SECURITY (TLS) SOLUTIONS

The A Register®

Data Center Software Networks Security Policy Business Hardware Science Bootnotes Columnis

RSA: That NSA crypto-algorithm we put in our
products? Stop using that

Encryption key tool was dodgy in 2007, and still dodgy now
By John Leyden, 23 Sep 2013




Bloomberg

NSA Said to Exploit Heartbleed Bug for
Intelligence for Years

By Michael Riley ' 2014-04-12T04:00:00Z - Comments =4 Email T¥ Print

The U.S. National Security Agency knew for at least o
two years about a flaw in the way that many websites =
send sensitive information, now dubbed the -
Heartbleed bug, and regularly used it to gather critical
intelligence, two people familiar with the matter said.
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SECURITY = INSECURE?
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Don't Keep Your Bugs To Yourself
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Yahoo Bug Bounty Program
2.0

SEJART TV |
BUG ) AT&T Bug Bounty Program

PROGRAM

www.hugcrowd.com/list-of-bug-bounty-programs



The Internet Bug Bounty

SANDBCX

g

P TIR
@

w.hacrone.cobb



Google  Online Security Blog

The latest news and insights from Google on security and safety on the Internet

Announcing Project Zero

Posted: Tuesday, July 15, 2014
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#3: We Are As Weak
As Qur Weakest Link












From: n eyond. - 3.3.2011 15:48
To:

2011 Recruitment plan

| Message | E]2011 Recruitment plan.xis

I forward this file to you for review. ase open and view it




B Microsoft Excel - 2011 Recruitment plan.xls [Compatibility Mode]

Home Insert Page Layout Formulas

Clipboard Alignment Number










A problem has been detected and
computer.

o> has been shut down O prevent damage tO
The prob\em seemS tO be caused by the following file: DRIVER.SYS
PAGE,FAULT_IN,NONPAGED_AREA

1f this js the frst ime you'V

1 e seen th
computer. 1f this sC

;5 stop error screen, rest
reen appears again,

gart your
follow these steps:
check toO make Sure
a new 1n5ta1lat\on,
you might need.

any new hardware OF software is proper\y 1nsia11ed. 1f this 15
ask your hardware OF software manufacturer for any 05 updates

tinue. disable or remove any newlv snstalled hardware oF coftware.




#4:The Front Lines -
Are Everybody!
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Phishing Campaigns
Spam
Denial of Service



-----

Image by Chris Halderman CC BY 3.0












Empower The Masses
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Introducing...

Privacy is necessary for an open society in the electronic age. Privacy is not secrecy. A private matter is

something one doesn't want the whole world to know, but a secret matter is something one doesn't want
anybody to know. Privacy is the power to selectively reveal oneself to the world. ~Cypherpunk Manifesto



THE CITIZEN LAB

AMERICAN CIVIL LIBERTIES UNION



REDCYBER

nanTr N v_|n‘7 nnyn

J 3 ——

52

REDTEAM

I,I/




illion

One M

Ly
(g
—

=2

- &/

28

D e
(=
 —
(=

=
="
=
L
="
-

Source : Cisco 2014 Annual Securitv Report



Image by Scoobay
CCBY-NC-SA2.0






Image by R. Kikuo Johnson for NYT, September 2013



#5: THE FUD OF “CYBER"
HAS TAKEN OVER



FEAR
UNCERTAINTY
DOUBT
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Fight FUD With FACTS




VARIETY m;mncxmn SECURITY HACKERS VICTIM

s
(= S :
CONSIDERED WEBSITE g . SURROUNDING f
ncumr‘t:"f,
TRADES
0" Z_ INTERNATIONAL = §
L ity Reell CONTENT |
g = HACKING c
=
A SPECIFIC

RECTLY

PACKA mnuw

}'ﬁ“ﬂo = 5 OBSCENE E gt ——] — —

nsts5

WARFARE

EVICES

=53 DURING D .
CYBERSPACE é_—?s = CHILD
UNAUTHORIZED s st S ILLEGAL "™
INVESTIGATORS =2 == |NTERNE‘|’ ACTIVITIESTARGET . L
-=::curvmsm D ATA svir CASES = NETWORK  concerw
uanow USING = SENDING MAIL FEDERAL uc. RODMS mavor
SERV'CE NEEDED STI)I[D : INCLUDING v‘c’[tsllt'\ DISTRIBUTED

Q”’“"“ TECHNICAL cumnmgmust Sy B SUS 0“05:%“%'5?33 A DETECT
= mcuwnu l'lll:‘hll::lwllsr ALKING  COMPANIES 0mmsnmm:m

TIME INFECTED






INFLUENCE THE INPUT




www.mywebweekend.com




FIVETHINGS
WE CANALLDO

RIGHT NOW




YUNO ASK FOR PERMISSION



Research What Matters

Don't Keep Your Bugs To Yourself

Collaborate & Share
Empower The Masses

Stop The Spread 0f FUD







I read your email
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Illustration by Francois Baranger
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