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Information Security:
Career Decisions






IT Security Career Choices — Blue vs. Red!

NOT JUST SECURITY, THE RIGHT SECURITY



IT Security Career Choices — Red Team!
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Pentester — Good Things About Red Teams

o Constant learning opportunities
o Get to play and break Ehings

o Generally well-paid

> Sometimes all options are opemn
(e.g. Social Engineering)

> Getting root feels amazings
nothing better than winmning!
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Red Teams = Pentester @SRLsckuBgﬁech

o Red teams are typically thoughG
of as pentesters

o Seems like security companies
are constantly looking forr
pentesters!

—Searching Indeecd.com omnly
shows [ 7 jolos for “pentesting™
currently
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Pentester - Painful At Times? @SRLsckuBgﬁecvl

o Usually worlk for a company l.&.
deal with company politics.

o Test during specific hours

o Write long reports no one reads
to ensure theyre seen as
“valualble™

o Deal with clients (SOW, presemnt
indings, conference calls, etc.)
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Pentester - Painful At Times?

Also the option of becoming an
independent pentester!

Don’t have to work for ’the man’’, but
work time breakdown is roughly:

— 1/3 actual pentesting (fun)
— 1/3 administrative tasks and documentation
— 1/3 being a sales weazel (finding clients!)
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Bounty Hunters @SRLSCKUBE?TECJ
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Quick Overview To Set
The Bug Bounty Stage



Research Motivation — Old Skool

* Reporting vulns to vendors looked
good on CV and got you credited in
vendor advisories.

* Unemployed researchers could get
jobs in the industry, turning a hobby
into a (profitable) professional gig.

* Employed ones could get better jobs /
higher salary. This still applies today!
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Research Motivation — Old Skool @EP&‘P&#‘J

Reporting vulnerabilities to vendors
back in the day (and sometimes
today) was often a hassle!

Researchers would Mﬂ“’
instead find alternatives... HASSLE

FREE
ZONE
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Research Motivation — Old Skool

o Just publish somewhere to get
soclal recognition, fame, and glory

o Trade / give away for goodwill and|
respect

o Use offfensively for fun = or profit

o Store in a digital box somewhere
2and Mmove on

o ©
[FDOOOOO
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Research Motivation — Old Skool
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Some Early Bounties @EP&‘P&#‘J

* Some vendors / security companies ~ fESREEEAR
realize that rewarding discoveries is
an incentive for researchers to report | 8y Bumty Program
their findings. e o e

* August 2002, iDefense createsVCP |

(Vulnerability Coordination Program) | = =
- PATCHED or ALIVE.

CASHREWARD
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* August 2004, Mozilla creates their
bug bounty program, paying USD 500
for critical bugs
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In what year was the first bug
bounty program started!?

October 1995
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First Bounty?

Who started the first bug
bounty program started?

@m Netscape’

NOT JUST SECURITY, THE RIGHT SECURITY



Netscape — October 1995

© Netscape actually launched the Netscape Bugs
Bounty back in October 1995 to improve the
security of their products.

© Interestingly, their approach was to offer cash
for vulnerabilities reported in the latest beta

— Wanted to incentive researchers to help secure it
before going into stable release

— Not unlike part of Microsoft’s bounty program
today.
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Full Disclosure @EL%"PE?E‘J

* 2000 - 2008 disclosure was a huge battle
ground between vendors and researchers

* Researchers still had problems getting
vendors to respond...

* Perception (true or not) was that vendors
only fixed bugs when dropped

e Researchers were hardcore Full
Disclosure the "right” way

— Importance placed on getting bugs fixed / improving
security
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Pwn20wn — A Bug Bounty Contest @EL%"PE?E‘J

e Created in 2007 for CanSecWVest

— Chance to win x2 Macbook Pro and |10k from ZDI

* Big money on the line in 2010
— Total cash prize pool of US$100,000

* Competition brings lots of PR and growing cash

Incentives
m PWHN 2 OWN m

NOT JUST SECURITY, THE RIGHT SECURITY



No More Free Bugs @EL%"PE?E‘J

* |n March 2009 at CanSecWVest, researchers
announce their new philosophy: "No More
Free Bugs”.

* It’s not really clear how much effect this had

* At least sparked a debate about the issue, and
made (some) researchers’ expectations of
monetary compensation more publicly known.
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Cash

* Prizes -

* Company run bug bounties

* 3rd party bug bounties

— ZDI — Tshirt |

— iDefense VCP — Mug ;~
* Competitions o — Conferences

— pwn2own * Fame and glory
* Crowd-sourced programs * Appreciation

— Bugcrowd

— HackerOne

— CrowdCurity MY .

. S)'naCk mm HUHTER

— More!?
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Company Run

Bug Bounties



Company Run Bug Bounties @SRLSCKUBE?TECJ

* Bounties that are run by the company owning
the website or software.

- Facebook - Google

- Yahoo! - Mozilla

- Paypal - cPanel

- AT&T - Microsoft

* In almost all cases, reporting and coordination
is directly with the company and not through
intermediaries.
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Company Run Bug Bounties @SRLSCKUBE?TECJ

* The number of bug bounty programs continues
to grow!

* We maintain a private list of bounty programs
for our research:

— ~300 documented programs

— ~260 have some type of reward

— ~|65 provide recognition with a hall of fame
— ~75 have some type of monetary reward

* BugCrowd has a nice crowd sourced public list:
— https://bugcrowd.com/list-of-bug-bounty-programs
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Company Run Bug Bounties - Google @SRLsckuBgﬁecvl

* Google started providing bounties in 2010

e Continues to be one of the more serious
vendor bounties

— Big reason bounties took off (Pwnium 4
announced USD 2.7M in prizes)

— In Aug 2013 Google had paid out >$2 million in
rewards for >2,000 valid reports

— Offer bounties for other software

* They also continue to push for bugs getting
fixed and disclosed in a timely manner.
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Facebook Sl 5M In 2013 @SREsckuBgf.Tecvl

Followy: vrim:

Topic: Socinl Enferprise & Discou

Facebook dc:led out $1.5M 1n bug
bounty rewards in 2013

Suermrrreary: Faoceboolk receivved 24,7632 bug submissions in 2013, a whopping 246 increaases in one
= & o

Facebook received 14,763 bug submissions in
2013, a whopping 246% increase in one year.

Only 687 were deemed valid and eligible to
receive financial compensation.

| Only 4.65% valldI |

Facebook itself.

Fac el:--:::-::k:t anslates mnatural
lanauaas INnte rface un der Grao h

maximuooim r eward or c=ilimng.
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Third Party Bounties



Third-party Bug Bounty Providers - ZD| @SRLsckuBgﬁecvl

9 S TARGETS:
é T T

INITIATIVE The research is focused on critical
vulnerabilities in programs widely used in
global enterprises, critical infrastructure, and

Founded: August 15, 2005 (10* year!) the general computing community.
Located: Austin, TX

BOUNTIES: RESEARCHERS:

While the Zero Day Initiative does There are 3,000+ independent researchers
offer a bug bounty, and is, as such, a registered to contribute to the ZDI.

“bug bounty program,” the focus of

our program is to foster an extended Nearly 100 countries. US, UK, India, Germany,
security research organization focused and France are the top 5 countries.

on responsible disclosure of

vulnerabilities to and with vendors. Unknown unique researchers paid USD

NOT JUST SECURITY, THE RIGHT SECURITY



@RiskBased
SECURITY

Number of bounties paid posted online (1715 by July 18t 2014):
- http://www.zerodayinitiative.com/advisories/published/

Average Bounty Amount: Unknown

The ZDI has paid bounties ranging from three figures to six figures
for vulnerabilities/exploits in the past.

Extra monetary rewards etc. for “return business”.
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http://www.zerodayinitiative.com/advisories/published/

Third Company Providers — iDefense @SRLsckuBgﬁecvl

 Does iDefense VCP' stillFexist

SBNeEhilnie publisiiiedssince October
201"

-

SSubmission formas still availEibies

buitfdon’t waste your tinvens
() .-"'r-"'l O

thiey’ve hlecomeliirelevant

.
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Third-party Bug Bounty Providers - EIP @SRLsckuBgﬁecvl

TARGETS:
,.'. S OIS

INTELLIGENCE | (ritical and actually exploitable vulnerabilities
in most major/widely deployed software.

Founded: June 2012
Located: Austin, TX

BOUNTIES: RESEARCHERS:
Unknown. They do not disclose such Unknown. They do not disclose such
information about their program. information about their program.
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Third-party Bug Bounty Providers - EIP @SRLsckuBgﬁech

V=,
l‘C) CODUIS

INTELLIGENCE

* |Information about the program is available at:
* https://www.exodusintel.com/eip

* “We intend to ensure our offers are more than competitive when
compared to other such programs. “

* Yearly bonuses with top 4 researchers being awarded $20,000 USD
each as well as invitations to collaborative hacking events.
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https://www.exodusintel.com/eip

Secunia SVCRP @E&%‘P&?ﬁ'

Secuma Offers to Coordinate Vulnerability Disclosure
on Behalf of Researchers

©  CLOSED FOR BUSINESS &

‘ RIP August 2013

o
b

_..”the decision to end SVCRP is based on the —
®» conclusion that the amount of time and
~effort”.. “outweighs the benefits to our own"

10/ ® ® )], in
tot organizations..
Hanaoea vioua programs, but to complement them.

App Control
: S, ¥ "Other major vulnerability coordination offerings exist but
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Third Company Providers — Pointers @SRLSCKUBE?TECJ

* Make sure you're clear on what software they
are likely to accept.

* Split each vulnerability (root cause — not attack
vector) into a separate report.

* Include as many confirmed (no guesswork)
details about the vulnerability as possible.

* Provide trimmed down PoCs and/or exploits.

* Clearly list tested software and versions as well
as where to obtains trials etc.
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Crowd-sourced
Bounties



Crowd-Sourced Bounties @SRLSCKUBE?TECJ

* Companies sign up with the service and they
offer bounties through their platform

* Bounties are opened up to all researchers
registered on the service’s platform

* Validation of bug submission and bounty
payments handled via the service

* Starting to see a blur between traditional bug
bounties and pentesting / red team testing

— Remove the sales aspect if you want to do
independent pentesting
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Bugcrowd Details @SRLsckuBgﬁecvl

TARGETS:
e . .l.':TM
buq N i Web, mobile, client-side and embedded (loT)

applications.

Founded: September 2012 Also introduced Flex, which is a crowd-sourced

Located: San Francisco, CA penetration test.

BOUNTIES: RESEARCHERS:

23 public are currently active, and a Over 10,000 researchers have signed up.

number of private programs.
Researchers from around the world.

170 programs to various stages have

been run. 231 unique researchers paid USD

57 companies since Oct ‘13.
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BugCrowd Sign-up Process @SRLSCKUBE?TECJ

Researcher Signup or sign in here

[£]

| agree to the terms & conditions

Start finding bugs
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SECURITY

Bugcrowd Details @Riskaased

e 1,062 bugs since November 2012
* Average Bounty Amount: $241
* Pay out primarily through PayPal, with rare exceptions made
where we’ve paid with Western Union, wire transfer, and
bitcoins.
* Average time to process a submission (from submit to paid) is
2-6 weeks
 Largest single payout was $13,500.
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Bounty Hunter Details @SRLsckuBgﬁecvl

Bugcrowd Researcher Locations OPENHEATMAP

Opencathdap
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Bugcrowd — Leaderboard & Kudos

The Leaderboard

June

sandeepv
mazen160

chmosama

g 5_venkatesh
| Kkarthickumar
-. M3

a vineet

F o

Anonymous

NOT JUST SECURITY, THE RIGHT SECURITY



Bugcrowd — Money vs. Kudos

OJ @TheColonial - 2h

ﬁ Top 9 "bounties"”. Notice the "You are not participating” -- see if you can guess
why. #nomorefreebugs /cc @Bugcrowd pic.twitter.com/FNdxJv3WCO

Details 4 Reply 43 Retweet % Favorite s More
] -
ws. Anshuman Bhartiya £x +% Follow
% anshuman_bh

@TheColonial @justinsteven @Bugcrowd
totally with you on that mate. Too many
bounties with no bounty

4 Reply t3 Retweet W Favorite ee+ More

1, ORITE ﬁ

6:19 PM - 21 May 2014
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HackerOne Details @SRLsckuBgﬁecvl

TARGETS:
The bounties run by individual response teams
can be focused on whatever software target

the response team wants to be tested.
Founded: September 2013

Located: San Francisco, CA

BOUNTIES: RESEARCHERS:

* 63 security teams currently run a Thousands of researchers have registered and
public program on the HackerOne over 800 researchers have submitted a valid
platform finding leading to a bounty or recognition on a

* Many other teams currently Hall of Fame.
running with a private soft launch
program
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Bug=s you find will be publiclhy
oredited. If you prefer to remain
BrroryTmEOuS, We encourage you to
LUse a prse o rng

hackerone . comy<userrnarme=

=

By clicking Create Account, you agree to our Terms and
acknowledge that yvou hawve read our Privacy Policy and
Disclosure Guidelines.

Create account
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HackerOne Details @SREsckuBgﬁecvl

1,347 bugs have been paid.
Average Bounty Amount: $677.67
Largest single payout was $13,500.
Multiple $15,000 bounties have been awarded through the
platform.
* One of these was the Internet Bug Bounty's $15,000
heartbleed reward, donated to charity by Neel Mehta.
e Other $15,000 bounties were from Yahoo.
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HackerOne — Internet Bug Bounty @SRLSCKUBE?TECJ

SANDBCX o e Flash

Sandbox Escapes The Internet Flash

=

php

Python

django Perl

Django Ruby on Rails Perl
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HackerOne — Internet Bug Bounty

Some of the most critical vulnerabilities in the Internet's history have been resolved thanks to efforts
of researchers fueled entirely by curiosity and altruism. We owe these individuals an enormous debt
and believe it is our duty To do everything in our power to demonstrate how much this research is
appreciated. To that end, the Internet Bug Bounty Panel will award public research into vulnerabilities
with the potential for severe security implications to the public.

Simply put: hack all the things, send us the good stuff, and we'll do our best to reward you.
The Fine Print
To gualify, vulnerabilities should meet most of the following criteria:

= Bevendor agnostic: vulnerability is present in implementations from multiple vendors or a vendor
with dominant market share. Do not send us vulnerabilities that only impact a single website.

* Bewidespread: vulnerability manifests itself across a wide range of products, or impacts a large
number of end users.

& Be severe:vulnerability has extreme negative consequences for the general public.

* Be novel: vulnerability is new or unusual in an interesting way.

The Panel will gladly assist with the coordinated disclosure of any potential vulnerabilities. However,
we recognize that we may not be the most effective avenue in all circumstances. We will gladly
consider rewards for vulnerabilities that have been publicly disclosed through some other means,
provided they adhered to our disclosure guidelines.

It's important to keep in mind that not all submissions will qualify for a bounty. The decision to award

NOT J

T SECURITY,

$5,000

inimum bounty

$9,500

Paid to hackers

3

Hackers thanked

Top Hackers

markus
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HackerOne — Internet Bug Bounty

SANDBCX

Bountes provided by dbE

. & sk e -dlls [ T1] = 1

PFETETTT

st me el e e il =k CT

The Internet Bug Bounty is issuing rewards for sandbox escapes - technigues that allow vulnerabilities
o escape popular application sandboxes. The specifics of these technigques will differ between
implementations but typically manifest as a kernel vulnerability, broker vulnerahilicy, or logic error.

Qualifying Application Sandboxes

= Chrome (for any sandboxed process types incuding renderers, Pepper Flash and MNaCl)
* Internet Explorer 10 EPM

» Adobe Reader (sandboxed in X and newer)

s Adobe Flash

Qualifying Operating Systems

e Windows 7+
e Llinux, latest upstream version
s (05K latest release

Additional Guidance

e Qualifying vulnerahilities must reliably demonstrate the ability, or likely ability, to escape one of the
defined sandboxes. Demonstrating full exploitation is helpful but not necessarily required to
qualify.

e |mplementation bugs in these sandboxes themselves are not in scope and should be reported
directly to the appropriate vendor. Your submission should include why you believe the bugis
external to the application itself (e.g., a kernel bug).

e The Panelis a group of your peers serving as volunteers. They have limited amount of free time to

$5,000

Minimum bounty

$23,000

Paid to hackers

4

Hackers thanked

6

Bugs closed

Top Hackers

datuzi

1 bug
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CrowdCurity Details @SRLsckuBgﬁecvl

. TARGETS:
CrowdCurity
Crowdsourced Security Testing Web application security, with a focus on

bitcoin.

Founded: July 2013

Located: San Francisco, CA

BOUNTIES: RESEARCHERS:

45 are currently active 1,300 researchers have signed up with 300 — 400
being active.

90 programs have been run all time.
Researchers from India, European countries (UK,

50 - 100 companies have used the Germany, Sweden), Malaysia, US.

platform.
~100 unique researchers paid USD
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e
Join CrowdCurity

Create a password *

Sign Up

Or use: & Google @) Linkedln [ Github
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CrowdCurity Details @nismasgd

SECURITY

CrowdCurity

Crowdsourced Security Testing

e ~800 bugs have been paid

* Average Bounty Amount: $150
- Standard package is $50, $300, $1,000 (low, medium, high)
- Super package is $100, $500, $2,000 (low, medium, high)

 Largest single payout was $1,500.
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CrowdCurity — Hall of Fame @SRLSCKUBE?TECJ

Hall of Fame - CrowdCurity

Score
1 288
& Dash
=2 lne - 2. 252
& Login Settings
- Sty i a. 137
h 1S
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CrowdCurity — Tester of the Week

Mohit

From: India
| am a Security Researcher from India having curious mind in

Cyber security and interested in Web Application Security and

Programming
| lowe to play around security and breaking them too

4.2 =l

Report Quality

View original Flag media

CrowdCurity @ CrowdCurity
@ This week, meet @amohitguptal, our CrowdCurity Tester of the
Week: jmp/Mz8IiTIN #bugbounty pic_twitter com/U1 PxXVLEJ1X
- 3 K ==

Cretails
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Synack Details @SREsckuBgf.Tecvl

TARGETS:

VY Synack
V Synqc Synack is not a managed bug bounty provider.

Synack is focused on application vulnerabilities

Founded: January 2013 across web and mobile, along with host-based
Located: San Francisco, CA network infrastructure.
BOUNTIES: RESEARCHERS:
Only runs paid engagements with Unknown number of researchers and how
customers and does not offer unpaid many unique paid USD
programs.
Approximately 40% of Synack researchers are
Unknown number of clients US-based, with the remaining spread across 21
countries around the world., spanning 6
continents.
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Synack Sign-up Process

Thank yvou for yvour interest in becoming a Synack Red Team Researcher. We pay our

researchers per vulnerability found. To promote the highest gusality testing standards and
stability of the platform, Synack's researchers are accepted on an invite only basis.

As

1.
2.
3

an experienced security researcher, yvou are eligible to join the platform in three ways:

Receive an invite directhy from Synack

Receive an inwvite from another memiboer of Synack (these are wvery limited)
Request an invite by fillimg out this spplication

esearcher Application
Mame Sirst & Lost Nome =]
Email oL Era
“ears of 3
Experience
Country United States
Howw did wou hear E.g. o friend onfine, etc
about us
5
Red Team yvou're LlWeb Apps

iNnterested in
I Mobile Apps

] Host Infrastructure
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Synack Sign-up Process

& ol =
AN alaltVAEE L T \ T _‘__,.-*—h-f—h.f—h-.f—\,r Y T
APPIY 1O DE g oYNalCK RESEd c

Thank you for your interest in becoming a synack Red Team Researcher. We pay our

researchers per vulnerability found. To promote the highest guality testing standards and
stability of the platform, Synack’s researchers are accepted on an invite only basis.

As an experienced security researcher, you are eligible to join the platform in three ways:

1. Receive an invite directly from Synack

2. Receive an invite from another member of Synack (these are very limited)
3. Request an invite by filing out this application

"
—_—

([

coarchoar || =lifela

Questions™? Contact Us

NOT JUST SECURITY, THE RIGHT SECURITY



Synack Details @SREsckuBgf.Tecvl

* Number of payouts: Unknown

* Average Bounty Amount: Unknown
- Bounties scale, given the severity and impact, and are
normalized across customer base.
- Most payouts range from $100 to $5,000 (no upper limit)

e Largest single payout: Unknown
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Crowd-Sourced Bounties — Pointers @RiskBased

SECURITY

* Due to risk of duplicates, speed is more of a
factor than other types of bug bounties to
ensure decent ROI.

* Many provide a heads-up on when a new
bounty starts — be ready to begin ASAP.

* When finding a vulnerability, quickly create a
PoC, a short write-up, and then report it
immediately. Don’t wait or you end up with
kudos instead of cool cash!
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Brokers —

Better Approach?



Brokers - SSD @SRLsckuBgf.Tecvl

TARGETS:

- E’JQgs
Secur’team Our purchasing program isn't focused on

specific vulnerabilities or vendors, rather on
the interest of the find.

Founded: 2010 (Beyond Security)
Located: Cupertino, CA

BOUNTIES: RESEARCHERS:

"SecuriTeam Secure Disclosure" is a Unknown number of researchers
researcher-oriented program where

security researchers can get paid for We have researchers from all continents
vulnerabilities they discover, according except Africa., with most of them are from the
to the severity/interest of the specific US and Europe.

vulnerability.

Unknown unique researchers paid USD
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Brokers - SSD @SREsckuBgf.Tecvl

Securiteam™

 Over 100 bounties paid in the last year
* Average Bounty Amount: $5,000 to $100,000
 Largest single payout: Above $1,000,000
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Bug Bounties —
Is it WWorth Your Time?



2efore | fled rom Secunia, | was
toying with the idea off going full-
e bug bounty hunter and move
to Thaillamnds,

Belore starting out, do a reality
check anad ask yourseli the
following three questionS...
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Reality Check Before Starting Out

How much money would
| need per month to stay
afloat?
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Location Matters - Pentester Average Annual Salaries @SRLSC"P&?E‘J

$100,000 -/
$90,000 -/
$80,000 -
$70,000 -
$60,000 -
$50,000 -
$40,000 -
$30,000 -
$20,000 -
$10,000 -

SO

E~—
E_ 4
*All amounts in USD
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W hat does the comlbination
@i products, vulnerability
types, and numibers look like
to malke that happend
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Reality Check Before Starting Out @EL%"PE?E‘J

Flow much time would [
have to Invest on average
DEr Weelk to meet that
gozllf
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Reality Check Before Starting Out

* Those questions let you conclude if
bug bounty hunting is the right
career path for you - or if it should
just be a hobby on the side.

* If not forming some plan from the
beginning, the chances of it working
out in the long run is limited.

NOT JUST SECURITY, THE RIGHT SECURITY



Due Diligence Before Putting in Work

Figure out the reward types and
sizes before investing a lot of
time and effort

Would suck to end up with a
USD 12.50 voucher!
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Bug Bounties —
What Is To Come?



Software Is Still Awful @SREsckuBgf.Tecvl

Vulnerabilities in OSVDEB by Quarter by Type
D448

2040

1632

B iss
B SOL Injection

B CSRF
1224 :
[ File Inclusion
[ Dot
A6 [ Overflow
LL:.'\'.
:_:_ —
234123 412341234123 412341234123 412

2006 2007 2008 2009 2010 2011 2012 2013 2014
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Bug Bounties Have Rules & More To Come!

* Rules/requirements may not be as clear as they
"should be”

— What is considered a valid submission
— Restrictions/limitations

— How are duplicate reports handled

— How should it be reported

— What information should be included

— What is the expected response time

* Very clear rules of engagement

— Testing live sites and production customer profiles
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Legal Threats — They Still Happen!

* Cisco vs Mike Lynn (2005)

NOT JUST SECURITY,

00 | — Mike Lynn/ | Cisco router
2 155 ulnerabilites Resigned from I9 before settlement,gave BH presentation, future disclosure injunction agreed on
appe 0d3 ANC 0 ale OME $
When | Company making threat Researchers | Research Topic Resolution,Status
2014 KristianErk | Security flaws in
Covered California Hermansenand | Covered California : g o
01-15 Vit Plessel | webssite Viden taken down from Youtube and the researchers were visited by the FBI and asked to stop discussing the issues.,
2014- : - Security flaws in PTV
01-08 Public TransportVictoria Jshua Rogers website Company referred incident to Victoria Police
2015 [nsecure Data Storage
1016 ZippyYum DanielWood |ini0S Subway ordering | Researcher says no NDA was signed and has retained an attorney to handle any potential legal action [Mailing List
app Thread]
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Bounty vs Extortion ijj RiskBased

12 Teen Arrested for 30+ Swattings, Bomb Threats
BFiElSS =S EMm

A 16-vear-old male from Ottawa, Canada has been arrested for allegedly malking at least
5o fraudulent calls to emergency services across North America over the past few months.
The false alarms — fwo of which targeted this reporter — involved calling in phony bomb
threats and multiple attempts at “swatting™ — a hoax in which the perpetrator spoofs a call
about a hostage situation or other violent crime in progress in the hopes of tricking police into
responding at a particular address with deadly force.

Omn MMarch g, a user on Twitter named . PrababiOnion

BN O RS T OE T VST R eEnle raeoh SO 0l Sy el e Seean
@ ProbablyOnion (possibly NSFW) started o ey =sies

Wi DOy TR

sending me rude and annoyving messages. - ——

briankrebs: hag? Shil. and Ca7 God damn Eretes, | Toughl pou sens better
A month later (and sewveral weelis after
blocking him on Twitter), I received a phone - e S merees .l g L A1
call from the local police department. It was T T B ek
early in the morning on Apr. 1o, and the Srananyonion

B - S oriankrets Sooed momineg | st dEsaic el O SWan DET B WO FeoUsE, ey
ERENT Ewan CE pOea e S NaFsEna

cops wanted to know if evervthing was okaw
at our address.

Since this was not the first time someone had called in a fake hostage situation at myv home, the
call I received came from the police department’s non-emergency number, and they were
unsurprised when I told them that the Krebs manor and all of its inhabitants were just fine.

Minutes after myv local police department received that fake notification, & ProbablyOnion
was bragging on Twitter about swatting me, including me on his public messages: “You have 5
hostages? And vou will kill 1 hostage everyv 6 times and the police have 25 minutes to get vou
Si1o0o0ok in clear plastic.” Another message read: “Good morning! Just dispatched a swat team to
vour house, they didn’t even call vonu this time, hahaha. ™
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Attitude Adjustment (Researchers) @EL%"PE?E‘J

o Stop feeling entitled to compensation =
instead appreciate it

o Volunteering to audit a product /
welbsite doesn’t entitle you to anything
rom that uncommissioned wWorlks

o Testing a live welbsite without
permission or not following the vendor
pounty’s rules of engagenment =
notential legal issues!
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Impact of Google Project Zero @ELSC"PE?F

o New initiative by Google. “Dream teamnn”™
of researchers to hunt for and weead out
bugs is popular serftware.

o While ne impact to welb bug bounty
hunters, it may affect software boumnty
nunters.

o Wihat happens when popular software is
exposed to bad ass researchers and an
immense cluster off fuzzing power!
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Impact of Google Project Zero

u the grugq £ +& Follow

Anyone started mapping where Project
Zero is finding bugs so they can avoid the
targeted environment and techniques?

4 Rep T Retweet Favorite s=s= More

s 5 o Ny {¥ 2 Follow
6 5 ﬁﬂ@' E antyber

407 AM 17 Jul 2014 | guess the hot new fuzzing technique is to
be where Google isn't

. Reply £3 Retweet W% Favorite ees |

L=

S FISET 1 PN

Reply to @rantyben

Zach Riggle @ebeip20 - Jan 1C
prantyben @cryptDad Yeah, pretty unlikely for most to out-hire Google

(@j00ru, @gynvael) or out-pace/out-spend their fuzz farm
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Future of Bug Bounties @EL%"PE?E‘J

* More and more companies jump on
board!

 Karma and kudos points become
irrelevant

* Researchers will follow the money!

— They work with whoever pays the most
including grey/black markets

* Fad has potential to wear off

— While bounties will continue to exist, companies
spend more resources on SDL processes
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Thank you!

from several individuals and cong

('
* We want to thank the f%llowing!

Brian Martin -
Katie Mo -
Marisa Fagan -
BugCrowd -

@RiskBased
SECURITY

HP / ZDI
CrowdCurity

HackerOne |
SecuriTea 1
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Discussion!



Screw Being A Pentester -

When | Grow Up | WantTo Be A
Bug Bounty Hunter

Jake Kouns
@jkouns

Chief Information Security Officer (CISO)
Risk Based Security

Carsten Eiram
@CarstenEiram

Chief Research Officer (CRO)
Risk Based Security



