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Risk Based Security 

 

Community offerings: 

Commercial offerings: 



Information Security: 
Career Decisions 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

IT Security Career Choices! 
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IT Security Career Choices – Blue vs. Red! 
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IT Security Career Choices – Red Team! 
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Pentester – Good Things About Red Teams 
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Red Teams = Pentester 
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Pentester -  Painful At Times? 
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Pentester -  Painful At Times? 

Also the option of becoming an 
independent pentester! 

 
Don’t have to work for ”the man”, but 

work time breakdown is roughly: 
 

– 1/3 actual pentesting (fun) 
– 1/3 administrative tasks and documentation 
– 1/3 being a sales weazel (finding clients!) 
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Is There A Better Career Choice? 
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Bounty Hunters 
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Bounty Hunters 

 



Quick Overview To Set 
The Bug Bounty Stage 
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Research Motivation – Old Skool 
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Research Motivation – Old Skool 

Reporting vulnerabilities to vendors 
back in the day (and sometimes 
today) was often a hassle! 
 
Researchers would  
instead find alternatives... 
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Research Motivation – Old Skool 
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Research Motivation – Old Skool 
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Some Early Bounties 

• Some vendors / security companies             
realize that rewarding discoveries is                 
an incentive for researchers to report              
their findings. 

 

• August 2002, iDefense creates VCP      
(Vulnerability Coordination Program) 
 

• August 2004, Mozilla creates their                 
bug bounty program, paying USD 500             
for critical bugs 
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First Bounty? 
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First Bounty? 
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Netscape – October 1995 

• Netscape actually launched the Netscape Bugs 
Bounty back in October 1995 to improve the 
security of their products. 

 
• Interestingly, their approach was to offer cash 

for vulnerabilities reported in the latest beta 
– Wanted to incentive researchers to help secure it 

before going into stable release 
– Not unlike part of Microsoft’s bounty program 

today. 
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Full Disclosure 

• 2000 - 2008 disclosure was a huge battle 
ground between vendors and researchers 

• Researchers still had problems getting 
vendors to respond... 

• Perception (true or not) was that vendors 
only fixed bugs when dropped 

• Researchers were hardcore Full 
Disclosure the ”right” way 
– Importance placed on getting bugs fixed / improving 

security 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Pwn2Own – A Bug Bounty Contest 

• Created in 2007 for CanSecWest 
– Chance to win x2 Macbook Pro and USD $10k from 

ZDI 
 

• Big money on the line in 2010 
– Total cash prize pool of USD $100,000 
 

• Competition brings lots of PR and growing cash 
incentives 
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No More Free Bugs 

• In March 2009 at CanSecWest, researchers 
announce their new philosophy: ”No More 
Free Bugs”. 

 

• It’s not really clear how much effect this had 
 

• At least sparked a debate about the issue, and 
made (some) researchers’ expectations of 
monetary compensation more publicly known. 
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Type Of Bugs Bounties & Awards 

• Company run bug bounties 
• 3rd party bug bounties 

– ZDI 
– iDefense VCP 

• Competitions 
– pwn2own 

• Crowd-sourced programs 
– Bugcrowd 
– HackerOne 
– CrowdCurity 
– Synack 
– More!? 

• Cash 
• Prizes  

– Tshirt 
– Mug 
– Conferences 

• Fame and glory 
• Appreciation 

 



Company Run 
Bug Bounties 
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• Bounties that are run by the company owning 
the website or software. 
 
 
 
 

• In almost all cases, reporting and coordination 
is directly with the company and not through 
intermediaries. 

- Facebook 

- Yahoo! 

- Paypal 

- AT&T 

- Google 

- Mozilla 

- cPanel 

- Microsoft 

Company Run Bug Bounties 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

• The number of bug bounty programs continues 
to grow! 
 

• We maintain a list of bounty programs for our 
research: 
–  ~300 documented programs 
– ~260 have some type of reward 
– ~165 provide recognition with a hall of fame 
– ~75 have some type of monetary reward 
 

• BugCrowd has a nice crowd sourced public list:  
– https://bugcrowd.com/list-of-bug-bounty-programs 
 

 

Company Run Bug Bounties 
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Company Run Bug Bounties - Google 

• Google started providing bounties in 2010 
 

• Continues to be one of the more serious 
vendor bounties 
– Big reason bounties took off (Pwnium 4 

announced USD 2.7M in prizes) 
– In Aug 2013 Google had paid out >$2 million in 

rewards for >2,000 valid reports 
– Offer bounties for other software 
 

• They also continue to push for bugs getting 
fixed and disclosed in a timely manner. 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

Company Run Bug Bounties - Facebook 

This program rewards high quality 

security research from the community 

that helps make Facebook more secure.  

TARGETS: 
 

Anything that could compromise the integrity 

of people's data, circumvent the privacy 

protections of people's data, or enable access 

to a system within our infrastructure is fair 

game. 

 

 

 

BOUNTIES: 
 

Program Founded:  July 2011 

 

Over 1,500 bounties have been paid 

out. 

 

RESEARCHERS: 
 

600+ unique researchers paid USD 

 

Paid researchers in 79 countries. The top 

countries by number of researchers are India 

(147), USA (109), and UK (30). 
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Company Run Bug Bounties - Facebook 

• Average Bounty Amount:  In the low thousands 

 

• $500 is our minimum, and don’t  have maximum set.  

 

• Largest bounty was $33,500. You can read more about that payout 

here: 

https://www.facebook.com/BugBounty/posts/778897822124446. 

 

• More details: https://www.facebook.com/whitehat  
 

https://www.facebook.com/BugBounty/posts/778897822124446
https://www.facebook.com/BugBounty/posts/778897822124446
https://www.facebook.com/whitehat
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Facebook $1.5M In 2013 
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Hold Outs 



Third Party Bounties 
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• Bounties that are run by the other companies 
that do not own the software. 
– Typically is not for site specific or websites. 

• They use the information to share with their 
customers or include in their own security 
products. 

• In almost all cases, reporting and coordination 
is directly with the company running the 
bounties and not with the software vendor. 

Third Party Bug Bounties 
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Third-party Bug Bounty Providers - ZDI 

Founded:  August 15, 2005 (10th year!) 

Located:  Austin, TX 

 

 

 

TARGETS: 
 

The research is focused on critical 

vulnerabilities in programs widely used in 

global enterprises, critical infrastructure, and 

the general computing community. 

 

 

BOUNTIES: 
 

While the Zero Day Initiative does 

offer a bug bounty, and is, as such, a 

“bug  bounty  program,”  the  focus  of  
our program is to foster an extended 

security research organization focused 

on responsible disclosure of 

vulnerabilities to and with vendors. 

 

RESEARCHERS: 
 

There are 3,000+ independent researchers 

registered to contribute to the ZDI.  

 

Nearly 100 countries. US, UK, India, Germany, 

and France are the top 5 countries. 

 

Unknown unique researchers paid USD 
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ZDI 

• Number of bounties paid posted online (1,715 by July 18th 2014): 

- http://www.zerodayinitiative.com/advisories/published/ 
 

• Average Bounty Amount: Unknown 
 

• The ZDI has paid bounties ranging from three figures to six figures 

for vulnerabilities/exploits in the past. 
 

• Extra  monetary  rewards  etc.  for  ”return  business”. 

http://www.zerodayinitiative.com/advisories/published/
http://www.zerodayinitiative.com/advisories/published/
http://www.zerodayinitiative.com/advisories/published/
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Third Company Providers – iDefense 
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Third-party Bug Bounty Providers - EIP 

Founded:  June 2012 

Located:  Austin, TX 

 

 

 

TARGETS: 
 

Critical and actually exploitable vulnerabilities 

in most major/widely deployed software. 

 

BOUNTIES: 
 

Unknown. They do not disclose such 

information about their program. 

RESEARCHERS: 
 

Unknown. They do not disclose such 

information about their program. 
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Third-party Bug Bounty Providers - EIP 

• Information about the program is available at: 

• https://www.exodusintel.com/eip 
 

• “We  intend  to  ensure  our  offers  are  more  than  competitive  when  
compared to other such programs. “ 

 

• Yearly bonuses with top 4 researchers being awarded $20,000 USD 

each as well as invitations to collaborative hacking events. 

https://www.exodusintel.com/eip
https://www.exodusintel.com/eip
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Third Company Providers – Pointers   

• Make sure you’re clear on what software they 
are likely to accept. 

 

• Split each vulnerability (root cause – not attack 
vector) into a separate report.  

 

• Include as many confirmed (no guesswork) 
details about the vulnerability as possible. 

 

• Provide trimmed down PoCs and/or exploits. 
 

• Clearly list tested software and versions as well 
as where to obtains trials etc. 



Crowd-sourced 
Bounties 
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Crowd-Sourced Bounties  

• Companies sign up with the service and they 
offer bounties through their platform 

 

• Bounties are opened up to all researchers 
registered on the service’s platform 

 

• Validation of bug submission and bounty 
payments handled via the service 

 

• Starting to see a blur between traditional bug 
bounties and pentesting / red team testing 
– Remove the sales aspect if you want to do 

independent pentesting 
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Bugcrowd Details 

Founded: September 2012 

Located: San Francisco, CA 

 

 

 

TARGETS: 
 

Web, mobile, client-side and embedded (IoT) 

applications. 

 

Also introduced Flex, which is a crowd-sourced 

penetration test. 

 

 

BOUNTIES: 
 

23 public are currently active, and a 

number of private programs.  

 

170 programs to various stages have 

been run. 

 

57  companies  since  Oct  ‘13.   
 

 

RESEARCHERS: 
 

Over 10,000 researchers have signed up. 

 

Researchers from around the world. 

 

231 unique researchers paid USD 
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BugCrowd Sign-up Process 
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Bugcrowd Details 

• 1,062 bugs since November 2012 

• Average Bounty Amount: USD $241 

• Pay out primarily through PayPal, with rare exceptions made 

where with Western Union, wire transfer, and bitcoins. 

• Average time to process a submission (from submit to paid) is 

2-6 weeks 

• Largest single payout was USD $13,500. 
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Bounty Hunter Details 
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Bugcrowd – Leaderboard & Kudos 
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Bugcrowd – Money vs. Kudos 
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HackerOne Details 

Founded: September 2013 

Located: San Francisco, CA 

 

 

 

TARGETS: 
 

The bounties run by individual response teams 

can be focused on whatever software target 

the response team wants to be tested.  

BOUNTIES: 
 

• 63 security teams currently run a 

public program on the HackerOne 

platform 

• Many other teams currently 

running with a private soft launch 

program 

RESEARCHERS: 
 

Thousands of researchers have registered and 

over 800 researchers have submitted a valid 

finding leading to a bounty or recognition on a 

Hall of Fame. 

 

Unknown  # unique researchers paid USD 
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HackerOne Sign-up Process 
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HackerOne Details 

• 1,347 bugs have been paid. 

• Average Bounty Amount: $677.67 

• Largest single payout was $15,000. 

• Multiple $15,000 bounties have been awarded through the 

platform.  

• One of these was the Internet Bug Bounty's $15,000 

heartbleed reward, donated to charity by Neel Mehta.  

• Other $15,000 bounties were from Yahoo. 
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HackerOne – Internet Bug Bounty 
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HackerOne – Internet Bug Bounty 
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HackerOne – Internet Bug Bounty 
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CrowdCurity Details 

Founded: July 2013 

Located: San Francisco, CA 

 

 

 

TARGETS: 
 

Web application security, with a focus on 

bitcoin. 

 

 

 

 

 

BOUNTIES: 
 

45 are currently active 

 

90 programs have been run all time. 

 

50 - 100 companies have used the 

platform.  

 

 

RESEARCHERS: 
 

1,300 researchers have signed up with 300 – 400 

being active. 

 

Researchers from India, European countries (UK, 

Germany, Sweden), Malaysia, US. 

 

~100 unique researchers paid USD 



N O T   J U S T   S E C U R I T Y  ,    T H E   R I G H T   S E C U R I T Y  

CrowdCurity – Sign-up Process  
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CrowdCurity Details 

• ~800 bugs have been paid 
 

• Average Bounty Amount: $150 

- Standard package is $50, $300, $1,000 (low, medium, high) 

- Super package is $100, $500, $2,000 (low, medium, high) 
 

• Largest single payout was $1,500. 
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CrowdCurity – Hall of Fame   
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CrowdCurity – Tester of the Week 
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Synack Details 

Founded: January 2013 

Located: San Francisco, CA 

 

 

 

TARGETS: 
 

Synack is not a managed bug bounty provider. 

 

Synack is focused on application vulnerabilities 

across web and mobile, along with host-based 

network infrastructure. 

 

 

 

BOUNTIES: 
 

Only runs paid engagements with 

customers and does not offer unpaid 

programs. 

 

Unknown number of clients 

 

RESEARCHERS: 
 

Unknown number of researchers and how 

many unique paid USD 

 

Approximately 40% of Synack researchers are 

US-based, with the remaining spread across 21 

countries around the world, spanning 6 

continents. 
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Synack Sign-up Process 
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Synack Sign-up Process 
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Synack Details 

• Number of payouts: Unknown 
 

• Average Bounty Amount: Unknown 

- Bounties scale, given the severity and impact, and are 

normalized across customer base.  

- Most payouts range from USD $100 to $5,000 (no upper limit) 
 

• Largest single payout: Unknown 
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Crowd-Sourced Bounties – Pointers 

• Due to risk of duplicates, speed is more of a 
factor than other types of bug bounties to 
ensure decent ROI. 
 

• Many provide a heads-up on when a new 
bounty starts – be ready to begin ASAP. 
 

• When finding a vulnerability, quickly create a 
PoC, a short write-up, and then report it 
immediately.  
– Don’t wait or you end up with kudos instead of 

cool cash! 



Brokers –  
Better Approach? 
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• Researchers who find vulnerabilities,  work with a 
broker to find the best market and price to sell 
the information. 

• Could be a number of avenues, including Gray and 
Black Markets. 

• Generally thought to be the way to get the most 
money possible for your research. 

• In almost all cases, reporting and coordination is 
directly with the broker only who handles the 
who transaction. 

• Details of the vulnerabilty are never to be 
published. 

Bug Brokers 
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Brokers - SSD 

Founded:  2010 (Beyond Security) 

Located:  Cupertino, CA 

 

 

 

TARGETS: 
 

Purchasing program isn't focused on specific 

vulnerabilities or vendors, rather on things of 

interest. 

 

 

 

 

BOUNTIES: 
 

"SecuriTeam Secure Disclosure" is a 

researcher-oriented program where 

security researchers can get paid for 

vulnerabilities they discover, according 

to the severity/interest of the specific 

vulnerability.  

RESEARCHERS: 
 

Unknown number of researchers 

 

We have researchers from all continents 

except Africa., with most of them are from the 

US and Europe. 

 

Unknown unique researchers paid USD 
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Brokers - SSD 

• Over 100  bounties paid in the last year 
 

• Average Bounty Amount: USD $5,000 to $100,000 
 

• Largest single payout: Above USD $1,000,000 
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Secunia SVCRP 
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the grugq 



Bug Bounties –  
Is It Worth Your Time? 
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Reality Check Before Starting Out 
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Reality Check Before Starting Out 
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Location Matters - Pentester Average Annual Salaries 

*All amounts in USD 
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Reality Check Before Starting Out 
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Due Diligence Before Putting in Work 
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Reality Check Before Starting Out 
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Reality Check Before Starting Out 



Bug Bounties –  
What Is To Come? 
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Software Is Still Awful 
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Bug Bounties Have Rules & More To Come! 

• Rules/requirements may not be as clear as they 
”should be”  
– What is considered a valid submission 
– Restrictions/limitations 
– How are duplicate reports handled 
– How should it be reported 
– What information should be included 
– What is the expected response time 
 

• Very clear rules of engagement 
– Testing live sites and production customer profiles 
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Legal Threats – They Still Happen! 

Source: http://attrition.org/errata/legal_threats/ 

• Cisco vs Mike Lynn (2005) 

� Still happens today... And unfortunately with some success! 
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Bounty vs Extortion 
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Attitude Adjustment (Researchers)  
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Impact of Google Project Zero 
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Impact of Google Project Zero 
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- Brian Martin 

- Katie Mo / HackerOne 

- Nate Jones / Facebook 

- HP / ZDI 

 

 

 

 

- CrowdCurity 

- SecuriTeam 

- Marisa & Casey / BugCrowd 

- Bug Bounty Hunters!  

 

Thank you! 



Discussion! 



Screw Being A Pentester - 
When I Grow Up I Want To Be A 

Bug Bounty Hunter 

Jake Kouns  

@jkouns 

Chief Information Security Officer (CISO) 

Risk Based Security 

 

Carsten Eiram 

@CarstenEiram 

Chief Research Officer (CRO)  

Risk Based Security 

 


