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They’re Already Watching




Federal Highway Administration

John Shaw, Wisconsin DOT, 2013



Installing Bluetooth Detectors



Form Factors

Federal Highway Administration, 2013



Seattle Experiments



Why Bluetooth?




Bluetooth vs. Loops, Radar, ALPR, and Pilot Cars

® More data

& Loops gather volume only

& Radar gathers volume and speed

& Bluetooth provides volume, speed, and route choice
® Inexpensive

& $2000-5000 per detector

& Cellular modem & solar power with battery back-up or PoE
©® Limitations

& 3-6% sample rate, plus trucks oversampled

& Sensitive to site characteristics & antenna placement

® Fewer privacy concerns?



Information Leakage

® Frequency-hopping pattern derived from MAC address

Non-Significant Address Part (NAP) | Upper Address Part (UAP) | Lower Address Part (LAP)
00:00 09 4E:22:19

Manufacturer-assigned, irrelevant Can be derived from traffic  Sent in every packet

& Any device can send an inquiry from the GIAC anonymous address, 9E:8B:33:16
& Devices set Discoverable will respond from their MAC, revealing LAP

® Any device that knows your MAC can initiate a connection
& Connection attempts always get device name, class, service list, and clock offset

& Can also sniff traffic with UAP+LAP, but it’s encrypted



Scanning Bluetooth

¢ Inquiry-based tracking
& Scanner just spams Bluetooth inquiries
& Gets all discoverable stations in range every 10.48 seconds
¢ Connection-based tracking
& Scanner keeps paging for ACL and L2CAP connections
& Works without discoverability, but only for known LAPs
& Passive sniffing
& Scanner sweeps the Bluetooth frequency range and gathers sampled packets
© Works without discoverability, provides only LAP, can’t sniff data

& Requires nonstandard hardware, not OTS Bluetooth transceivers



Seattle Deployment

University of Washington STAR Lab



Privacy Concerns?







Washington State Transportation Center, 2011



No Privacy Concerns




Canadian Border Deployment

University of Washington STAR Lab



Privacy Mitigations

® Capturing LAP only
& No central registry of Bluetooth MACs to devices or purchasers
& LAP is 24 bits, not globally unique
® Anonymizing LAP
& Needs to remain unique
& Hash before storing; salted hash is possible
¢ Limited Retention
& UW STAR Lab experiment limited to 60 minutes

& Commercial readers often limit to 20 minutes



LAP only?

® Remember this slide?

LAP does not permit manufacturer
identification; UAP is captured

® Not globally unique?

1in 24,048,576 is pretty unique in most
metro areas.

Have two or more devices in your car?



Anonymizing LAP?

® There are 8x10°%” ways to shuffle a deck of cards, which is about 225 bits of entropy

& If you do it by calling rand(), there’s only 4x10° ways to shuffle a deck of cards, 32 bits of
entropy.

® Taking 256-bit salted hashes of a 24-bit LAP is useless.



Edward Snowden by way of the Washington Post



Making our Own




Bluetooth Scanning for Fun and Profit

® Bluetooth transceivers can send and receive, but only beacons or when paired
& Class 1: 100 mW, 100m range
& Class 2: 2.5 mW, 10m range
& Class 3: 1 mW, 1m range
& Commercial Bluetooth "sniffers" can grab all channels for the low price of $10,000
& Receive-only, no transmission

& Still single- or dual-antenna "sweep," not true all-channel receive






PC-Based Bluetooth Scanner

¢ Linux required, no Windows Ubertooth drivers exist

& Can use a Linux VM

& Need WinUSB driver associated with Ubertooth to pass it through to the VM
® Equipment:

¢ 0ld ThinkPad in the garage, or a VirtualBox VM, SO

& Ubuntu 12.04.4 LTS 64-bit Desktop, SO

¢ Ubertooth One, $119 or build your own

¢© GlobalSat ND-100S USB GPS Dongle, S37

¢© Azio BTD-V201 USB Micro Bluetooth Adapter, Class 1, V2.1 + EDR, $S16



http://www.ubuntu.com/download/alternative-downloads
https://www.sparkfun.com/products/10573
http://www.amazon.com/gp/product/B003WNHGAO/ref=oh_details_o08_s00_i00?ie=UTF8&psc=1
http://www.amazon.com/gp/product/B003765X38/ref=oh_details_o09_s00_i00?ie=UTF8&psc=1

$ sudo

$ sudo

apt-get update; sudo apt-get upgrade
apt-get install 1libusb-1.0-0-dev 1libbluetooth-dev 1libusb-dev

Tibpcap-dev 1libpcap0.8-dev Tibcap-dev pkg-config Tibnl-dev Tlibncurses5-
dev Tibpcre3-dev gpsd gpsd-clients python-gps bluez python-pyside.qgtgui

$ wget
$ wget

R2.tar.

https://github.com/walac/pyusb/archive/1.0.0bl.tar.qz

https://github.com/greatscottgadgets/libbtbb/archive/2014-02-

az

$ wget

R2.tar.

https://github.com/greatscottgadgets/ubertooth/archive/2014-02-

az

$ wget

https://www.kismetwireless.net/code/kismet-2013-03-R1lb.tar.xz

Make and install all of that. Use the non-phyneutral plugin. See Ubertooth Wiki if you need help.

Rebootor $ sudo Tdconfig before running tools.


https://www.kismetwireless.net/code/kismet-2013-03-R1b.tar.xz
https://github.com/greatscottgadgets/ubertooth/wiki/Build-Guide

ARM-Based Bluetooth Scanner

& Raspberry Piis an inexpensive ($35) open-source hardware platform
© Based on ARM architecture, Runs on 5V USB power
& 2 USB ports, HDMI, audio, GPIO pins with SPI capability
® Equipment:
& Raspberry Pi, $40
Adafruit PiTFT minkit (optional), $35

34
¢ Adafruit Pibow enclosure (optional), $22
34

Gear from PC build: Ubertooth One, GlobalSat ND-100S USB GPS Dongle, Azio BTD-V201 USB Micro
Bluetooth Adapter, Class 1, V2.1 + EDR

& 5V 500 mA USB power source: car charger or Gorilla Gadgets External Battery Pack, $29

& Powered USB hub, with power


http://www.adafruit.com/products/998
http://www.adafruit.com/products/1601
http://www.adafruit.com/products/1723
https://www.sparkfun.com/products/10573
http://www.amazon.com/gp/product/B003WNHGAO/ref=oh_details_o08_s00_i00?ie=UTF8&psc=1
http://www.amazon.com/gp/product/B003765X38/ref=oh_details_o09_s00_i00?ie=UTF8&psc=1
http://gorillagadgets.com/collections/portable-battery-packs/products/gorilla-gadgets-uhuru-5600mah-external-portable-battery-pack-charger

Install latest Raspbian image. If using PiTFT, use Adafruit image instead. Configure locales, enable SSH.

$ sudo

$ sudo

rpi-update; sudo apt-get update; sudo apt-get upgrade
apt-get install 1libusb-1.0-0-dev 1libbluetooth-dev 1libusb-dev

Tibpcap-dev 1libpcap0.8-dev libcap-dev pkg-config Tibnl-dev Tlibncurses5-
dev Tibpcre3-dev gpsd gpsd-clients python-gps bluez python-pyside.qgtgui

$ wget
$ wget

R2.tar.

https://qgithub.com/walac/pyusb/archive/1.0.0bl.tar.qgz

https://qgithub.com/greatscottqgadgets/libbtbb/archive/2014-02-

az

$ wget

R2.tar.

https://github.com/greatscottgadgets/ubertooth/archive/2014-02-

az

$ wget

https://www.kismetwireless.net/code/kismet-2013-03-R1lb.tar.xz

Make and install all of that. Use the non-phyneutral plugin. See Ubertooth Wiki if you need help.

Reboot or sudo Tdconfig


http://www.raspberrypi.org/downloads/
http://adafruit-download.s3.amazonaws.com/2014-01-07-wheezy-raspbian-2014-03-12-fbtft-pitft.zip
https://www.kismetwireless.net/code/kismet-2013-03-R1b.tar.xz
https://github.com/greatscottgadgets/ubertooth/wiki/Build-Guide

$ sudo usermod -G kismet,plugdev -a pi

In ~/ubertooth/host/libubertooth, modify 40-ubertooth.rules to change "usb" to "plugdeVv'

$ sudo cp ~/ubertooth/host/1ibubertooth/40-ubertooth.rules
/etc/udev/rules.d

$ sudo adduser scanner

$ sudo usermod scanner -a -G
adm,dialout,video,plugdev,users,netdev,input,spi,gpio,kisme

Modify /etc/inittab:

-"1:2345:respawn:/sbin/getty --noclear 38400 ttyl"
+"1:2345:respawn:/bin/login -f scanner ttyl </dev/ttyl >/dev/ttyl 2>&1"



$ sudo dpkg-reconfigure -plow gpsd

Modify /etc/default/gpsd:

GPSD_OPTIONS="/dev/ttyusB0"
DEVICES=""

START_DAEMON="true"
SBAUTO="true"
GPSD_SOCKET="/var/run/gpsd.sock"

Run $ kismet -c ubertooth, enable ubertooth ui plugin and configure Ul
Modify .bashrc:

+"kismet -c ubertooth"



Issues

® Raspberry Pi power issues
& Pi USB ports provide only 140mA, not enough for Ubertooth & GPS

& Powered USB hub, modified to get power from USB, solves this problem

& Ubertooth + Kismet issues

© Works flawlessly on Ubuntu 12.04.4 LTS and Ubuntu 14.04
& Issue occurs on Raspbian (all versions) and Kali 1.0.7

¢ Known issue under investigation; thanks, Dominic Spill!



https://github.com/greatscottgadgets/ubertooth/issues/18

Scanning

& ubertooth-scan
& Performs an inquiry scan, as we suspect the DoT does
& Requires both Ubertooth One and a functioning Bluetooth transciever
& Takes 10.24 seconds to be sure of catching all devices

& Reports LAP only

® kismet -c ubertooth
& Performs passive monitoring on all frequencies
® Requires Ubertooth One only
& Continuous sweep, will miss things
& Reports LAP always, UAP with enough data
&

Bluetooth and GPS logging



Results




a1
92
93
94
a5
95
a7
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
114
117
118
119
120
121
122
123
124
125

Mo.

93105

93106
101423
101424
101428
101432
101433
101434
101435
101436
112180
112189
112190
112233
112237
112238
112240
112241
112243
112247
112248
112250
112251
112252
121637
121645
121646
121680
121681
162764
162769
162770
162735
162786
162801

Time LAP

7608.17 00:00:9e_Bb:33:16
7608.183 00:00:9e_8b:33:16
59435.235 00:00:9e_Bb:33:16

9435.63 00:00:9e_8hb:33:16
5442,925 00:00:9e_Bb:33:16
5444.304 00:00:9e_8b:33:16
5445,298 00:00:92_Bb:33:16
9445.507 00:00:9e_8hb:33:16
9445.712 00:00:9e_Bb:33:16
9445.732 00:00:59e_8b:33:16
12489.53 00:00:9e_8b:33:16

12490.1 00:00:9e_8h:33:16
12490.12 00:00:9e_8b:33:16

12491.9 00:00:9e_8b:33:16
12492.09 00:00:9e_8b:33:16
12492.11 00:00:9e_8b:33:16
12492.13 00:00:9e_8b:33:16
12492.16 00:00:9e_8b:33:16
12492.37 00:00:9e_8b:33:16

12492.5 00:00:59e_8h:33:16
12492.51 00:00:9e_8b:33:16
12492.69 00:00:9e_8b:33:16
12492.71 00:00:9e_8b:33:16
12492.72 00:00:9e_8b:33:16
12878.07 00:00:9e_8b:33:16
12873.44 00:00:9e_8b:33:16
12878.44 00:00:9e_8b:33:16
12880.18 00:00:9e_8b:33:16

12880.2 00:00:9e_8b:33:16
14996.63 00:00:9e_8b:33:16
14996.97 00:00:9e_8b:33:16
14996.98 00:00:9e_8b:33:16
145997.41 00:00:9e_8b:33:16
14997.43 00:00:9e_8b:33:16
14998.18 00:00:92 Bb:33:16

Lat

47.62956
47.62956
4776493
47.76498
4776493
47.76498
4776493
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
47.76438
47.76498
AT. 76498

Long

-122.159
-122.159
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076
-122.076



Inquiry Scan

Areas on Seattle area highways showing
recurrent inquiry activity

Transmissions from 9E:8B:33:16

Locations match expected spots for route
choice tracking, also DoT traffic cameras.

Notably absent: SR520 bridge, home of
known Bluetooth speed sensors.



349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
363
369
370
371
372
373
374
375
376
377
378

Mo.

38059
38233
103557
103575
101315
101336
41018
93514
93100
93104
142445
142564
139378
1393598
144421
144457
93745
94065
83903
84392
132331
132438
100869
100876
13422
13472
77444
77447
154326
154827

Time LAP

2829.617 00:00:00 14:f3:d4
2838.294 00:00:00_14:f3:d4
11877.86 00:00:00_14:fb:E5
11884.37 00:00:00_14:fb:85

9326.03 00:00:00_15:14:64
9346.077 00:00:00_15:14:64
3018.286 00:00:00 15:17:d4
7770.216 00:00:00 15:17:d4
7603.169 00:00:00 15:29:5e
7604.199 00:00:00 15:29:5e
13912.79 00:00:00_15:35:f2
13916.94 00:00:00_15:35:f2
137e4.26 00:00:00_15:41:43
13765.24 00:00:00_15:41:43
14001.56 00:00:00_15:48:91
14004.32 00:00:00_15:48:91
7808.423 00:00:00_15:4a:0c
7890.994 00:00:00_15:4a:0c

6473.47 00:00:00_15:4c:37
6500.418 00:00:00_15:4c:37
13446.47 00:00:00_15:5b:4f
13450.19 00:00:00_15:5b:4f
9154.798 00:00:00_15:6d:el
9156.076 00:00:00_15:6d:el
1443.293 00:00:00_15:6e:fb

1445.45 00:00:00 15:6e:fb
5975.281 00:00:00_15:9a:79

5975.64 00:00:00_15:9a:79
14564.65 00:00:00_15:9f:97
14564.66 00:00:00 15:9f:97

First

[ R e R e R R e R T R i R T e e R T e R R T e R e R D R e R

First Time

2829.6165829

11877.85807

9326.030026

3018.285857

7603.165205

13912.79191

13764.26078

14001.55717

F808.422599

6473.469534

13446.47122

9154.797508

1443.293386

5975.280565

14564.64593

Last

= QO = QO QD Q=D QO O = QO O = O

Last Time

2838.294278

11884.37097

9346.076569

J770.216487

7604.199325

13916.93554

13765.2432

14004.31746

7890.994015

6500.418111

13450.19227

9156.075585

1445.449543

5975.63%874

14564.65368

Spread(sec)

8.677443

B.5129

20.046543

4751.93063

1.03012

4.14733

0.98242

2.76029

82.571416

26.948577

3.72105

1.278077

2.156557

0.359303

0.00%7

1.219930731

47,7364
47.7876
47.6074
47.6074
47.6147
47.6142
47.8177
47.8182
47,7899
47.7901
47.5286
47.5290
47.5074
47.5075
47.5357
47.5359
47.8235
47.8321
47.7559
47.7556
474818
47.4821
47.6188
47.6188
47.6991
47.6988
47.6516
47.6516
47.6300
47.6300

-122.1972
-122.1995
-122.3333
-122.3333
-122.3377
-122.3376
-122.2388
-122,2395
-122.2043
-122.2046
-122.1976
-122.1977
-122.1978
-122.1578
-122.1953
-122.1952
-122.2506
-122.2631
-122.1655
-122.1655
-122.1986
-122.1983
-122.3344
-122.3344
-122.0932
-122.0933
-122.1870
-122.1870
-122.1663
-122.1663

0.8340
0.8341
0.8309
0.8309
0.8310
0.8310
0.8346
0.8346
0.8341
0.8341
0.8295
0.8295
0.8292
0.8292
0.8297
0.8297
0.8347
0.8348
0.8335
0.8335
0.8287
0.8287
0.8311
0.8311
0.8325
0.8325
0.8317
0.8317
0.8313
0.8313

-2.1327
-2.1328
-2.1351
-2.1351
-2.1352
-2.1352
-2.1335

S I=E BTNl | atitude Longitude Lat{rad) Long(rad) Hawvarsine Distance(km)

0.216

0.000

0.053

21335 [

-2.1329
-2.1329
-2.1328
-2.1328
-2.1328
-2.1328
-2.1327
-2.1327
-2.1337
-2.1335
-2.1322
-2.1322
-2.1328
-2.1328
-2.1351
-2.1351
-2.1309
-2.1305
-2.1326
-2.1326
-2.1322
-2.1322

0.026

0.047

0.0:09

0.020

1.338

0.032

0.045

0.000

0.033

0.000

0.000



Passive Sniffing

Multiple areas where an address was
found for <700M on each pass

Approximates the area covered by a Class
1 Bluetooth transceiver

Locations were a subset of inquiry scan
locations!

Notably absent: SR520 bridge, home of
known Bluetooth speed sensors



Countermeasures

& Turn off your phone!
& Harder to turn off the Bluetooth transceivers in your car

& Use Ubertooth to check your own signals

® Spoof other addresses

& Find addresses with kismet, ubertooth-scan, or hcitool-scan
® ubertooth-scan can find nondiscoverable master devices

¢ ubertooth-rx can find UAP given LAP
& Install bluesmash-tools (included in BackTrack and Kali)

& ./bdaddr -1 hci0 00:01:02:03:04:05

& Can duplicate multiple addresses with multiple transceivers



Questions?




