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Practical Aerial Hacking & 
Surveillance?
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https://www.eff.org/issues/surveillance-drones
https://www.eff.org/deeplinks/2012/01/drones-are-watching-you



@glennzwhttps://www.youtube.com/watch?v=BlVjdUkrSFY
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Overview

1. Aerial Platform

2. Ground control / automation

3. Hacking / surveilling payload

4. A methodology
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1. Aerial Platform

• Multi-rotor vs Fixed wing

• Flight controller

• Cameras

• GPS
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Wing vs Multi-rotor
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Flight Controller
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Cameras
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Cameras
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GPS
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Other considerations

• Battery

• ESC

• Motors  / propellers
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Form Factor Practicality

Barrier to entry
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2. Ground Control / Automation



@glennzw

http://www.qgroundcontrol.org/
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www.DroneDeploy.com
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3. Payload
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D.T.F
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It’s open source!

• In progress:

• GSM, iBeacon, SDR, ZigBee, ANT, NFC, 
RFID

• Other ideas:

• OpenCV, physical detection

https://github.com/sensepost/snoopy-ng
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4. Methodology

Vehicle PayloadAutonomy

Ground Control
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Use Cases
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Use Cases
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[Video Demo]
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Snoopy’s friends...
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Retail
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Military
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Text

http://dronesurvivalguide.org
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The good!
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Site launch!

http://www.sensepost.com/blog
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#SnoopySensor
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http://www.sensepost.com/blog
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Mana From Heaven: 
Improving the state of wireless 

rogue AP attacks

Saturday, 4pm, Penn & Teller
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glenn@sensepost.com
jobs@sensepost.com

http://research.sensepost.com/


