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Industry body formed to foster synergy among
stakeholders to promote advancement in DDoS
defense knowledge.

Independent academic R&D division of
Nexusguard building next generation DDoS
mitigation knowledge and collaborate with
defense community.
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AGENDA

= DDoS Relevance, Attack Categories, Detection & Mitigation

= Source Host Verification: Authentication Methods
= TCP SYN Auth

= HTTP Redirect Auth
= HTTP Cookie Auth
= JavaScript Auth

= CAPTCHA Auth

= PoC Tool
= TCP Traffic Model
= HTTP Traffic Model
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“Successfully Combating DDoS Attacks”, Aug 2012
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ATTACK CATEGORIES

BLENDING

Volumetric Semantic Blended
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MITIGATIONS

xxx Gbps+

Volume

xxx Mbps+

Simple Sophisticated
Complexity
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DETECTION

xxx Gbps

Volume

xxx Mbps+

Simple

Complexity

Sophisticated
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Version 1.0 Caveat:
* Only support IPv4.
Source IP not spoofable.
Limited CAPTCHA cracking capability.
Watermark embedded for easy detection.

~TCP Traffic Model

So IP: auto detect |
= e Number of connections: 10 l@
Target URL: | Connections interval (second): 5.0
Connection hold time before first request (second): 1.0
~Authentication Bypass
() HTTP Redirect Connection idle timeout after last request (second): 1.0
() HTTP Cookie (Header field:  Cookie ) -HTTP Traffic Model |
(] JavaScript Number of requests per connection: 10 @
() CAPTCHA Requests interval (second): 5.0
Reauth every (second): 300.0 | Custom header: | I

Disclaimer: This tool is purely for education and research purposes. NT-ISAC and Bloodspear Labs

4 1
is not responsible for any loss or damage arising from any use or misuse of this tool. ( R )
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WE DO IT AUTOMATICALLY

= Traffic Pattern simulation, e.g. Like traffic behind Proxy
= HI'TP Header Simulation
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TRAFTIC PATTERN SIMULATION

\AAJ
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HTTP HEADER SIMULATION

= HT'TP header will change during the attack
= For example, first HTTP request for HI'TP Header “Accept”

First Request Second Request
—

Accept: */* Accept: image/qgif, image/jpeg, imag,.....
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TCP OPTION EMPOWER

= TCP option against Detection

= Empower attack Power
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TCP OPTION AGRINST DETECTION
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SYN N
< SYN ACK
ACK N

Push ACK (HTTP Request e.g. GET, POST))

Full Control every
TCP State!!!!

P ACK

Push ACK

>

BLOODSPEAR NE. fUSGUARD ‘
LABORATORIES ™\, ( )



OLD-FASHIONED HTTP ATTACK

= OLD-FASHIONED GET Flood
S
SYN N
High CPU and
< SYN ACK constant no. of conns
But Still ALIVE!!!
ACK

Push ACK (HTTP GET)

ACK

Fin ACK

>

Conns closed...
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MORE HTTP ATTACK POWER

s Kill ‘EM ALL!!!!!!
<
SYN N
< SYN ACK
ACK N
Push ACK (HTTP Request) N
< ACK
Push ACK (HTTP Request) N
< A.CK

High Memory, High
CPU and no. of
conns increasing

HTTP 503
Service unavailable
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SOURCE HOST VERIFICATION

= TCP SYN Auth

= HTTP Redirect Auth
= HTTP Cookie Auth
= JavaScript Auth

= CAPTCHA Auth
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TCP SYN AUTH (TCP RESET)

Al

SYN

SYN ACK

ACK

RST

SYN

)

SYN ACK

ACK
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TCP SYN AUTH (TCP OUT-OF-SEQUENCE)
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Spoofed Src IP

HANDLE SYN FLOOD ATTACK

SYN

T,
NN

SYN ACK

RST (May be from Real host)
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EFFICIENCY HANDLE REAL USER

Handling a Real User access:

TCP REST TCP out of Seq
TCP Flag Total Length TCP Flag Total Length
SYN 60 SYN 60
SYN ACK 40 SYN ACK 40
ACK 40 RST 40
RST 40
Total 180 Bytes Total 140 Bytes

P.S. TCP SYN Packet size = Header length + Total Length
PxsomaremmsN oo (@




SYN BYPASS TCP OUT-0r-SEQUENCE
EASILY

T,
NN

SYN 5
S
SYN ACK s
< ~ 33% Attack
RST traffic
”| Bypassed

SYN . ‘/

Same Spoofed a real Host IP as Src IP
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REAL POWER OF SYN FLOOD

= The traditional SYN Flood is 40 bytes, missing TCP Option

= How to simulate a real SYN traffic:
= In IP layer: Randomize TTL

= In TCP layer: Randomize Window size, Correct Option added, e.qg.
Maximum Segment Size, etc.

48-60 bytes TCP SYN Flood attack is nightmare
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HTTP REDIRECT AUTH

= /nlmﬂ\
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KEY TO BYPASS HTTP REDIRECT

= HTTP / 1.1 302 Found\r\n
= Location: http: a.c.com\r\n
= Loop the script, until “HTTP / 1.1 200 ok”

NE. §USGUARD
BLOODSFEAR o NE% @




HTTP COOKIE AUTH
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KEY TO BYPASS COOKIE AUTH

= Set-Cookie: AuthCode=d8e; expires=Mon, 23-Dec-2019 23:50:00 GMT;

= If you saw this in third HTTP redirect request
Set-Cookie:AuthCode=deleted.;....... bad luck w—(?@‘-
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[X-Header

html

: foo=bar

BROWSE

z-DEPENDENT BEHAVIO

>
_ [X-Header: foo=bar]
< HTTP 302 redirto 5/ Zindex.html
[ X-Header : foo:bar%;ET /
[X-Header: foo=bar — _
GET [ zindex.html
R!
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KEY TO BYPASS HEADER TOKEN AUTH

= API, AJAX or XHR2 is used to deploy header token
= Not all browser compatibility those Techniques

= Existing Mitigation devices can not fully using those Techniques

= Simulation the Traffic Flow BYPASS it!!!!
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JAVASCRIPT AUTH
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/index. html
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KEY TO BYPASS |§ AUTH

= JavaScript is client-side-program
= Find the path “http://a.b.com/auth.js”’, download and analyze
it.
= Challenge to embedded JavaScript in Botnet, guys using:
= Simulate the traffic flow

= Client Deployment Model
= Server Deployment Model
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CLIENT DEPLOYMENT MODEL
Cmd: Attack!!! N m ATTACK!!!

>

\1
C&C Server Bot with IS Englne :“ _
Victim

Bot Wlth JS Engine
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SERVER DEPLOYMENT MODEL

Cmd: Attack!!! ATTACK!!!

////////////;;::/;; the ANS, plz-~

/rﬁmu\

Victim




CAPTCHAR AUTH

= /nlmﬂ\
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KEY TO BYPASS CAPTCHA AUTH

= JavaScript is client-side-program

= Find the path “http://a.b.com/auth.bmp”, download and
analyze it.

= Challenge to embedded CAPTCHA Engine in Botnet, guys
using:
= Simulate the traffic flow
= Client Deployment Model
= Server Deployment Model

DEFCON have FXXKING many CATPCHA engine!!!!
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SOURCE HOST VERIFICATION
SRS S S e

Non-Spoofed
S elP
HTTP
Compliant
Application
Real Brow
Real Human
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POC TOOL DESIGN

= 3 tries per authentication attempt (in practice more likely to
success)

= True TCP/IP behavior thru use of OS TCP/IP stack
= Auth cookies persist during subsequent dialogues

= JavaScript execution using embedded JS engine (lack of
complete DOM an obstacle to full emulation)
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[ I HTTP Redirect

[ HTTP Cookie (Header field:

("] JavaScript
[ | CAPTCHA

Reauth every (second): 300.0
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CBPTCHR PWNAGE

[ ilemalio P [=]E3)1.247 - Remote Deskt
<. Apache Log Viewer [_ O <]~
File Edt Reports Statistics Help

EER S sontsm -4 M ]

Source IP: | R 1 3 accessdog L |
e — Covecersrleents 50 || s P ST o
I~ HITP Redrect =101 x] g
[™ HITP Cookie (Header fieh  Stream Content ,F:i ‘1 : igg
i HET 7 RTTP/L.1 - =] et 200
| Host: NN . ¥ 2
" |kontent-Length: 0 fAL 20
onnection: Keep- Ahve
G LCIgTir.T O D
Connection: Keep-Alive - e v
9325
ACCept- Language en-us [TP/1.1
L 200 OK ¢

Accept-Encoding: gzip, deflate ae/iniomn)
Cookie: COLLPIC=wWMGK | 200 0k«
ACcept: */* gy

f3BOSCN HTY

User-Agent: Mozilla/S5.0 (Windows; [ 200 0c |

Gecko/20110803 Firefox/3.6.20 STE i
il L 200 OK (-

]Er\tne conversation (745 bytes) :J
Brd | savess | e | asan  EBCDIC " Hex Dump C Chirays & Raw
Help Filter Out This Stream I Close I
K| =T ] M~
© 17 [viware Accelerated AMD PCNet Adapter (Micros... [P... | Profile; Defoutt 4 J Y
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CAPTCHR BYPASS DESIGN

o & 0 Db

Converted to black-and-white for max contrast
3x3 median filter applied for denoising

Word segmentation

Boundary recognition

Pixel difference computed against character map

A

A

H[@®) -

W
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Number of connections:

Connections interval (second):

Connection hold time before first request (second): 1.0

Connection idle timeout after last request (second): 1.0
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Number of Connections

TCP TRAFFIC MODEL

Connection Hold Time Connection Idle Timeout
Before 1%t Request After Last Request

TCP Connection

TCP Connection
TCP Connection
Connections Connections
Interval Interval

NE. f{USGUARD
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Number of requests per connection: 10

Requests interval (second): 5.0

Custom header:
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HTTP TRAFFIC MODEL

TCP Connect1on

(9p]
§ 5 HTTP Connect1on
O
g5 . ]
= %— HTTP Connection
5O - ]
= = HTTP Connection
= - ]
N HTTP Connection
\ A\ J\ J
| | |
Requests Requests Requests
Interval Interval Interval
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SHOW TIME

Kill 'em All 1.0 N

B [=]E3}).247 - =10i x|
=. Apache Log Viewer =
File Edt Reports Statistics Help
B E B % Sotsot -4 13 E 2]
Source IP: [suto detect — | accesslog \;l‘
Target URL: | —. 11 ey ticarmichony | e Request [s.1_
- % ot il i T o0 I‘_‘i—-ug NG 00T GET THTTPAY 200
I e Redeeet
[ HTTP Cookie (Header fieh ~Stream Content
™ NavaSerint ET / HTTP/1.1
71! Capturing from YMwardill TII ax
[ s o Gonca | EOTTSTEILENON: 0,04
o oe e e ccept-Language: en-us

ccept-Encoding: gzip, deflate I
ookie: COLLPIC=wMGk

: wl-/i—
User-Agent: Mozilla/5.0 (windows; U; Windows NT 5.1; e
ecko/20110803 Firefox/3.6.20 GTB7.1 ( .NET CLR 3.5.3

HTTP/1.1 200 OK
: Mon, 13 Jul 2013 142

Fiter: |tcp.stream eq 2

L 200 OK
E7DVFBF HT1
L 200 OK
13BOSCN HT1
arset=IS0-8859-1 L 200 OK
LDIRE35 HT1
L 200 OK
TFGN26A HT1
1 200 OK (-
=
[Entlre conversation (745 bytes) ;I
Eind ] Save fis | Print I(‘ ASCII " EBCDIC " Hex Dump C Chamays ® Raw
Help Fikter Out This Stream | Close I
kS S =1 1] e
© ¥ vware Accelerated AMD PCNet Adapter (Micros... | P... | Profile: Default 4| | 127
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POC TOOL STRENGTHS

= True TCP/IP behavior (RST, resend, etc.) thru use of true OS
TCP/IP stack

= Believable HTTP headers (User-Agent strings, etc.)
= Embedded JavaScript engine

= CAPTCHA solving capability

= Randomized payload

= Tunable post-authentication traffic model




T0 THE BACKEND

= 44 Page views

44 regular traffic
o

B Regular Traffic @ Crawlersbots [ Threats Page views - Hits - Bandwidth

A A~ inf
wviore INio ...
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TESTING ENVIRONMENT

= Against Devices = Against Services

Measure
Attack

Measure
Attack
Traffic




MITIGATION BYPASS

Auth Bypass

Detection Arbor Peak-
Techniques flow SP TMS

Source Host
Verification

TCP SYN
Authentication

HTTP Redirect
Authentication

HTTP Cookie
Authentication

JavaScript (Not implemented)
Authentication in TMS)

CAPTCHA (Not implemented
Authentication in TMS)

Testing results under specific conditions,
valid as of Jul 13, 2013

NSFocus

Post-Auth

Detection " Arbor Peak- NSFocus
Techniques

Rate Measurement/ E*e<ine Enforce-

. ment, Traffic Shap-
Baseline Enforce- ing, P
ment Rate Limitings

Protocol Sanity & ‘
Behavior Checking e

Proactive
Resource Release

Big Data Analysis
Malicious Source iy GeolPFiter  (Notimplemented
Intelligence ; in ADS)

Protocol Pattern
Matching
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MITIGATION BYPASS (PROTECTION SERVICES)

Auth Bypass
Detection
Techniques

Source Host
Verification

TCP SYN
Authentication N/A

HTTP Redirect
Authentication

HTTP Cookie
Authentication

JavaScript
Authentication

CAPTCHA
Authentication

Testing results under specific conditions,

valid as of Jul 13, 2013

Cloudflare

IR

Akamai

N/A

N/A

N/A

N/A

N/A

Post-Auth

Detection
Techniques

Rate Measurement /
Baseline Enforce-
ment

Protocol Sanity &
Behavior Checking

Proactive
Resource Release

Big Data Analysis

Malicious Source
Intelligence

Protocol Pattern
Matching
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Cloudflare Akamai
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
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HASTA

LA VISTE

tony. miu@nexusguard.com

leng@bloodspear.org

http://www.bloodspear.org

CH;CK OUT NEW VERSION

HERE!!



