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Why talking 
about x86-64

Most exploits still uses 
x86

Because exploit writing 
has become more and 
more difficult since 2004, 
protections, no-
execution, 
randomization and 
other kinds of defenses 
are applied now.

X86-64 became a reality 2-3 
years ago and nowadays 
even mobile device are 
using it.

Bounty hunt? Quick 
release? Avoid some 
steps? Yeap. Even MS with 
his 8.1 and IE is doing it.



  

Say Hello() 
SysCalls

Everything start with 
hello world

A quick comparison of 32 
and 64 bit system calls.

With no exception an 
integer value 
representing the 
system_write call is 
placed in the first 
register, followed by its 
arguments, and when 
everything is their 
proper register s, the 
system is called and the 
message displayed.



  

Assembler 
differences

Opcodes, Quad words and 
relative addressing

New registers from r8 to 
r15 encoded using REX 
prefix.

To write 64bit 
instructions, use 'q' as a 
suffix (q for 'quad-
word'):

  movl $1,  %eax # 32-bit 
instruction
  movq $1,  %rax # 64-bit 
instruction



  

Wake up now 
comes 64 bits!

Stack – based buffer 
overflow

Let's compare how a 
simple vulnerable 
program written in C is 
translated to 32 and 64.

After that we will run it 
inside a debugger and 
control EIP by doing a 
typical overflow.



  

Demo!



  

Final thoughts

Exploit writing in x86-64

Windows and Linux exploits are 
generally harder to code than in 32 
bits platforms, including the facts 
that some heap sprays  are off the 
table. On top of that Linux ASLR is 
better than Windows ASLR.

Unfortunately it is quite possible 
there won't be such a thing as a 
simple exploit on x64.



  

Thanks!
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