AlS Exposed
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Automatic ldentification System

AlS, Automatic ldentification System

Tracking system for vessels

Ship-to-ship communication
From/to port authorities (VTS)

Some applications:
Maritime security (piracy)
Collision avoidance
Search and rescue

Accident investigation
Binary messages, e.g. Weather forecasting



Required Installation

Since 2002

Introduced to supplement existing safety
systems, e.g. traditional radars

Required on:

ANY International ship with gross tonnage of 300+
ALL passenger ships regardless of size

Estimated 400,000 installations
Expected over a million



Attacker




Data Exchange

AlS messages are exchanged in two forms:
Radio-frequency (VHF) — 162 £ 0.25 MHz




Online Providers

Collect and visualize

vessels information

Data upstream via:

Mobile Apps,
Software

Emalil
API

Radio-frequency
gateways deployed
regionally
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Example — Port of AMS

MarineTraffic.com

’ %51:12:1 25292691]{33; " Go to Area:
‘ " gz 3243, 004. 99??} N
S SSE o

Gamulalsuig




Example — RF Transponder

OpenCPN Chart Plotter + AIS Transponder




|dentified Threats

Grouped In two macro categories

1. Implementation-specific = Online Providers
[Software]
VS
2. Protocol-specific = AIS Transponders
[RF / VHF]




AlS Application Layer

AIVDM messages, e.g.:

Position reports

Static reports
Management (channel...)
Safety-related (SART)

NMEA sentences , as GPS

!AIVDM, 1,1, , 2, , 0*5C
TAG, FRAG_#, FRAG _ID, N/A, CHANNEL, PAYLOAD, PAD, CRC



AIVDM Encoder

$ ./AIVDM_Encoder.py --h
Usage: AIVDM_Encoder.py [options]

Use this tool to generate the binary payload of a NMEAO183 (attack) sentence.
Brought to you by embyte.

Options:
-h, --help show this help message and exit
- -type=TYPE Type
1 = Position Report Class A;
14 = Safety-Related Broadcast Message;
18 = Standard Class B CS Position Report;
21 = Aid-to-Navigation Report;
22 = Channel Management;
23 = Group Assignment Command;
24 = Static Data Report)
--sart_msg=SART_MSG 14. SART alarm message, default = SART ACTIVE
- -mmsi=MMSI MMSI, default = 247320162.
970010000 for SART device
- -speed=SPEED 18. Speed (knot), default = 0.1
- -Long=LONG 18. Longitude, default = 9.72357833333333
- -Lat=LAT 18. Latitude, default = 45.6910166666667
- -course=C0OURSE 18. Course, default = 83.4
--ts=TS 18. Timestamp (sec), default = 38
--v_AtoN 21. Specify that the AtoN is virtual, default = real.

--aid_type=AID_TYPE 21. Type of AtoN (light, bouye)

--aid _name=AID NAME 21. Name of AtoN

- -channel_a=CHANNEL _A
22. Specify channel frequency for A, default = 2087
(87B = 161.975 MHz). Ref ITU-R M.1084



Example

Ship involved in Military Operations
MMSI 247 320162 (ltaly)

$ ./AIVDM_Encoder.py --type=24 --part=B --callsign=HiTB1l3 --vtype=35 --vsize=20x10
01100000001110101111601110011100116000100100100011000000000000000000000000000CCCOOAEEO00
00000001000001001010100000010110001110011000000000001010000001010000101000101000000

$ ./AIVDM_Encoder.py --type=24 --part=B --callsign=HiTBl3 --vtype=35 --vsize=20x10 |
xargs -I X ./unpacker X 1 B

IATVDM, 1,1, ,B,H3co=HTS000000089D2ik01@:550,0*2D

$ ./AIVDM_Encoder.py --type=24 --part=B --callsign=HiTB1l3 --vtype=35 --vsize=20x10 |
xargs -I X ./unpacker X 1 A

IATVDM,1,1, ,A,H3co=HTSO000000089D21k01@:550,0*2E

N |



Spoofing — Online Providers

Ships or Aids-to-Navigation

e o

Upstream Provider Internet
(http: /v marinet raffic.com)

Endpoint Craft AIVDM Packet

smbyte@wine:~$ tor 1 1n "seq 100000 ; do sleep 1; echo -n -e ~./AIVDM Encoder.py --type=l
- -mMMs1=367532850 --speed=5.2 --long=-96.9197 --1lat=32.8651 --course=353.1 | xargs -I MARCC
Junpacker MARCO 1 A™ | nc -g0 -u 5.9.207.224 5322; dunﬂ]



US to North Korea... What?!

‘a\'_\‘}"k.\ [f
s/, Changoa

Hyesan Flag: USAC Mo photos for this ship
Ship Type: Passenger Upload a photo
Status: AnchoredMoored Vessel's Details
Speed/Course: 0 kn /0"

Length x Breadth: 7 m X 0 m More Actions -
Destination:

Received (BB8): Ch Omin ago

(AlS Source: Self Report}

Show Vessel's Track

Distance to...

North
Koreaijrc

Hongwang

oHamhung
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Chénnae

Wargames (1983) or cyberwar?




Programming a malicious route

Tool to make a ship follow a path over time

Programmed with Google Earth's KML/KMZ
iInformation




Hijacking (Rouge Gateway)

Upstream Provider
{htt p- )/ farwnar marinetraffic. com)

&

High Seasl!!!

i

Internet

({:)) s

AlS Receiver Antennae

Endpoint



“Move” a real ship — Eleanor Gordon

Yessel's Details

Ship Type: Tug

Length x Breadth: 60 m X 16 m

Speed recorded (Max [/ Average): 7.5 / 6.4 knots

=
Flag: USA [US] s
Call Sign: WDG4089
IMO: 0, MMSI: 367532850

Last Position Received

Area: Mexico Gulf

Latitude / Longitude: 30.1854" / -91.0188"° (Map)
Speed/Course 6.6 knots / 3287

Last Known Port: HEW QORLEANS

Info Received: O0d Oh 4min ago (AlS Source: 396)

Current Vessel's Track

Itineraries History

Yoyage Related Info (Last Received)

Draught: 3 m
Destination:
Info Received: 2013-10-15 04:10 (0d, Oh 4min ago)

Recent Port Calls:
Mo Records Found

Ex Names History

Mo Records Found

ELEANOR GORDON

Flag: US4 /2= Na phatas for this ship
Ship Type: Tug Upload a photo

Status: Underway Vessels Detalls
Speed/Course: 6.6 kn [ 328

Length x Breadth: 60 m X 16m Mare Actions »
Craught: 3 m
Destination:
Received (386): 0h Bmin ago
Chmu al'e Trar

v
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Radio-Frequency (VHF) Threats




AlIS Communication over the Air

Protocol designed in a “hardware-epoch”
Hacking was difficult and cost expensive
No authentication, no integrity check

2014
Craft AIS signals?
Let's do It via software!




SDR — Software Defined Radio

Many applications, e.g. Radio / TV receivers,
20 USD

Radio amateurs, SDR transmitters

Reduced costs
Reduced complexity
Increased flexibility

Accessible by many, pirates included!



Our Testing Lab
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Built & implemented a software-based AlS transmitter
GnuRadio,

Options Variable Variable Variable
ID: top
Generate Options: WX GUI|

AlS Frame Builder
Sentence: 000100.. 0000000000
et BT: 400m

Enable_MNRZI_Conversion m
Multiply Multiply Const -
Signal Source Selector
Sample Rate: <

GMSK Mod

R Input Index:
ultiply Const Output Index: 0

Amplitude: 1
Offset: 0

Consta S0rr
i
] Multiply Const UHD: USRP Sink
AlS Frame Builder GMSK Mod Constant: 450m Samp Rate (Sps)

Sentenc 10100...0000000000 Samples/Symbol: 34 m ChoO: Center Freq (Hz): 162M
Repeat: ¥ BT: 400m Cho: Gain (dBE): 0

Enable_NRZI_Conversion Cho: Antenna:

:

Multiply & Multiply Const
Signal Source

Sample Rate:

Waveform

Frequenc

Amplitude: 1

Offset: 0

Custom block: AIS Frame Builder [Ref, HITB KUL 2013


http://gnuradio.org/

RF Spoofing

Radio-frequency (VHF) version of spoofing
Setup : [Attacker] — [Victim]
Amplifier : 20+ km (modified radio)




@ easyTRX2 Programming Tool
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Injecting Into legit AIS gateways

Mobile apps

Coomminitg
Community

Villetta
di Negro

b
"r“'l‘-".!all.'ﬁzl 2

- Tl
Vg W e Fag
=

: .
Villa il
Bombrini RS
e Gambaro

@ Clyra0 |I|Lg_'|l‘a
-0

= TREMD MICROD
416001337
C.
- Tanker
Mot defined
10kts / 100.0"
unknown
unknown
44 3879, 8.91297
Size: 18m x 10m
Draft: Om
Callsign: FTR G
BT visible
21,652 total

Flag: g Taiwan - China
Riviera Ligure




Man-in-water Spoofing

Fake a "man-in-the-water" distress beacon
Trigger SART (S.0.S.) alerts
Visually and acoustically

Lure a victim vessel into nawgatlng/to a hostile
and attacker-controller sea space

Mandatory by legislation




Man-in-water Spoofing

Crafting an SOS alert



Frequency Hopping (DoS++)

Disable AIS transponders
Switch to non-default frequency (RX and TX)

Single or multiple target(s)

Program a desired targeted region
Geographically remote region applies as well

For example: Pirates can render a ship
“Invisible” upon entering Somalia



Frequency Hopping (DoS++)

[nstructing receiver to
isten on another channel



CPA Alerting

Fake a CPA alert, Closest Point of Approach
Trigger a collision warning alert
Possibly alter course




CPA Alerting

! 247320160
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Malicious Weather Forecasting

|
15 Oct 2013 00:01 GMT / 14 Oct 2013 08:01 PM EDT




Slot Starvation (DoS++)

Impersonate port authority

Base stati
Book TD




Slot Starvation (DoS++)

Base Station Spoofing

MMS| Class
113669999 Base Station

Position Repert Age
4543 2000 N 79s
009 43.4147 E

Range Bearing

1.74 NMij ole]oly

CPA
0.53 NMi in 1h 33min

VShip45414645 M O



Slot Starvation (DoS++

Victim's Console

@easrTRKZ Programming Tool

File Help

> 10m

EasyTRXZ Programn

EasyTRX2 Programm




Instruct an AIS transponder to delay Its
transmission in time

Default broadcast time:

Static reports = 6 min

Dynamic reports = 0.5 to 3 min (depending on
Speed)

Attack code:

$ while true; do ./AIVDM _Encoder.py —type=23 —quiet=15 —target=246100200 |

| xargs —1 X ./AIS.TX.py —payload=X —channel=A B;
sleep 15; done

Listing 1.6. Example of availability disruption by timing attack.



Hardware Panic! (DoS)

Flood the device... Noise on Channel + GPS

File Help

Q. Supply Waltage [1dle)
k. Supply Yoltage |
= 10m RS511 ERROR
10/08 (]
(]
(1] # Res QW L CP&-, Anchor- and £

Check OFF MNME2 alarm output bo Plotter

W arning b

asy TRX2 Progranmimi...

Ctrl destro



Back to the rO0ts

AIlS = Attack Vector

AIVDM messages are exchanged and

processed at application layer by back-end
software

In VTS server installations

Binary message, special type used for

Crew members, Number of passengers
Environment information

Malicious payloads, e.g. BOF, SOQLi, ...



Back to the rO0ts

SQL Error in back-end processing

oooo4gs

increment:
increment:

5 timeout:7 increment:

Inztant Meszages

Statian D

Error #: 30 bax errar (missing operakor]
Please report ko rskratton40

Station Ligt

Get Lock His Clear Lock List Updating Data 4



Attacking D-GPS

Differential Global Positioning System (D-GPS)

Used by port authorities to increase the precision
of traditional GPS (meters — centimeters)

Attack = Spoof D-GPS beacons to force ships
Into calculating a wrong “GPS position”!

Message 17: GNSS broadcast binary message



Attacking D-GPS

- Similar to “UT Austin Researchers Spoof
Superyacht at Sea” — Monday, 29 July 2013

43



Responsible Disclosure

Experiments conducted without interfering
with existing systems

Messages with safety-implications tested only In
lab environment (wired connections)

We reached out the appropriate providers and
authorities within time

MarineTraffic, AisHub, VesselFinder, ShipFinder
ITU-R, IALA, IMO, US Coast Guards



Proposed countermeasures

Authentication

Ensure the transmitter is the owner (spoofing)
Time Check

Avoid replay attack
Integrity Monitoring

Tamper checking of AIS message (hijacking)
Validity Check on Data Context

E.g., Geographical information



AlS is widely used — Mandatory installation

AlS 1s a major technology in marine safety

AlS IS
AlIS IS

0o

0o

Ken at Implementation-level

Ken at protocol-level

We hope that our work will help in raising the

Issue and enhancing the existing situation!




Thanks!

Dr. Marco Balduzzi — @embyte
Alessandro Pasta — @aka_ pastus




Bonus ;-)

Real-World Experiment

Simulate the operational conditions of an
attacker at sea

Coverage experiment
Target: AlS Gateway Installation

No time for demo video. Visit me offline



